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Loi mo diu

Tit khi con ngudi c6 nhu ciu trao d6i thong tin, thu tir cho
nhau thi nhu cau gitt bi mat va bao vé tinh riéng tu cda nhiing thong
tin, thu tir dudc trao d8i d6 ciing nay sinh. Hinh thitc thong tin dugc
trao d6i phd bién va sdm nhat 1a dudi dang cac van ban, &€ giit bi
mat cua thong tin ngudi ta da sdm nghi dén cach che dau noi dung
cac van ban bing cach bién dang cac van ban d6 dé ngudi ngoai
khong doc hiéu dugc, déng thdi cd cach khoi phuc lai nguyén dang
ban dau dé ngudi trong cudc van doc hiéu dugc; theo cach goi ngay
nay thi dang bién d6i cta van ban dugc goi la mat ma clia van ban,
cach 1ap mat ma cho mot van ban dugc goi 1a phép ldp mat ma, con
cach khoi phuc lai nguyén dang ban dau cta van ban tit bdn mat ma
dugc goi 1a phép giai ma. Phép lap mat ma va phép gidi ma dugc
thuc hién nhd mot chia khoa riéng nao d6 ma chi nhttng ngudi trong
cudc dugc biét, sau day ta sé goi la khoa mat ma. Ngudi ngoai cudc
khong dudc biét khoa mat ma, nén dit ¢6 "an cap" dudc ban mat ma
trén dudng truyén tin, vé nguyén tic ciing khong thé gidi ma dé
hiéu dugc noi dung cta vin ban truyén di.

Hién nhién, tiéu chudn cta mot ban mat ma 1a tao dugc tinh
bi mat cho vin ban; vi vay khai niém b7 mdtla khai niém c6t 15i nhat
d6i v6i mot ly thuyét vé mat ma. Co thé c6 mot dinh nghia khoa hoc
cho khai niém b7 mathay khong? Pa c6 nhiéu cach tiép can dé tim
hiéu noi dung cta khai niém bi mat, nhung mot dinh nghia khoa
hoc, hay hon ntta, mot dinh nghia todn hoc cho khai niém d6 thi
chuta c6. Mot cach tiép can kha phé bién 1a gan khai niém bi mat véi
khéi niém "ngdu nhién", néu mot van ban rd c6 mot ndi dung xac
dinh thi diéu ta mong mudn la ban mat ma ctia n6 phai la mot ban
gdm cac ky tu dudc sdp xép hén don, c6 vé nhu ngdu nhién khién
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ngudi ngoai nhin vao khong thé xac dinh dugc noi dung cta vin
ban goc. Tuy nhién, néu "bi mat" 1a khai niém chua dinh nghia
dugc, thi khai niém "ngau nhién", hay cu thé hon, khai niém "day bit
ngau nhién", ciing khé dinh nghia nhu vay, ta chua qui dinh dugc
mot tieu chuan toan hoc d€ xac dinh mot day bit c6 14 "ngdu nhién"
hay khong, ma chi méi tim hi€u dugc mot s6 thudc tinh gan véi
'ngdu nhién", ding lam can c@ dé tam xac dinh mot day bit c6 la
"gid ngadu nhién" theo nghia c6 cac thuodc tinh d6 hay khong ma thoi.

T mdy thap nién gan day, budc vao ky nguyén may tinh,
cting nhu d6i v4i nhiéu linh vuc khéc, linh viuc mat ma cang da ¢
nhiing chuyén bién to 16n tir giai doan mat ma truyén théng sang
giai doan mdt ma may tinh; may tinh dién te dugc st dung ngay
cang phd bién trong viéc lap mat ma, gidi mat ma, va nhitng chuyén
bién d6 da kich thich viéc nghién cttu cac giai phap mat ma, bién
viéc nghién ctru mat ma thanh moét khoa hoc c6 d6i tugng ngay cang
rong 16n va dude st dung c6 hiéu qua trong nhiéu pham vi hoat
dong cda cudc séng. Vi cac nghiép vu chu yéu cta mat ma dugc
thuc hién bang may tinh, nén cac khai niém bi mat, ngdu nhién ciing
dan dugc "may tinh hoa", va v6i su ra doi caa Ly thuyét vé do phuc
tap tinh toan vao gitta nhung nam 1960, cac khai niém do tim dugc
mot ndi dung chung co thé duge nghién ctu moét cach toan hoc la
tinh phiic tap. Bay gid ta c6 thé néi, mot ban mat ma d6i véi anh 1a
bi mat néu tit ban mat ma dé d€ im ra ban rod anh phai thuc hién
mot tién trinh tinh toan ma do phiic tap cta nd vugt qua moi nang
luc tinh toan (k€ cd moi may tinh) ctia anh; mot day bit c6 thé xem la
ngdu nhién , néu dua vao mot doan bit da biét dé tim mot bit tiép
theo ctia day anh ciing phai thuc hién mot tién trinh tinh toén c6 do
phtc tap cuc 16n tuong tu nhu noi trén.

Viéc chuyén sang giai doan mat ma may tinh trudc hét da co
tac dung phat trién va hién dai hoa nhiéu hée thong mat ma theo kiéu
truyén thong, lam cho cac hé thong do6 c6 cac cau trac tinh t&€ hon,
doi héi lap mat ma va gidi ma phtc tap hon, do d6 hiéu qua gitt bi
mat cla cac giai phap mat ma dugc nang cao hon trude rat nhiéu.
Tuy nhién, mot budc Chuyén c6 tinh chat cach mang ma mat ma
may tinh mang lai la viéc phat minh ra cac hé mat ma co khoa céng
khai, bt dau tir cuoi nhung nam 1970, co sG ly thuyé’t clia cac phat
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minh d6 1a su t6n tai cta cac ham mot phia (one-way function), tic
la nhiing ham s& s6 hoc y = £(x) ma viéc tinh theo phia thuan tit x
tinh yla tuong d6i dé, nhung viéc tinh theo phia ngugc tit y tim lai
x (x= f'(p)) 1a cuc ky phtic tap. Cac hé mat ma c6 khoa cong khai da
lam thay d6i vé ban chat viéc t6 chitc cac hé truyén thong bao mat,
lam dé dang cho viéc bao mat trén cac hé truyén thong cong cong,
va do tinh chat dic biét d6 ching da 1a co s6 cho viéc phét trién
nhiéu giao thiic an toan thong tin khac khi st dung mang truyén
thong cong cong, ching han cac loai giao thtic vé& xac nhan ngudn tin
va dinh danh ngudi gui, chtt ky dién t, cdc giao thiic xac nhan
khong dé 16 thong tin gi khac ngoai viéc xac nhan, cac giao thiic trao
d6i khoa trong t6 chitc truyén tin bdo mat va trong xac nhan, v.v...,
va gan day trong viéc phat trién nhiéu giao thitc dc thit khac trong
cac giao dich ngan hang va thuong mai dién t&, phat hanh va mua
ban bang tién dién t&,... Ciing can n6i thém 1a Iy thuyét mat ma hién
dai, tic 1a mat ma may tinh trén co sd ly thuyét vé d¢ phic tap tinh
toan tuy c6 nhiéu tng dung dic sic va c6 trién vong to 16n, nhung
cling m&i dang trong giai doan phat trién budc dau, con phai khic
phuc nhiéu kho khan va tim kiém thém nhiéu cd sé viing chdc mé6i
dé ti€p tuc hoan thién va phat trién. Chezmg han, nhu trén da noi,
mot co s6 quan trong ctia ly thuyét mat ma hién dai la su ton tai cda
cac ham mot phia, nhung ngay c6 that ton tai cac ham mot phia hay
khong cling con 1a mot bai toan chua c6 cau tra 16i! Ta chi méi dang
c6 mot s6 ham mot phia theo su hiéu biét cua con nguoi hién nay,
nhung chua ching minh dugc c6 mét ham cu thé nao d6 chdc chin
1a ham mot phia! Tuy nhién, néu theo quan diém khoa hoc hién dai,
ta khong xem muc dich khoa hoc la di tim nhitng chan 1y chdc chin
tuyét doi, ma la di tim nhtng cach giai quyét van dé (problem
solving) gap trong thuc tién, thi ta van c6 thé tin vao nhiing giai
phap "tuong d6i" rat c6 hiéu qua ma ly thuyét hién dai vé mat ma
dang cong hién cho con ngudi hién nay.

Tap gido trinh Ly thuyét mit ma va an toan thong tin nay
dugc soan dé phuc vu cho viéc hoc tap cta sinh vién cac 16p theo
chuong trinh dai hoc hodc cao hoc thudéc nganh Cong nghé thong tin
cta Dai hoc Quéc gia Ha noi. Trong khoang muoi ndm gan day, trén
thée gidi da xuat hién nhiéu sach va tai liéu co tinh chat gido khoa
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hodc tham khdo vé ly thuyét mat ma hién dai va dng dung. Nguoi
viét tap gido trinh nay chi c6 cd gang lua chon va sdp xép mot s6 noi
dung ma minh nght 14 can thiét va thich hgp nhat d€ trong mot
pham vi han ché& vé thdi gian (va khong gian) trinh bay va gidi thiéu
dugc cho ngudi hoc moét cach tuong doi hé thong nhing kién thic
co ban vé ly thuyét mat ma hién dai, bao gdm ca mot so kién thic
toan hoc can thiét. Gido trinh nay da dugc giang day cho sinh vién
cac khoa cao hoc vé Cong nghé thong tin thudc Pai hoc Bach khoa
Ha noi va khoa Cong nghé Dai hoc Qudc gia Ha ndi tit nam 1997
dén 2004. Nguoi viét chan thanh cam on cac ban dong nghiép va
ngudi doc chi cho nhitng ché thiéu sot dé€ c6 thé kip thdi sta chita
cho nhting lan in sau, néu co.

Thang 12 nam 2002

Phan Dinh Diéu



CHUONG I
GIi6i thiéu chung vé mit ma

1.1. So lugc lich st vé mit ma.

Nhu da gi6i thiéu trong Lo7 md ddu, nhu cau st dung mat
ma da xuat hién tir rat s6m, khi con ngudi biét trao ddi va truyén
dua thong tin cho nhau, dic biét khi cac thong tin d6 da dugc thé
hién dudi hinh thitc ngdn ngu, thu tu. Lich st cho ta biét, cac hinh
thic mat ma so khai da dugc tim thay tit khoang bon nghin nidm
trudc trong nén van minh Ai cap 6 dai. Trai qua hang nghin ndm
lich s&t, mat ma da dugc st dung rong rai trén khap thé gi6i tit Dong
sang Tay dé gitt bi mat cho viéc giao luu thong tin trong nhiéu linh
vuc hoat dong gitra con ngudi va cac qudc gia, ddc biét trong cac
linh vuc quan sy, chinh tri, ngoai giao. Mat ma trudc hét la mot loai
hoat dong thuc tién, noi dung chinh cta né la dé git bi mat thong
tin (Chéng han duéi dang mot van ban) tir mot ngudi giri A dén mot
ngudi nhan B, A phai tao cho van ban d6 mdt ban ma mat tuong
ting, va thay vi gtii van ban 16 thi A chi gti cho B ban ma mat, B
nhan dugc ban ma mat va sé c6 cach tir d6 khoi phuc lai van ban 16
d€ hiéu dugc thong tin ma A mudn gui cho minh. Vi ban gti di
thuong dugc chuyén qua cac con dudng cong khai nén ngudi ngoai
c6 thé "ldy trom" dugc, nhung do d6 1a ban mat ma nén khong doc
hiéu dudc, con A c6 thé tao ra ban ma mat va B c6 thé gidi ban ma
mat thanh ban ro dé hiéu dugc 1a do gitta hai nguoi da c6 mot thoa
thuan vé mot chia khoa chung, chi véi chia khoa chung nay thi A
m&i tao dugc ban ma mat tir ban rd, va B mdi tir ban ma mat khoi
phuc lai dugc ban rd. Sau nay ta sé goi don gian chia khoa chung do6
la khda mat ma. Tat nhien dé thuc hién dugc mot phép mat ma, ta
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con can c6 mot thuat toan bién ban rd, cting vi khoa mat ma, thanh
ban ma mat, va mot thuat toan ngugc lai, bién ban ma mat, cung véi
khoa mat ma, thanh ban 16. Cac thuat toan d6 dugc goi tuong dng la
thuat toan /dp mat mava thuat todn giai mat ma. Céac thuat toan nay
thuong khong nhat thiét phai gitt bi mat, ma cai cAn dugc gitt tuyét
mat luon luon 1a khoa mat ma. Trong thuc tién, da c6 hoat dong bao
mat thi cling ¢ hoat dong ngudc lai la kham phé bi mat tir cac ban
ma mat "ldy trom" dudc, ta thudng goi hoat dong nay la ma tham,
hoat dong nay quan trong khong kém gi hoat dong bao mat! Vi cac
thuat toan 1ap mat ma va giai mat ma khong nhat thiét la bi mat, nén
ma tham thuong dugc tap trung vao viéc tim khoa mat ma, do do
cling c6 nguoi goi cong viéc do la pha khoa.

Sudt mé’y nghin nam lich sU, cac thong bao, thu tu dudc
truyén dua va trao d6i v6i nhau thudng la cic vin ban, tic 1a ¢6
dang cac day ky tu trong mét ngdén ngu nao do; vi vay, cac thuat
toan lap mat ma thudng ciing don gian 1a thuat toan xao tron, thay
déi cac ky tu dugc xéac dinh bdi cac phép chuyén dich, thay thé hay
hoan vi cac ky tu trong bang ky tu cia ngén ngtt twong dng; khoa
mat ma la thong tin dung dé thuc hién phép lap mat ma va giai mat
ma cu thé, thi du nhu s6 vi tri d6i v6i phép chuyén dich, bang xac
dinh cac cdp ky tu tuong tng d6i v4i phép thay thé hay hoan vi,...
Mat ma chua phai 1a mot khoa hoc, do d6 chua c6 nhiéu kién thic
sach vd d€ lai, tuy nhién hoat dong bao mat va thim ma trong lich
st cac cudc dau tranh chinh tri, ngoai giao va quan su thi hét stc
phong phti, va mat ma da c6 nhiéu tac dong rat quan trong dua dén
nhiing két qua 1dm khi c6 y nghia quyét dinh trong cac cudc dau
tranh d6. Do trong mot thdi gian dai, ban than hoat dong mat ma
cing dugc xem la mot bi mat, nén cac tai liéu ky thuat vé mat ma
dugc phd bién dén nay thudng chi ghi lai cac kién thitc kinh nghiém,
thinh thoang mdi c6 mot vai "phat minh" nhu cac hé¢ mat ma
Vigeneére vao thé kff 16 hodc hé mat ma Hill ra d6i nam 1929 la cac
hé ma thuc hién phép chuyén dich (d6i véi ma Vigenére) hay phép
thay the (ma Hill) déng thdi trén mot nhom ky tu chi khong phai
trén ting ky tu riéng ré. Van dé tham ma, nguoc lai, khi thanh cong
thuong dua dén nhitng cong hién ndi tréi va an tugng trong nhiing
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tinh hudng gay can cta cac cudc dau tranh, va cling thudong doi hoi
nhiéu tai ndng phat hién v4i nhiing kinh nghiém va suy luan tinh t&
hon, nén d¢€ lai nhiéu chuyén hdp dan hon. Nhiéu cau chuyén ky tha
ctia lich st thim ma da dugc thuat lai trong quyén sach ndi tiéng
cua David Kahn The Codebreakers . The Story of Secret Writing ,
xuat ban ndm 1967 (sach da dugc dich ra nhiéu thd tiéng, co6 ban
dich tiéng Viet Nhuang nguoi ma thdm, 3 tap, xudt ban tai Ha noi
nam 1987).

Bu6c sang thé ky 20, v6i nhiing tién bo lién tuc cta ky thuat
tinh toan va truyén thong, nganh mat ma cting da c6 nhiing tién bd
to 16n. Vao nhiing thap nién dau cta thé ky, su phat trién cta cac ky
thuat biéu dién, truyén va x& ly tin hiéu da c6 tac dong gitip cho cac
hoat dong lap va gidi mat ma tir thi cong chuyén sang co gidi hoa
r6i dién tir hoa. Cac van ban, cac ban mat ma truée day dudc viet
bing ngoén ngir thong thuong nay dugc chuyén bing ky thuat s6
thanh cac day tin hiéu nhi phan, tic cac day bit, va cac phép bién déi
trén cac day ky tu dugc chuyén thanh cac phép bién d6i trén cac day
bit, hay cac day s6, viéc thuc hién cac phép lap ma, gidi ma tré
thanh viéc thuc hién cac ham s6 s6 hoc. Toan hoc va ky thuat tinh
toan bat dau trd thanh cong cu cho viéc phat trién khoa hoc vé mat
ma. Khéi niém trung tdm cta khoa hoc mat ma la khai niém b7 mat.
P6 1a mot khai niém phd bién trong ddi s6ng, nhung liéu c6 thé cho
noé mot ndi dung cod thé dinh nghia dugc mot cach toan hoc khong?
Nhu da luge qua trong Loi md ddu, khai niém bi mat thoat dau
dugc gan véi khai niém ngdu nhién, r6i vé sau trong nhiing thap
nién gin day, voi khai niém phdc tap, cu thé hon 1a khai niém do
phiic tap tinh todn. Viéc st dung ly thuyét xac suat va ngdu nhién
lam co sG dé nghién ctu mat ma da gitip C.Shannon dua ra khai
niém b7 mat hoan toan cia mot hé mat ma tir nim 1948, khdi dau
cho mot ly thuyét xac sudt vé mat ma. Trong thuc tién lam mat ma,
cacday bit ngdu nhién dugc dung dé tron véi ban 1o (dudi dang mot
day bit xac dinh) thanh ra ban mat ma. Lam thé nao dé tao ra cac
day bit ngiu nhién? C6 thé tao ra bing phuong phap vat Iy don gian
nhu sau: ta tung d6ng xu Ién, néu déng xu roi xuéng ¢ mét sap thi ta
ghi bit 0, 6 mit ngta thi ta ghi bit 1; tung n14n ta sé dugc mot day n
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bit, day bit thu dugc nhu vay co thé dugc xem 1a day bit ngau nhién.
Nhung tao ra theo cach nhu vay thi kho c6 thé st dung mot cach
phd bién, vi khong thé tim ra qui Judt 46 theo d6 ma sinh ra day bit
ngau nhién dugc. o day ta gdp mot kho khin co tinh ban chat: néu
c6 qui luat thi da khong con la ngdu nhién ntta r6i! Nhu vay, néu ta
muodn tim theo qui luat, thi khong bao gid c¢6 thé tim ra cac day bit
ngau nhién, ma cing 1m ciing chi c6 thé dugc cac day bit gan ngau
nhién, hay gid ngdu nhién, ma thoi. Ttt nhiéu chuc ndm nay, ngudi
ta da nghién ctru dé xudt nhiéu thuat toan todn hoc dé sinh ra cac
day bit gid ngdu nhién, va ciing da dua ra nhiéu thudc tinh dé danh
gid mot day bit gia ngdu nhién c6 dang dugc xem 1a "gan" nglu
nhién hay khong. Mot vai thuoc tinh chti yéu ma ngudi ta da dé xuat
1a: cho mot day bit X'= (x,%,.....,X,,...); ddy d6 dugc xem la gid ngau
nhién "t6t" néu xac sudt xuat hién bit 0 hay bit 1 trong toan day do6
cing nhu trong moi day con bat ky cia né déu bang 1/2; hodc mot
tieu chuan khac: néu moi chuong trinh sinh ra dugc doan dau n bit
ctua day déu phdi c6 do phic tap (hay do dai) cd n ky tu ! Vé sau
nay, khi ly thuyet vé do phtc tap tinh toan da dugc phét trién thi
tiéu chudn vé ngiu nhién ciing dugc qui vé tiéu chudn phiic tap tinh
toan, cu thé mot day bit X dugc xem la gid ngau nhién "t6t" néu moi
thuat toan tim dudgc bit tha n (x,) khi biét cac bit trude d6 (x,,,...,X,.;)
v3i xac sudt ding > 1/2 déu phai c6 do phtic tap tinh toan thudc 16p
NP-kho!

Ly thuyét vé do phtic tap tinh toan ra doi tir gitta nhitng nam
1960 da cho ta mot cach thich hgp dé qui yéu ciu bi mat hodc ngau
nhién vé mot yéu cau c6 thé dinh nghia dugc 1a yéu ciu vé do phiic
tap tinh todn. Bay gio ta c6 thé noi: mot gii phap mat ma 1a bao
dam bi mat, néu moi thuat toan thim ma, néu c6, déu phai dugc
thuc hién v6i d6 phtc tap tinh toan cuc 16n! Cuc 16n la bao nhiéu?
La vuot qua gidi han kha ning tinh toan (bao gdm cd may tinh) ma
ngudi tham ma c6 thé c6. V& ly thuyét, c6 thé xem d6 1a nhiing do
phtc tap tinh toan véi toc d6 tang vugt qua ham mi, hodc thudc loai
NPKhé. Tuy nhién, ly thuyét do phiic tap tinh toan khong chi cong
hién cho ta mot khai niém d€ gitip chinh xac héa tiéu chuan bi mat
clia cac gidi phap mat ma, ma con mG ra mot giai doan méi cda
nganh mat ma, bién nganh mat ma thanh moét khoa hoc ¢6 néi dung
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ly luan phong phu va c6 nhiing tng dung thuc tién quan trong
trong nhiéu linh vuc cta doi séng hién dai. Budc ngodt c6 tinh cach
mang trong lich st khoa hoc mat ma hién dai xé’y ra vao nam 1976
khi hai tac gid Diffie va Hellman dua ra khai niém vé mat ma khoa
cong khai va mot phuong phép trao d6i cong khai d€ tao ra mot
khoéa bi mat chung ma tinh an toan dugc bao ddm bdi d6 kho ctua
mot bai todn toan hoc cu thé (la bai toan tinh "logarit rdi rac"). Hai
nam sau, nam 1978, Rivest, Shamir va Adleman tim ra mot hé mat
ma khoa cong khai va mot so d6 chi ky dién tr hoan toan c6 thé
ting dung trong thuc tién, tinh bao mat va an toan cta ching dugc
bdo dam bang do phtic tap cia mot bai toan s6 hoc néi tiéng 1a bai
toan phan tich s6 nguyén thanh cac thira s6 nguyén t6. Sau phat
minh ra hé mat ma d6 (ma nay ta thuong goi la hé RSA), viéc nghién
ciu dé phat minh ra cac hé mat ma khoa cong khai khac, va ang
dung cac hé mat ma khoa cong khai vao cac bai toan khac nhau ctua
an toan thong tin da dugc tién hanh rong rai, ly thuyét mat ma va an
toan thong tin tré thanh mot linh vuc khoa hoc dugc phat trién
nhanh trong vai ba thap nién cudi cta thé ky 20, 16i cuén theo su
phat trién ciia mot s6 bd mon cua toan hoc va tin hoc. Trong cac
chuong vé sau cta tap gido trinh nay ta sé 1an lugt lam quen v6i mot
s6 thanh qua cht yéu cta ly thuyét dé.

1.2. Cac hé thong mit ma.
1.2.1. So d6 hé thong mat ma.

Mat ma dugc st dung d€ bdo ve tinh bi mat cda thong tin khi
thong tin dugc truyén trén cac kénh truyén thong cong cong nhu céc
kénh buu chinh, dién thoai, mang truyén thong may tinh, mang
Internet, v.v... Gid tht mot nguodi gii A mudn gui dén mot ngudi
nhan B mot van ban (Chgmg han, mot buc thu) p, 46 bao mat A lap
cho p mot ban mat ma ¢, va thay cho viéc gtti p, A gti cho B ban mat
ma ¢, B nhan dugc ¢ va "gidi ma" ¢ dé lai dugc vin ban pnhu A
dinh gtii. D& A bién p thanh cva B biéh ngugc lai cthanh p, A va B
phdi thda thuan trudc v6i nhau cac thuat toan lap ma va gidi ma, va
ddc biét mot khoa mat ma chung K dé thuc hién cac thuat toan do.
Ngudi ngoai, khong biét cac thong tin do (ddc biét, khong biét khoa
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K), cho du c6 1ay trdém dudc c trén kénh truyén thong cong cong,
cting khong thé tim dugc van ban p ma hai ngudi A, B muén gai cho
nhau. Sau day ta sé cho mot dinh nghia hinh thuic vé so d6 mat ma
va cach thic thuc hién dé lap mat ma va gidi mat ma.

Pinh nghia 1.2.1. Mot so d6 hé thong mat ma Ia mot bo ndm

S- (P, C X E D) 1)

thoa man cac diéu kién sau day:

P Ia mot tip hiru han cdc ky twr ban 1o,

¢ 1a mot tip hitu han cac ky tu ban ma,

K la mot tdp hiau han cac khoa,

é Ia mot anh xa tw Ix9 vao C,, duoc goi la phép Iap mat ma;
va 9 Ia mot anh xa tir IxC vao P, duoc goi la phép giai ma. Voi
méi Ke ¥, tadinhnghia e,: 9 —C , dy :C—9 Ia hai ham cho boi :

IxeP : ex) = S(KX); Jye €2 dyy) = XK ).
ex va dy duoc goi ldn luot la ham Iap ma va ham giai ma ung voi
khoéa mat ma K. Cac ham do phai thda man hé thic.
Ixe P & dyfedx) = x.

Vé sau, d€ thuan tién ta sé goi mot danh sach (1) thod man cac
tinh chat ké trén 1a mot so' dé hé thong mat ma, con khi da chon c6
dinh mot khoa K thi danh sach (¥, ¢, ey, di) la mot hé mat ma
thudc so d6 do.

Trong dinh nghia nay, phép lap mat ma (giai ma) dugc dinh
nghia cho titng ky tu ban rd (ban ma). Trong thuc t&, ban rd cda mot
thong bao thudng la mot day ky tu ban rd, tic 1a phan ti cla tap &%,
va ban mat ma cing la mot day cac ky tu ban ma, tic la phan ti cta
tap €*, viéc md rong cac ham e, va dy 1én cac mién tuong tng & *
va (* &€ dugc cac thuat toan 1ap mat ma va gidi ma ding trong thuc
t& s& dudc trinh bay trong tiét sau. Cac tap ky tu ban rd va ban ma
thuong dung 1a cac tap ky tu cia ngon ngtt thong thuong nhu tiéng
Viét, tiéng Anh (ta ky hiéu tdp ky tu tiéng Anh la A tic A =
labc...xy,2z} gdbm 26 ky tu; tap ky tu nhi phan Bchi gém hai ky tu
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0 va 1; tap cac s6 nguyén khong am bé hon mot s6 n nao do (ta ky
hiéu tap nay la Z, tic Z,=1{0,1,2,...., n-1}). Chi y rang c6 thé xem B
= Z, D& thuan tién, ta ciing thuong déng nhat tap ky tu tiéng Anh A
vGi tAp gébm 26 s6 nguyén khong am dau tién Z,, = {0,1,2,...., 24,25}
vOi su twong ung sau day:

abcdefghijklImnopgqgrstuvwxyz

01234567 891011121314151617 1819 20 21 22 23 24 25.
Doi khi ta cling dung véi tu cach tap ky tu ban o hay ban ma la cac
tap tich ctia cac tap ndi trén, dic biét 1a cac tap 4™, B™, Z,™.

1.2.2. Ma theo khdi va ma theo dong.

Nhu néi G trén, ban rd caa thong bao ma ta muon gﬁ’i di
thuong la mot day ky tu, trong khi theo dinh nghia cta so d6 mat
ma, ham 14p mat ma va ham gidi ma dugc dinh nghia cho ting ky
tu. Tt cac dinh nghia cta ham lap mat ma va ham gidi ma, ta mé
rong thanh thuat toan lap ma (va giai ma) xac dinh cho moi ban rd
(ban ma) nhu sau:

Theo cach ma theo khoi (block cipher), trude hét ta xac dinh
mot d6 dai khoi (chang han 1a &), tiép d6 md rong khong gian khoa
tt K thanh &, va v6i mdi K =K,..K, ¢ K, ta md rong e, va di
thanh cac thuat toan e, : 9*— €* va d: *—=P* nhu sau: v6i moi
XX €EPF VA yh.y €CF ta cod

€k (Xl""xk) =€, (Xl)""eKk (Xk); dK (yl""yk) = dK1 (yl)""de (yk) .

Gia tht ban 16 ma ta mudn lap mat ma cho no la day ky tu Xe 9*
.Ta cit X thanh ting kh6i, méi khéi co6 do dai &, khéi cudi cing c6
thé c6 do dai <k, ta luon c6 thé gia thiét 1a co thé bs sung vao phan
cudi ctia khéi mot s6 ky tu qui udc nao d6 dé no ciing c6 d6 dai k.
Do d6 ta c6 thé gia thiét X = X,....X, , trong d6 mbi X;,... X,, 1a mot
khoi c6 do dai k. Va ta dinh nghia ban mat ma caa Xla:
edX) = ed X,... X)) = el X))....ex X).

Dit Y= e X))....edX,), ta c6 thé viet Y= ¥,....Y, v6i Y, =e(X), va do
do co
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ddY) = d(Y)...ddY,) = X..X,= X
Céch ma theo khéi don gidn va thong dung nhat la khi ta chon d¢
dai khéi 4 =1. Khi @6 v6i moi ban 10 X= x,...x,, € £ * ta c6

edX) = edx....x,, ) = el x))....ed(x,).

V&i cach ma theo dong (stream cipher), trudc hét ta phai xac
dinh mot dong khaa, tic 1a mot phan t¢ K = K,..K,, € K, v6i dong
khoa do ta xac dinh v6i moi ban 18 X = x,...x,,€ % * ban ma tuong
ung la

el X) =e (X...X,) = €, (Xl)"'eKm (Xq)-
Gidi ma Y= e X) ta dugc
di(Y) = dy (& (X)) 0y (B¢ (X,))= XX, = X

Pé st dung cach 14p mat ma theo dong, ngoai s d6 mat ma
goc ta con phai c6 mot dong khoa, tic 1a mot day co do dai tuy y cac
ky tu khoa. D6 thudng 1a cac day cac ky tu khoa dudc sinh ra bdi
mot b "tao day ngdu nhién" nao d6 xuat phat tit mot "mam" chon
trude. Trong cac tng dung thuc t&, ngudi ta thuong dung cach ma
theo dong c6 so d6 mat ma goc la so dd Vernam véi

P-C-H-{0,1}
va cac ham lap ma va gidi ma dugc xac dinh bdi
edx) =x+ Kmod 2, d(y) = y+Kmod 2 (K= 0hodc 1);
dong khoa la day bit ngadu nhién dugc sinh ra bSi mot bo tao day bit
ngau nhién nao do.

1.3. Mt ma khoa d6i xiing va mit ma c6 khéa cong khai.

Theo dinh nghia 1.2.1 vé so d6 mat ma, ctt mdi lan truyén tin
bdo mat, cd nguoi gﬁ’i A va ngudi nhan B phai cting thda thuan
trudc voi nhau mot khoa chung K, sau d6 ngudi gai dung e, dé lap
mat ma cho thong bao gti di, va ngudi nhan dung d, d€ gidi ma
ban mat ma nhan dugc. Ngudi gﬁ’i va nguoi nhan cung c6 moét khoa
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chung K, dugc gitt nhu bi mat riéng cta hai ngudi, dung ca cho lap
mat ma va giai ma, ta goi nhiing hé mat ma vdi cach st dung do6 la
mat ma khoa doi xing, d6i khi cting goi la mat ma truyén thong, vi
d6 1a cach da dugc st dung tir hang ngan nam nay.

Tuy nhién, vé nguyén tic hai ham lap ma va gidi ma la khac
nhau, khong nhat thiét phai phu thudc cing mot khoa. Néu ta xac
dinh méi khoa K gébm c6 hai phan K= (K, K"'), K’danh cho viéc lap
mat ma (va ta c6 ham lap ma e, ), K" danh cho viéc gidi ma (va c6
ham gidi ma dy.), cdc ham lap ma va gidi ma thda man hé thic

di (ex(X)) = x v6imoi xe&,

thi ta dugc mot hé mat ma khoa phi doi xung. Nhu vay, trong mot
hé mat ma khoa phi d6i xiing, cac khoa lap ma va gidi ma (K'va K"
) 1a khac nhau, nhung tat nhién c6 quan hé vGi nhau. Trong hai khoa
d6, khoa can phai gitt bi mat la khoa giai ma K", con khoa lap ma K’
c6 thé dugc cong b6 cong khai; tuy nhién diéu d6 chi 6 y nghia thuc
tién khi viéc biet K’ tim K" 1a cuc ky kho khan dén mic hau nhu
khong thé thuc hién duge. Mot hé mat ma khoa phi d6i xiing ¢ tinh
chat noi trén, trong d6 khoa lap mat ma K’ cua moéi ngudi tham gia
déu dugc cong bo cong khai, dugc goi la hé mat ma khoa céng khai.
Khaéi niém mat ma khoa cong khai méi dugc ra ddi vao giwa nhiing
nam 1970, va ngay sau d6 da trd thanh mot khai niém trung tam cta
khoa hoc mat ma hién dai. Ta s& danh phan 16n n¢i dung gido trinh
nay cho cac hé¢ mat ma d6é va nhitng dng dung cta ching vao cac
van dé an toan thong tin.

1.4. Céc bai toan vé an toan thdong tin.

Ching ta dang séng trong mot thoi dai bung né thong tin.
Nhu ciu trao ddi thong tin va cac phuong tién truyén dua thong tin
phat trién mot cach nhanh chéng. Va ciing véi su phat trién d6, doi
hédi bdo vé tinh bi mat va an toan cda thong tin ciing cang ngay cang
to 16n va c6 tinh phé bién. C6 nhiéu bai toan khac nhau vé yéu cau
an toan thong tin tuy theo nhtng tinh huéng khac nhau, nhung tuu
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trung c6 mot s6 bai toan chung nhat ma ta thudng gép trong thuc
tién la nhiing bai toan sau day:

- bdo mat : gitt thong tin dudc bi mat doi vdi tat ca moi
nguoi, trit mot it nguoi co tham quyén dugc doc, biét thong tin do;

- toan ven théng tin : bdo dam thong tin khong bi thay d6i
hay xuyén tac bdi nhiing ké khong c6 tham quyén hodc bing nhiing
phuong tién khong dugc phép;

- nhan thuc mot thuc thé : xac nhan danh tinh cta mot thuc
thé, che“;ng han mot ngudi, mot may tinh cudi trong mang, mot thé
tin dung,... ;

- nhan thuc mot thong bdo : xac nhan ngudn goc cda mot
thong bao dugc gti dén ;

- chu ky : mot cach dé gén két mot thong tin v4i mot thuc thé,
thuong dung trong bai toan nhan thuc moét thong bao cting nhu
trong nhiéu bai toan nhan thuc khac ;

- dy quyén : chuyén cho mot thuc thé khac quyén dugc dai
dién hodc dugc lam mot viéc gi do ;

- cdp ching chi': cAp mot su xac nhan thong tin bdi mot thuc
thé dugce tin nhiém ;

- bao nhan : xac nhan mot thong bao da dugc nhan hay mot
dich vu da dugc thuc hién;

- lam chung : kiém thu viéc ton tai mot thong tin & mot thuc
thé khac v6i ngudi chi s6 hitu thong tin d6 ;

- khong choi bo duoc : ngan ngita viée chdi bo trach nhiém
doi véi mot cam két da c6 (thi du da ky vao mot van ban) ;

- 4n danh : che gidu danh tinh ctia mot thuc thé tham gia
trong mot tién trinh nao dé (thuong dung trong giao dich tién dién
th) ;

- thu hoi: rat lai mot gidy chiing chi hay ay quyén da cap;

-vanvan........

Co sG ctia cac giai phap cho cac bai toan ké trén 1a cic phuong phap
mat ma, ddc biét la mat ma khoa cong khai, ta sé xem xét kj mot vai
bai toan do trong cac chuong tiép theo.
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1.5. Thdm mai va tinh an toan cua cac hé mat ma.

1.5.1. Van dé tham ma.

Mat ma dugc st dung trudc hét 1a d€ bdo dam tinh bi mat cho
cac thong tin dudc trao d6i, va do d6 bai toan quan trong nhat cta
tham ma cing la bai toan pha bd tinh bi mat do, tic 1a tir bAn mat
ma c6 thé thu duge d& dang (trén cac kénh truyén tin cong cong)
ngudi thim ma phai phat hién dugc noi dung thong tin bi che gidu
trong ban mat ma d6, ma tot nhat la tim ra dugc ban rd goc cta ban
mat ma do. Tinh huéng thudng gip 1a ban than so d6 hé thong mat
ma, ké ca cac phép lap ma va gidi ma (tdc cac thuat toan & va 9 ),
khong nhat thiét 1a bi mat, do do bai todn qui vé viéc tim chia khoa
mat ma K, hay chia khoa giai ma K”, néu hé mat ma c6 khoa phi doi
xtng. Nhu vay, ta c6 thé qui wdc xem bai toan thim ma co ban 1a bai
toan tim khéa mat ma K (hay khoa gidi ma K"). P& giai bai toan do,
gia thiét ngudi tham ma biét thong tin vé so d6 hé mat ma dugc
dung, ké ca cac phép lap ma va giai ma tong quat & va 9 . Ngoai
ra, ngudi thim ma c6 thé biét thém mot s6 thong tin khac, tiy theo
nhiing thong tin dugc biét thém nay ma ta c6 thé phan loai bai toan
tham ma thanh céc bai toan cu thé nhu sau:

- bai toan thdm ma chr biét ban ma : 1a bai toan phd bién nhat,
khi ngudi thdm ma chi biet mot ban mat ma Y

- bai toan tham ma khi biét ca bdn r6 : ngudi tham ma biet
mot bdn mat ma Y'cuing vdi ban 1o tuwong ting X

- bai toan tham ma khi ¢ ban r6 duoc chon : ngudi tham ma
c6 thé chon mot ban rd X, va biét ban mat ma tuong tng Y. Piéu
nay c6 thé xay ra khi ngudi thaim ma chiém dugc (tam thdi) may lap
ma;

- bai toan tham ma khi c6 bdn ma duoc chon : ngudi tham ma
c6 thé chon mot ban mat ma Y, va biét ban ro tuong ting X. Piéu nay
c6 thé xé{y ra khi ngutdi thdm ma chiém dugc tam thdi may gidi ma.

1.5.2. Tinh an toan cua mdt hé mit ma.
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Tinh an toan ciia mot hé théng mat ma phu thudc vao do kho
khan cta bai toan tham ma khi sit dung hé mat ma d6. Ngudi ta da
dé xuadt mot s6 cach hiéu cho khai niém an toan ctia hé théng mat
ma, d€ trén co s& cac cach hiéu d6 nghién citu tinh an toan cda nhiéu
hé mat ma khac nhau, sau day ta gidi thiéu vai cach hiéu thong
dung nhat:

- An toan vé diéu ki¢n : gia thiét ngudi thdim ma c6 dugc
thong tin vé ban ma. Theo quan niém ly thuyét thong tin, néu nhiing
hiéu biét vé ban ma khong thu hep dugc d6 bat dinh vé ban 1o d6i
vGi ngudi tham ma, thi hé mat ma 1a an toan vo diéu kién, hay theo
thuat ngtt cda C. Shannon, hé 1a b7 mat hoan toan. Nhu vay, hé la an
toan vo diéu kién, néu do bat dinh vé ban 15 sau khi ngudi tham ma
c6 dugc cac thong tin (vé ban ma) bang do bat dinh vé ban 16 trudc
d6. Tinh an toan vo diéu kién da dugc nghién ctiru cho mot s6 hé mat
ma khoa d6i xiing ma ta sé trinh bay trong chuong 3.

- An toan duoc chung minh : mot hé thong mat ma dugc xem
1a c6 d6 an toan dugc chitng minh néu ta c6 thé ching minh dugc 1a
bai toan tham ma do6i v4i hé thong do kAo tuong duong véi moét bai
toan kho da biét, thi du bai toan phan tich moét s6 nguyén thanh tich
cac thita s6 nguyén t0, bai toan tim 16garit rdi rac theo mét moduyn
nguyeén t6, v.v... (kho tuong duong c6 nghia la néu bai toan nay giai
dugc thi bai toan kia cling giai dudc véi cing mot do phiic tap nhu
nhau).

- An toan tinh toan : hé mat ma dugc xem la an toan (vé mit)
tinh toan, néu moi phuong phap tham ma da biét déu doi hdi mot
nguén ning luc tinh toan vugt moi kha ning (ké ca phuong tién
thiét bi) tinh toan ctia mot ké thut gia dinh. An toan theo nghia nay,
noi theo ngdn ngtt cha ly thuyét vé do phic tap tinh toan, 1a bao
ham ca khai niém an toan theo nghia "dugc chitng minh" néi trén.

Tinh an toan theo nghia dugc ching minh hay tinh toan dugc
st dung nhiéu trong viéc nghién ctu cac hé théng mat ma hién dai,
dac biét 1a cac hé thong mat ma khoda cong khai, ta sé trinh bay riéng
cho tiing hé mat ma dugc trinh bay trong cac chuong vé sau. G muc
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1,4 ta da gidi thieu mot s6 bai todn vé an toan thong tin noi chung.
Cac bai toan @6 déu c6 hat nhan la tinh an toan cia mot hé mat ma
nao do, cho nén viéc nghién cttu tinh an toan cta cac hé mat ma
cling gop phan giai quyét cac van dé an toan thong tin ké trén.

CHUONG IT

Co so toan hoc cua ly

thuyét mat ma

2.1. S8 hoc cac s6 nguyén. Thudt toan Euclide.
Ta ky hiéu Z 1a tap hop cac s6 nguyén, Z={.....,-2,-1,0,1,2,....},

va 7" 1a tap hop cac s6 nguyén khong am, Z*= {0,1,2,.....}. Trong muc
nay ta sé nhéc lai mot s6 kién thic vé s6 hoc ctia cac s6 nguyén can
cho viéc trinh bay Iy thuyét mat ma. Vi dé tap gido trinh khong qué
dai dong, cac kién thitc s dugc nhic dén chid yéu la cac khai niém,
cdc ménh dé sé dugc st dung, v.v..., con cac phan ching minh sé
dugc luge bd, ban doc ndo mudn tim hiéu kj hon c6 thé tham khao
cac sach chuyén vé S6 hoc.

2.1.1. Tinh chia hét cua cic s nguyén.

Tap hop Z la dong kin d6i vGi cac phép cong, trir va nhan,
nhung khong dong kin d6i voi phép chia: chia mot s6 nguyén cho
mot s6 nguyén khong phai bao gid cling dugc két qua la mot s6
nguyeén! Vi vay, trudng hgp chia hét, tic khi chia s6 nguyén a cho s6
nguyén b dugc thuong la mot s6 nguyén g, a = b.g, c6 mot y nghia
dac biet. Khi d6, ta noi a chia hét cho b, b chia hét a, ala boi s6'cua b,

bla udc s6 cla a, va ky hiéu 1a bla. D& thdy ngay rang s6 1 la u6c
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A ? . g A g ~ A N A P ? . A A A
s0 cua moi sO6 nguyén bat ky, s6 0 l1a bdi s6 cua moi s6 nguyén bat
ky, moi s6 nguyén a la udc s6, déng thoi la boi s6, cia chinh no.

Cho hai s6 nguyén batky ava b, b> 1. Thuc hién phép chia a cho b
ta sé dugc hai s6 g va rsao cho

a=bg+r, 0<r<b.

S6 g dugc goi la s6 thuong cla phép chia a cho b, ky hiéu a divb, va
s6 r dugc goi la s6'dur cta phép chia a cho b, ky hiéu a modb. Thi
du:25div7=3va25mod7=4,-25div7=-4va-25mod 7 =3.

Mot s6 nguyeén d dugc goi la uzdc s6 chung ctia hai s6 nguyén ava b
néu d|a va d|b. S6 nguyén d dugc goi la uoc s6 chung lon nhat
cia ava b néu d > 0, dla u6c s6 chung ctia a va b, va moi udc s
chung cta ava b déu la udc s6 cta d. Ta ky hiéu wdc s6 chung 16n
nhat cta ava bla ged(a,b). Thi du ged(12,18) = 6, ged(-18, 27) = 3.

D2 thay rang v&i moi s6 nguyén duong a ta c6 ged(a,0) = a, ta cling
s& qui uSc xem rang gcd(0, 0) = 0.

Mot s6 nguyén a > 1 dudc goi la s6 nguyén t6, néu a khong co udc
s6 nao ngoai 1 va chinh a; va dugc goi la Aop s6°, néu khong phai la
nguyén t6. Thi du cacs6 2,3, 5, 7 la s6 nguyén t0; cac s6 4, 6, 8, 10,
12, 14, 15 la hgp s6. Hai s6 a va b duoc goi la nguyén t6 voi nhau,
néu ching khong c6 wde s6 chung nao khac 1, tic 1a néu ged(a,b) =
1. Mot s6 nguyén n > 1 bat ky déu c6 thé viét dudi dang:

o

N A
n= 1 M2 Mk

trong d6 p, , p, ,..., pela cac s6 nguyén t6 khac nhau, o, , , ..., a; la
cac s6 mi nguyén duong. Néu khong ké thit tu cac thita s6 nguyén
t6, thi dang biéu dién d6 1a duy nhat, ta goi d6 1a dang khai trién
chinh tic ctia n. Thi du dang khai trién chinh tic ctia 1800 la 2°3°52,

Cac s6 nguyeén t6 va cac van dé vé sd nguyén t6 cé mot vai trdo quan
trong trong s6 hoc va trong tng dung vao ly thuyét mat ma, ta sé xét
riéng trong mot muc sau.

DPinh 1y 2.1.1. Néub> 0 va bla thi ged(a,b) = b.
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Néu a = bq + r thi gcd(a,b) = ged(b1).
Mot s6 nguyén m dugc goi la bgi s6 chung cia ava bnéu a |m va
blm. S6 m dugc goi 1a boi s6 chung bé nhatcia ava b, va dugc ky
hiéu 14 lem(a ,b), néu m > 0, m 1a boi s6 chung ctla ava b, va moi
boi s6 chung cta ava bdéu la boi cda m. Thi du lem(14,21) = 42.
V6i hai s6 nguyén duong a va bbat ky ta c6 quan hé
lem(a, b).ged(a,b) = a.b.

Tu dinh ly 2.1.1 ta suy ra thuat toan sau day thuc hién viéc
tim wdc s6 chung 16n nhat cta hai s6 nguyén bat ky:

Thuit toin Euclide tim udc sé chung Ion nhat :

INPUT: hai s6 nguyén khong &m ava b, vGi a>b.
OUTPUT: uc s6 chung 16n nhat cta a va b.
1. Trong khi con b6 > 0, thuc hién:

1.1.dat r<—amodb, a< b, b r.

2. Cho ra két qua (a).

Thi du: Dung thuat toan Euclide tim gcd( 4864, 3458), ta 1an
lugt dugc céc gia tri gan cho cac bién a, bva r nhu sau:

a b r

4864 | 3458
4864 = 1.3458 + 1406 | 3458 | 1406 | 1406

3458 = 2.1406 + 646
1406 = 2. 646 + 114
646 = 5.114 + 76
114= 1.76 + 38
76 = 2.38+0

1406 | 646 | 646
646 | 114 | 114
114 76 76

76 38 38
38 0 0
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Va thuat toan cho ta két qua: ged (4864, 3458) = 38.
Ta biét ring néu ged(a,b) = d, thi phuong trinh bat dinh
ax+by=d

c6 nghiém nguyén (x,), va mot nghiém nguyén (x,) nhu vay cé thé
tim dugc bdi thuat toan Euclide mé rong nhu sau:

Thuat toan Euclide mo réng :

INPUT: hai s6 nguyén khong am ava bvéi a > b.
OUTPUT: d = gcd(a, b) va hai s6 x,ysao cho a.x+ b.y= d.
1. Néu b=0thiddt d— a, x<1, y« 0, vachora (dx,y).

2. bat ,=1, x,=0,y,=0, ;,=1.

3. Trong khi con b >0, thuc hién:
3.1. g—adivh, r— amodb, x— x, — gx,, y— ¥V, — qW.
32. a<b ber,x— X ,6 X X, V) yyva p—Jy.

4. Ditd« a, x—x,, y+ y,,vacho ra két qua (dx,y).

Thi du: Dung thuat toan Euclide md rong cho cac s6 a = 4864 va b=
3458, ta lan luot duoc cac gia tri sau day cho cac bién a, b, g . x, y,
Xi, %, Vi, ¥, (saumdi chu trinh thuc hién hai lénh 3.1 va 3.2) :

a b 7 r X y N & e
4864 | 3458 0 1 1 0
3458 | 1406 1 | 1406 1 -1 1 0 -1 1
1406 | 646 2 | 646 -2 3 -2 1 3 -1

646 | 114 2| 114 5 -7 5 -2 -7 3
114 76 5 76 -27 38 -27 5 38 -7
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76 38 1 38 32 -45 32 -27 | 45 38

38 0 2 0 -91 | 128 -91 32 | 128 -45

Ta dé tht lai rdng sau méi 1an thuc hién chu trinh gém hai lénh 3.1
va 3.2, cac gia tri x,y,r thu dugc luon thoa man 4864.x + 3458. y=r,
va do d6 khi két thuc cac vong lap (ing voi gid tri & = 0), thuc hién
tiép Iénh 4 ta dugc két qua d = 38, x =32 va y = -45, cip s0 (32,-45)
thoa man:  4864.32 + 3458. (-45) = 38.

2.1.2. Pong du va phuong trinh ddng du tuyén tinh.

Cho n la mot s6 nguyén duong. Ta ndi hai s6 nguyén ava b
la dong du voi nhau theo méduyn n, va viét a= b (modn), néu n |
a—b (tc cung la néu a — bchia hét cho n, hay khi chia ava bcho n
ta dugc cung moét s6 du nhu nhau).

Thi du: 23=8 (mod 5),vi23 -8=5.3, -19=9 (mod7) vi -19 -9
=-4.7.

Quan hé dong du (theo mét moduyn n) trén tdp hgp cac s6
nguyén c6 cac tinh chat phan xa, d6i xting va bic cau,tic 1a mot
quan hé tuong duong, do d6 né tao ra moét phan hoach trén tap hop
tat ca cac s6 nguyén Z thanh ra cac 16p tuong duong: hai s6 nguyén
thudc cing mot 16p tuong duong khi va chi khi ching cho cting mot
s6 du néu chia cho n. M6i 16p tuong duong nhu vay dugdc dai dién
bdi mot s6 duy nhat trong tap hop Z, = {0, 1, 2, 3,...., n-1}, 1a s6 du
chung khi chia cac s6 trong 16p d6 cho n. Vi vay, ta c6 thé déng nhat
Z, véGi tap hop tat ca céc 16p twong dwong cac s6 nguyén theo modn ;
trén tap d6 ta c6 thé xac dinh cac phép tinh cong, trir va nhan theo
modn.

Thidu: Z; ={0,1,2, ..., 24}. Trong Z,;, 15+ 14 =4,vi15+ 14 =29 =
4 (mod 25). Tuong tu, 15.14 = 10 trong Z,; .
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Cho a €Z,. Mot s6 nguyén x € Z, dugc goi la nghich dao
cta a theo mod n, néu a.x =1 (modn). Néu c6 s6 x nhu vay thi ta
ndi a la kha nghich, va ky hiéu x1a a'modn. Thi du 22" mod25 = 8,
vi 22 .8 = 176 = 1 (mod25). Tir dinh nghia ta c6 thé suy ra ring a la
kha nghich theo modn khi va chi khi ged(an) =1, ticlakhi ava n
nguyeén t6 v4i nhau.

Ta dinh nghia phép chia trong Z, nhu sau: a: b (mod n) = a.b
! modn. Phép chia chi thuc hién dugc khi & la khad nghich theo
modn. Thi du 15: 22 (mod25) = 15.22"'mod 25 = 20.

Bay gid ta xét cdc phuong trinh dong du tuyén tinh.
Phuong trinh dong du tuyén tinh c6 dang
a.x = b(modn), (1)

trong d6 a, b, nla cac s6 nguyén, n > 0, xla an so. Phuong trinh d6
c6 nghiém khi va chi khi d = ged(a,n )|b, va khi d6 n6 c6 dung d
nghiém theo modn. Thuc vay, ddta‘ =a/d, b'| = b/d, nl| = n/d,
ta thay phuong trinh dong du (1) tuong duong vdi phuong trinh

all.x = bl (modnl),

Vi gcd(all,n] ) = 1, nén phuong trinh nay c6 mot nghiém theo
modn(] :

x =x,= blall™ (modn),
va do do phuong trinh (1) c6 dnghiém theo modn 1a:
X =x,X%+nl,..,x+ (d—1)n (modn).
T4t ca dnghiém do6 khac nhau theo modn, nhung cing déng du véi

nhau theo modnll.
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Bay gio ta xét hé thong cac phuong trinh dong du tuyén tinh.
Mot hé nhu vay c6 thé dua vé dang

X,=a, (modn,)
X, =a, (modn,)

(2)

X, =a, (modn,)
Ta ky hiéu: n= n,.n,....n., N; = n/n;. Ta c6 dinh ly sau day:

Pinh 1y 2.2.1 (dinh ly s6 du Trung quéc). Gid siz cic s6
nguyén n,, n,...,n, la tung cdp nguyén t6 voi nhau. Khi do, hé
phuong trinh déng du tuyén tinh (2) co mot nghiém duy nhat theo
modn.

Nghiém duy nhat néi trong dinh Iy 2.2.1 dugc cho bdi biéu thic:
x= Z:ik:lai.Ni.Mi mod n,

trong d6 M, = N, 'modn; (c6 M,vi N;va n,nguyén t6 v4i nhau).
Thi du: Cap phuong trinh x = 3 (mod?7) va x = 7 (mod13) c6 mot
nghiém duy nhat x = 59 (mod91).
Néu (1, , m) = 1, thi cdp phuong trinh x = a (modrn) va x = a
(modm,) c6 nghiém duy nhat x = a (modn) theo modn véin=nn, .
2.1.3.Thing du thu gon va phan ti nguyén thuy.

Tap Z,={0,1,2,..., n —1} thuong dugc goi 1a tdp cdc thang du ddy du
theo modn, vi moi s6 nguyén bat ky déu c6 thé tim dugc trong Z,
mot s6 dong du vGi minh (theo modn ). Tap Z, 1a dong d6i véi céc
phép tinh cdng, trir va nhan theo modn , nhung khong dong d6i voi
phép chia, vi phép chia cho a theo modn chi ¢ thé thuc hién dugc
khi ava n nguyén t6 v4i nhau, tic khi ged( a,n) =1.
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Bay gio ta xéttap Z,” ={a€ Z,: gcd(a,n) =1}, tic Z," 1a tap con
clia Z, bao gém tat cd cac phan ti nguyén t6 v6i n. Ta goi tap d6 la
tdp cac thang du thu gon theo modn. Moi s6 nguyén nguyén t6 voi
n déu c6 thé tim thdy trong Z, " mot dai dién déng du v6i minh
theo modn . Chu y rdng néu pla mot s6 nguyén t6 thi Z, = {1,2,..., p-
1.

Tap Z," lap thanh mot nhém con d6i v6i phép nhan cda Z,, vi trong
Z,” phép chia theo modn bao gid cling thuc hién dugc, ta sé goi Z,”
la nhém nhén cta Z, .

Theo dai s6 hoc, ta goi s6 cac phan ti trong mot nhom 1a cdp cta
nhom d6. Ta ky hiéu ¢(n) 1a s6 cac s6 nguyén duong bé hon n va
nguyén t6 v6i n. Nhu vay, nhém Z, " c¢6 cap ¢(n) , va néu pla s6

nguyén t6 thi nhom Z,” c6 cap p-1.

Ta néi mot phan tit g €Z," c6 cdp m, néu mla s6 nguyén duong bé
nhat sao cho g” =1 trong Z," . Theo mét dinh ly trong Pai s6, ta c6

o)

m| ¢(n) . Vivay, véimoi beZ,” taluon cd b%) =1 modn.

Néu pla s6 nguyén td, thi do ¢(p) = p— 1, tacé véimoi beZ," :
b**=1 (mod p) (3)

Néu b c6 cap p-1, tic p-11a s6 mii bé nhat thod man cong thiic (3),
thi cac phan ti b, /,...., b*! déu khac nhau va theo modp, ching lap
thanh Z," . Theo thut ngir dai s6, khi d6 ta ndi Z, " 1a mét nhom
cyclicva bla mot phan ta sinh, hay phdn t nguyén thuy cia nhom
do. Trong ly thuyét s6, nguoi ta da ching minh duge cac tinh chat
sau day ctia cac phan t nguyén thuy:

1. V&6imoi s6 nguyén t6 p, Z, 1a nhom cyclic, va c6 ¢(p-1) phan
t nguyén thuy.
2. Néu p—1= p.ps...p>1a khai trién chinh tic cta p -1, va

néu
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p-1 p-1

alel(mod p),.....,a ™ =1(mod p),

thi a 1a phan t& nguyén thuy theo modp (tic cta z,).

3. Néu g la phan t& nguyén thuy theo modp, thi 3 = g modp
v6i moi 7 ma ged(Z p -1) = 1, ciing 1a phan t& nguyén thuy theo
modp .

Ba tinh chat d6 1a co sG gitip ta tim cac phan t& nguyén thuy theo
modp, v6i pla s6 nguyén t6 bat ky. Ngoai ra, ta cing chud y mot s6
tinh chat sau day, c6 thé dudc st dung nhiéu trong cac chuong sau:

a) Néu pla s6 nguyeén t6 va ged(a,p) =1, thi & '= 1 (modp) (dinh Iy
Fermat).

b) Néu acz, thi a’™=1(modn). Neéu r=s(moda(n))

thi a' =a’(modn) (dinh Iy Euler).
2.1.4. Phuong trinh dong du bic hai va thing du bac hai.
Ta xét phuong trinh dong du bac hai c6 dang don gian sau day:

x> =a(modn),

trong d6 nla mot s6 nguyén duong, a la s6 nguyén véi ged(a,n) =1,
va x1a an s6. Phuong trinh d6 khong phéi bao gid ciing c6 nghiém,
khi né c6 nghiém thi ta néi a la mot thing du bic hai modn ; néu
khong thi néi a la mot bdt thang duw bic hai modn. Tap cac sO
nguyén nguyén t6 v4i n dugc phan hoach thanh hai tap con: tap Q,
cac thang du bac hai modn, va tépo_n cac bat thing du modn.

Khi n = p 14 s6 nguyén t6, ta c6 #éu chuin Euler sau day: S6 a la
thing du bac hai modp néu va chi néu a®™"’?=1(mod p). Tieu
chuén d6 dugc ching minh nhu sau:

Gia st c6 xsao cho x> =a(mod p), khi d6 ta ciing sé& c6
alP M2 =(x*)P V2 =xP? =1(mod p).
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Nguoc lai, gia sa a® "> =1(mod p). Khi d6 acZ,. Ldy b la mot
phan t& nguyén thuy modp , &t c6 mot s6 7 nao d6 sao cho
a="b'mod p.Twu d6,

a2 =p'P D2 =1 (mod p).

Phan t& b c6 cap p -1, do d6 (p - 1) chia hét {p - 1)/2, i phai 1a s&
chdn, 7=2j, va aco can bac hai la +5/modp.

Cho pla mot s6 nguyén t6'16. Vi moi a > 0 ta dinh nghia

nhu sau:

ky hiéu Legendre [i
p

0, khi a=0(mod p);
[i]: 1, khiaeQ,;
—1, khiagQ,.

T dinh nghia ta suy ra ngay a /a thing dw bac hai modp khi va chi
khi [E] = 1. Va theo tiéu chuan Euler néi trén, véi moi a > 0, ta co:

p

[%]E a® "% (mod p).

Bay gio ta mé rong ky hiéu Legendre dé dugc ky hiéu Jacobi d6i v6i
moi s6 nguyén 1é n>1 va moi s6 nguyén a > 0, cing dugc ky hiéu

a

n
thanh thira s6 nguyén t6 la n= p*.py?....p.* thi

OHT -aT
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Khi n= p la s6 nguyén t6 thi gia tri ctia cac ky hiéu Legendre va
Jacobi 1a nhu nhau. Viéc tinh ky hiéu Legendre c6 thé phiic tap khi p
rat 16n, trong khi viéc tinh ky hiéu Jacobi c6 thé thuan 1oi hon do ¢6
thé sit dung cac tinh chat 1-4 sau day:

1. Néu m =m, (modn), thi [ﬂ]:[&]
n n

) [2]_ 1, khi n==+1(mod8),
' ~ |—=1, khi n=+3(mod8).

o,

A N A ~ AM1? N
4. Néu mva ndéulaso le, thi

N
~|=
Thi du: Dung céc tinh chat do, ta tinh dugc:

7411) (9283) 1872]_ 2 V(17
0283) |7411) |7411) \7411) '|7411)
117 ]__[7411]__[40]__[ 2 ]3[ 5 ]_
7411) (117 ) \117)  \117) \117)
i]_[ﬂ]_[z]__l

117) (5 ) (5]

9283 1a mot s6 nguyeén t6. Do d6, gia tri -1 caa ky hiéu Jacobi

3. [—ml'mz ]:
n

_[%],khi m = 3(mod 4) &n = 3(mod 4),

[%],khi m=1(mod 4) vV n =1(mod 4).

[—;:;;] ciing 1a gia tri cia cung ky hiéu Legendre d6, va ta két luan
duoc er\ng 7411 1a bat thang du bac hai mod 9283 , hay phuong trinh

x> =7411(mod 9283)
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la vo nghiém.
Bay gid ta xét viéc gidi phuong trinh dong du bac hai
x> =a(modn) (4)
trong mot trudng hgp dac biét khi n= p 1a s6 nguyén t6 c¢6 dang p
= 4m +3, tiuc p déng du v6i 3 theo mod4, va a la mot s6 nguyén

nguyén t6 véi p. Theo tiéu chuan Euler ta biét phuong trinh (4) c6
nghiém khi va chi khi a®™"? =1(mod p). Khi d6 ta co:

1y
a? =a(modp),

a’ ™Y =a(mod p),
do d6 x= +a™"' (modp) 1a hai nghiém cta phuong trinh (4).
2.2. Xac suat va thuit toan xac suit.
2.2.1. Khdi niém xac sudt.

Ta xét mot tap hop Q , dugc goi 1la khdng gian cac su kién so cdp
(hay khong gian mau). Cac phan ti ctia €, tic cac su kién so cdp hay
cac mau, c6 thé duge xem nhu cac két qua c6 thé co (va loai trir 1an
nhau) cia mot thuc nghiém nao d6. Vé sau ta chi xét cac khong gian
10i rac, tic tap 2 1a httu han, gid st Q={s,,s,,...,S, }

Mot phan bo xac sudt P trén Q dugc dinh nghia la moét tap cac s6
thuc khong am P={ p,, p,,...,p,} co t(?;ng > p:=1.56 p; dugc coi la
xac suat ctia su kién so cap s;.

Mot tap con E C Q dugc goi la mot sz kién . Xac sudt cua su kién £
dudc dinh nghia bdi p (F) = Z p(s).

scE

Gid st £ 1a mot su kién trong khong gian xac suat 2. Ta dinh nghia

s kién bu ctia E, ky hieu E, 1a su kién gom tat ca cac su kién so cap
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trong Q2 ma khong thuoc £. Dung céac thuat ngtt caa ly thuyét tap
hop, ta ¢co thé dinh nghia cacsu kién hop E | UE , va su kién giao E |
NE,cua hai sy kién £,va F, batky. Va ta co:

1) Gid st £ lamotsukién. Khid6 0 < p(E) <1va p(E)=1- p(E).
Ngoaira, p(2)=1va p (@) =0.

2) Gid st £,va EF,la hai sukién. Néu E,CFE, thi p(F,) < p(E,) .
Vaco p(E\UE,) + p(E\NE,) =p(E,) + p(E,) . Do do p(E\UE,) =p

(E,) + p(F,) khivachikhi £,NE,= g, titcc la khi £,va E, 1a hai su
kién loai trtr 1an nhau.

Cho E,va E,1a hai su kién, vGi p (E,) > 0. Ta dinh nghia xac suét co
diéu ki¢n cua F, khi co E,, ky hiéu p(E1|E2), la
): p(El M EZ)
,)=———2"
P(E,)
Tu dinh nghia ta suy ra céng thuc Bayes:
P(E)-p(E|E)
p(E,)
Ta néi hai su kién E, va E, la doc Idp véinhau, néu p (E,NE,) =

P(E).p(E). Khido ta c6: p(E|E,)=p(E) va p(E,|E)=p(E,).

p(E,|E

P(E|E,)=

Gid st © 1a mot khong gian mau v6i mot phan bé xac suat P. Ta goi
mot dai long ngdu nhién & trén ) la moOt anh xa gan cho moi s €
mot s6 thuc & (s). Hién nhién, néu ¢ va n la cac dai lugng ngau

nhién trén ), thi &4+7, £ dude dinh nghia bdi :
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Vs e (§+n) (s) =€(s) +1(5), (§m) () = £ ()0 (5)-
ciing la cac dai luong ngadu nhién trén ) .

Gid st ¢ 1a mot dai lugng ngdu nhién trén khong gian mau . Diéu
d6 c6 nghia la v6i moi s €9, ¢ 14y gid tri bang ¢ (s) v6i xac suat p(s).
Ta dinh nghia gia tri ky vong (hay trung binh, hay ky vong toan

hoo) cua ¢ la

E(¢)=D_(s)-p(s).

se)
Phuong sai cta dai lugng ngadu nhién £ c6 gia tri trung binh p dugc
dinh nghiala Var (¢)=E((§ — n)?).

Cén bac hai khong 4m cda Var (¢ )dwogc goi 1a do léch chudn cla € .

2.2.2. Tinh bi mét hoan toan cua mdt hé mat ma.

Nam 1949, C. Shannon c6ng bd cong trinh Ly thuyé? truyéh
thong cua cac hé bi mat, dua ra nhiéu quan niém lam co s6 cho viéc
déanh gia tinh bi mat cta cac hé mat ma, trong d6 co khai niém tinh
bi mat hoan toan ctua mot hé mat ma duge dinh nghia nhu sau: Cho
hé¢ matma 6- (%, € K, 6, 9). Gia tht trén cac tap &, €va & dudc
xac dinh tuong ung cac phan b xac suat pp(.), po(.) va pe(.). Nhu
vay, véimoi x €%, y € Cva KeX', ppy(x), p(y) va p(K) tuong ang
la cac xac sudt dé ky tu ban 16 1a x, ky tu ban ma la y va khoa la K.
Xac suat co diéu kién, Chéng han, xac suat ctia viéc ban ro 1a x khi
ban ma la y, dugc ky hiéu la pu(x]y). Mot hé mat ma dugc goi la b7
mat hoan toan, néu vGi moi x €#, y € € c6 pp(Xy) = pp(x). Diéu do6
c6 nghia la viéc biét xac suat ban 1o la x 1a nhu nhau du biét hay
khong biét ban ma la y ; noi cach khéac, c6 thong tin vé ban ma
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khong cho ta biét gi thém vé ban r; ban o va ban ma, vdi tu cach
cac bién ngdu nhién, 1a doc 1ap vGi nhau. Ta c6 dinh ly sau day:

Pinh ly 2.2.1. Gidsu $- (9, €, K. 6, 9) Ia mot hé mdt ma voi
diéu kién || = |C| = |X|, tic cac tip &P, €, K c6 s6 cac phan tir bang
nhau. Khi do, hé 1a bi méat hoan toan néu va chi néu méi khoa K € X'
duoc dung voi xac suat bang nhau la 1/|%|, va véimoi x€9, y € €
c6 mot khoa duy nhat K € X sao cho ex (x) = y.

Chting minh. a) Gia thit hé & 1a bi mat hoan toan. Khi d6, v6i moi x
€P VA y€ € c6 pu(My) = po(¥). Ngoai ra ta c6 thé gia thist p-(y) > 0
voéimoi y € ¢ . Tu 6 theo cong thiic Bayes ta c6 p-(y|x) = p(y) > 0.
Diéu d6 c6 nghia 1a c6 it nhat mot khoa K'sao cho eg(x) = y. Vi vay,
néu c6 dinh mot x €4 thi ta co

(D

= exx): KeX )| < | 4] .
Theo gia thiét cta dinh 1y, |€ | = |%|, do d6
I{ edx): KeX'}| =|H|.

Nhung diéu nay lai c6 nghia la khong thé ¢6 hai khod K] = K, sao
cho e, (x)=¢, (x). Vay ta da chiing minh dugc v6i moi xe¥va ye€ €

c6 dung mot khoa K'sao cho e (x) = y.

Ky hiéu n=|%| va &it A= {K,,..., K,}. C6 dinh mot y € € va gid thi
e (%) =Yy vOi ¥ = {x,...., x,}, 1< 7< n. Dung cong thuc Bayes ta lai

cO

_ Pe(Y]%)-Pe(X) _ P (K)).Pp (%)
P (¥) pe(y)
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Do gia thiét hé 1a bi mat hoan toan, ta cd pu(x; |y) = pe(x;). Tt 6 suy
ra voi moi 7, 1< i < n, pi (K;) = pe (). Vay céc pe (K;) (1< i< n)
déu bang nhau, va do d6 déu bang 1/|.% .

b) Bay gid ta chitng minh diéu ngugc lai. Gia thiét p(K) = 1/|.%| v6i
moi Ke X', vavéimoi xe?, ye ¢ c6 dung mot khoa Ke X' sao cho
ex (x) = y.Tatinh:

1

Pc (y)= Z Pk (K)'pP (dK (y)= z ﬂpp (dK(y)):
=] 2 PG

Khi K chay qua tap khod & thi di (y) chay qua tap &, do d6

Z pP(dK(y)) = Z pP(X) =1,

Kek xeP

va ta dugc p-(y)=1/|K| véimoi ye € .

Mit khac, goi K'la khoa duy nhat ma ex(x) = y, ta co
P = p(K) =1/]H] .

Dung cong thuc Bayes ta lai dugc véimoi x €, y € € :

Pe (X)-Pc (Y[X) _ P (X)-1/|K] _
P (¥) 1/|K]

P (X]y)= Pe (X).

Vay hé la bi mat hoan toan. Pinh ly dugc chtng minh.
2.2.3. Thuét toan xac suat:
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Khdi niém thuit toan ma ta thuong hiéu la thuat toan tat dinh,
do6 la mot tién trinh thuc hién cac phép toan trén dit liéu dau vao va
cho két qua & dau ra. Theo D.E. Knuth, thuat toan c6 5 thudc tinh co
ban: tinh Azu han, thuat toan luon két thic sau mot s6 hitu han
budc; tinh xdc dinh, mdi budc cha thuat toan phdi dudc xac dinh
mot cach chinh xac; tap hop ddu vdo va ddu ra cua mdi thuat toan
cting dugc xéac dinh rd rang; va tinh Aiéu qua, moi phép toan trong
thuat toan phai 1 co ban, c6 thé dugc thuc hién chinh xac trong mot
thoi gian xac dinh. Thuat toan 1a khai niém co ban d6i voi viec lap
trinh trén may tinh, va da dugc st dung rat phd bién. Nhung nhu ta
biét, d6i vGi nhiéu bai toan trong thuc t&, khong phai bao gid ta ciing
tim dugc thuat toan gidi ching vdi dd phic tap tinh toan chap nhan
dudc (ta sé xét qua van dé nay trong mot tiét sau). Vi vay, cung voi
cac thuat toan tat dinh, doi v4i mot s6 bai toan ta sé xét thém cac
thuat toan xac suat, do la nhiing thuat toan ma cung vi dit lieu dau
vao ta bd sung thém gia tri cia mot dai lugng ngdu nhién tuong tng
nao do, thuong la cac s6 ngau nhién.

Cac thuat toan xac sudt thuong dugc xdy dung cho céc bai toan
quyét dinh, tic cac bai toan xac dinh trén moét tap hgp du liéu sao
cho tng v&i mdi dw lieu bai toan c6 mot tra 10i c6 hodc khong .
Ngudi ta chia cac thuat toan xac sudt thanh hai loai: loai thuat toan
Monte Carlo va loai thuat toan Las Vegas . Thuat toan Monte Carlo
luon két thic véi két qua cohodc khong d6i vi moi dit liéu dau vao
bat ky; con thuat toan Las Vegas tuy cting két thuc v6i moi dir liéu,
nhung c6 thé két thic véi mot thong bao khdng co tra Ioi cd hodc
khong. Thuat todn Monte Carlo dugc goi la thién vé co, néu nd cho
tra 16i o thi trd 16i d6 chéc chén la ding, con néu no cho tra 15i
khong thi tra 161 d6 c6 thé sai v6i mot xac suat € nao d6. Tuong tu,
mot thuat toan Monte Carlo dugc goi la thién vé khéng, néu nd cho
tra 101 khong thi tra 16i d6 chic chdn la ding, con néu né cho tra 1i
o thi tra 16i d6 ¢ thé sai véi mot xac sudt e nao d6. Con véi thuat
toan Las Vegas, néu no két thiic véi tra 10i co hodc khong, thi trd 16i
d6 chéc chin ding, va no c6 thé két thiic véi thong bao khéng co tra
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[oi v6i mot xac suat e nao do. Trong tiét 2.8 sau day ta sé cho vai thi

du cu thé vé& mot s6 thuat toan xac suat thudc ca hai loai dé.
2.3. D9 phiic tap tinh toan.
2.3.1. Khii niém vé d0 phtc tap tinh toan.

Ly thuyét thuat toan va cac ham s6 tinh dugc ra doi tur
nhiing ndm 30 cta thé ky 20 da dit nén méng cho viéc nghién citu
cac van dé “tinh dugc”, “gidi dugc” trong toan hoc, dua dén nhiéu
két qua rat quan trong va ly tha. Nhung tir cai “tinh dugc” mot cach
triru tugng, hiéu theo nghia tiém ndng,dén viéc tinh dugc trong thuc
t& cia khoa hoc tinh toan bang mdy tinh dién ti, 1a cd mot khoang
cach rat 16n. Biét bao nhiéu thit dugc ching minh la tinh dugc mot
cach tiém ning, nhung khong tinh dudc trong thuc t&, du c6 su hd
trg cia nhitng mdy tinh dién t& ! Van dé 1a do & chd nhiing doi hdi
vé khong gian vat chat va vé thoi gian dé thuc hién céc tién trinh
tinh toan nhiéu khi vugt qua xa nhitng kha nang thuc t&. Tt do, vao
khodng gitta nhitng nam 60 (cta thé ky trudc), mot ly thuyét vé do
phtc tap tinh toan bit dau dugc hinh thanh va phat trién nhanh
chong, cung cap cho chiing ta nhiéu hiéu biét sau sic vé ban chat
phtic tap cla cac thuat toan va cac bai toan, cd nhitng bai toan thuan
tuy ly thuyét dén nhiing bai todn thudng gdp trong thuc t€. Sau day
ta giGi thiéu so lugc mot s6 khai niém co ban va vai két qua sé dugc
dung dén cda ly thuyeét do.

Trude hét, ta hiéu do phuc tap tinh todn (vé khong gian hay vé thdi
gian) cta mot tién trinh tinh toan la s6 6 nhé dugc dung hay s6 cac
phép toan sd cdp dugc thuc hién trong tién trinh tinh toan d6.

Dt lieu dau vao d6i v6i mot thuat toan thudng dugc biéu dién qua

cac tlir trong mot bang ky tu nao d6. DY dai cua mot tirla so ky tu
trong ti do.
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Cho mot thuat toan o trén bang ky tu ¥ (tdc c6 dau vao la cac tr
trong %) . DY phiic tap tinh toan cua thuat toan o dudc hiéu 1a mot
ham s6 £,(n) sao cho v&i mdi s6 n, £,(n) 1a s6 6 nhd, hay s6 phép
toan so cAp t6i da ma oA can dé thuc hién tién trinh tinh toan cta
minh trén cac du liéu vao c6 d6 dai < n. Ta néi thuat toan oA c6 do
phtc tap thoi gian da thuce , néu c6 moét da thiac P (n) sao cho voi
moi 1 du 16n ta c6 £,(n) < An), trong d6 £,(nn) la do phiic tap tinh

toan theo thdi gian ctia A.

Vé sau khi néi dén cac bai toan, ta hiéu d6 1a cac bai toan quyét dinh
, mdi bai toan Pnhu vay dugc xac dinh bdi:

- mOt tp cac dit liéu vao 7 (trong mot bang ky tu ¥ nao do),

- mot cau hoi Qtrén cac dit liéu vao, sao cho véi méi dix liéu
vao x € 1, cAu hdi Qc6 mot trd 10i dunghoic sai.

Ta noi bai toan quyét dinh Pla gidi duoc, néu c6 thuat toan
dé giai nd, tic la thuat toan lam viéc c6 két thic trén moi dit liéu vao
cta bai toan, va cho két qua dung hodc sai tuy theo cau hdi Q trén
dw lieu do6 co trd 10i dung hodc sai. Bai toan Pla giai duoc trong thoi
gian da thirc, néu c6 thuat toan gidi né véi do phic tap thoi gian da
thurc. Sau day la vai thi du vé cac bai toan quyét dinh:

Bai toan SATISFIABILITY (viét tat1a SAT):

- mbi dit lieu vao la mot cong thitc F cta 1ogich ménh dé,
dugc viet dudi dang hoi chuan tic, titc dang hoi cia mot s§ cac
“clause”.

- Cau hoi la: cong thic F c6 thod dugc hay khong ?

Bai toan CLIQUE:

- moi dit liéu vao 1a mot graph Gva mdt s6 nguyén k.

- Cau héi la: Graph G'c6 mot clique v6i > k dinh hay khong ?

(mot clique cua G 1a mot graph con day du caa G).

Bai toan KNAPSACK :
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- mdi dit lieu la mot bd n+1 s6 nguyén duong 7= (s,,...,s,; T).

- Cau hoi la: c6 hay khong mot vecto Boole (x,,...,x;) sao cho
::1 X.5=T ?

(vecto boole 1a vecto c6 cac thanh phan 1a 0 hoac 1).

Bai toan thang du bac hai :

- moi dt liéu gém hai s6 nguyén duong (a, n).
- Cau hoi la: a c6 la thing du bac hai theo modn hay khong ?

Bai toan hop so :

- moi dit liéu 1a mot s6 nguyén duong N.
- Cau hdi: N 1a hgp s6 hay khong ? Tic c6 hay khong hai s6
m, n>1saocho N=m.n?
Tuong tu, néu dit cau hoi la “N 1a s6 nguyén t6 hay khong?” thi ta
duoc bai todn sd nguyén td .

D6i véi tat ca cac bai toan ké trén, trir bai toan hgp s6 va s6
nguyeén t6, cho dén nay ngudi ta déu chua tim dugc thuat toan giai
ching trong thoi gian da thuec.

2.3.2. Lép phuc tap.

Ta xét mot vai 16p cac bai toan dugc xac dinh theo d6 phtc

tap tinh toan cta chiing. Trudc hét, ta dinh nghia 7 la 16p tat ca cac
bai toan c6 thé gidi dugc bdi thuat toan trong thdi gian da thic.
Gia st cho hai bai toan P, va P, véi cac tap dit liéu trong hai bang ky
tu tuong tng la ¥, va ¥, . Mot thuat toan f:%] — ¥, dugc goi la
mot phép qui dan bai toan P, vé bai toan P, , néu nd bién moéi dit
liéu x ctia bai toan 7, thanh mot di liéu £(x) cta bai toan P, , va sao
cho cau héi ctia B, trén x c6 tra 10i ding khi va chi khi cau hdi caa P,
trén £ (x) cling co tra 10i dung. Ta noi bai toan P, qui dan duoc vé
bai toan P, trong thoi gian da thuc, va ky hiéu P, « P, , néu c6 thuat
toan £ vGi do phuc tap thoi gian da thic qui dan bai toan 72, vé bai
toan P, .Ta dé thay rang, néu P, < P, va P, € P, thiciingc6 P, € P.

Mot 16p quan trong cac bai toan da dugc nghién cttu nhiéu la
16p cac bai toan kha thuong gdp trong thuc t€ nhung cho dén nay
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chua c6 kha ning nao ching t6 1a chiing c6 thé giai dugc trong thoi
gian da thic. D6 1a 16p céac bai toan N'P-ddy du ma ta sé dinh nghia
sau day:

Cung v6i khéi niém thuat toan tat dinh thong thuong (c6 thé
mo6 ta chinh xac Che%ng han bdi may Turing tat dinh), ta xét khai
niém thuat toan khdng don dinh v6i mot it thay d6i nhu sau: néu
d6i v6i may Turing tat dinh, khi may dang & mot trang thai g va
dang doc mot ky tu a thi cdp (ga ) xac dinh duy nhat mot hanh
dong ké tiép cta mdy, con d6i véi may Turing khong don dinh, ta
qui uSc rang (g.a) xac dinh khong phai duy nhat ma la mot tap hitu
han cic hanh dong ké tiép; may co thé'thuc hién trong budc ké tiép
mot trong cac hanh dong d6. Nhu vay, d6i véi mot du liéu vao x,
mot thuat toan khong don dinh (dudc xac dinh chﬁng han bdi mot
may Turing khong don dinh) khong phai chi c6 mot tién trinh tinh
toan duy nhat, ma c6 thé c6 mot s6 hitu han nhiing tién trinh tinh
toan khac nhau. Ta néi thuat toan khong don dinh c# chdp nhan da
liéu x, néu vGi dit liéu vao x thuat toan o c6 it nhat mot tién trinh
tinh toan két thic & trang thai chap nhan (tic v6i két qua diing).
Mot bai toan P dugc goi la giai duoc boi thudt toan khong don dinh
trong thoi gian da thuc néu c6 moét thuat toan khong don dinh o
va moét da thuc p(n) sao cho v6i moi du liéu vao xc6 d6 dai n, x P
(tttc cau hoi cia Pco tra 10i dung trén x) khi va chi khi thuat toan oA
chap nhan x bdi mot tién trinh tinh toan c6 d6 phic tap thdi gian <
p(n). Ta ky hiéu 16p tat cd cac bai toan gidi dugc bdi thuat toan
khong don dinh trong thdi gian da thuc la NP,

Ngudi ta da chiing té dugc rang tat cd nhiing bai toan trong
cac thi du ké trén va rat nhiéu cac bai toan t6 hgp thuong gip khac
déu thudc 16p NP, du réng hau hét ching déu chua dugc chiing 4
1a thudc P. Mot bai toan P dugc goi 1a N'P.-ddy du, néu P eNP va
vGi moi QENP déu cod Qux P.

Lop NP c6 mot sO tinh chat sau day:
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1) PC NP,
2) Néu P, x P,va P, eNP,thi P, e NP.

3) Néu P, ,P, NP, P, x P, va P la NP-day du, thi P, ciing
la N'P -day du.

4) Néu c6 Psao cho P la NP-day duva Pe P, thi P= NP.

Tt cac tinh chat d6 ta c6 thé xem rdng trong 16p NP, Plal6p
con cac bai toan *“ dé ” nhat, con cac bai toan N’P-day du la cac bai
todn “ kho ” nhat; néu co it nhat mot bai toan NP-day da dugc
chiing minh 1a thugc P, thi lap tdc suy ra P = AP, du rang cho dén
nay tuy da c6 rat nhiéu cd gang nhung toan hoc van chua tim dugc
con duong nao hy vong di dén gidi quyét van dé [P = NP ?], tham
chi van dé do con dugc xem la mot trong 7 van dé kho nhat cta toan
hoc trong thién nién kff moi!

2.3.3. Ham mét phia va cta sip mét phia.

Khai niém d¢ phuc tap tinh toan cung cap cho ta mot cach
ti€p can mdi d6i v6i van dé b mat trong cac van dé bdo mat va an
toan thong tin. Dit ngay nay ta da c6 nhiitng mdy tinh dién tr c6 toc
do tinh toan cd hang ty phép tinh mot gidy dong hd, nhung véi
nhung thuat toan c6 d6 phuc tap tinh toan cd £ () = 27, thi ngay vdi
nhting dt liéu c6 do dai khoang n = 1000, viéc thuc hién cac thuat
toan d6 da khong thé xem 1a kha thi, vi n6 doi hdi thuc hién khoang
10°** phép tinh! Nhu vay, mot gidi phap mat ma Chazmg han c6 thé
xem 1a c6 d6 bao mat cao, néu d€ gidi ma cin phai thuc hién mot
tién trinh tinh toan c6 d6 phuc tap rat 16n. Do d6, viéc phat hién va
st dung cac ham s6 c6 do phc tap tinh toan rat 16n 1a c6 y nghia hét
stic quan trong d6i vdi viéc xay dung cac giai phap vé mat ma va an
toan thong tin.

Ham s6 s6 hoc y = £(x) dudc goi 1a ham mot phia (one-way
function), néu viéc tinh thuan tr x ra y la “dé”, nhung viéc tinh

41



ngudc tit y tim lai x 1a rat “kh6”, § day cac tinh t “dé&” va “kho”
khong c6 cac dinh nghia chinh xac ma duogc hiéu mot cach thuc
2 ~
hanh, ta c6 thé hiéu chang han dé la tinh dugc trong thoi gian da
thic (vGi da thuc bac thap), con kho 1a khong tinh dugce trong thoi
gian da thic! Thuc t€ thi cho dén hién nay, viéc tim va ching minh
mot ham s6 nao d6 la khong tinh dugc trong thdi gian da thic con la
viéc rat kho khin, cho nén “kh6” thudng khi chi dugc hiéu mot cach
don gidn la chwa tim dugc thuat toan tinh n6 trong thdi gian da
thitc! V6i cach hiéu tuong d6i nhu vay vé “dé” va “kho”, ngudi ta da
dua ra mot s6 thi du sau day vé cac ham mot phia:
Thi du 1. Cho p 1a mot s6 nguyén t6, va a 1a mot phan tir nguyén
thuy modp. Ham s6 y = o modp (tit Z vao Z;) la mot ham mot
phia, vi ham ngugc cda no, tinh tr y im x ma ta ky hiéu
x=1log, (y), la mot ham c6 do phtc tap tinh toan rat 16n.
Thi du 2. Cho n=p.q la tich cta hai s6 nguyén t6 16n. Ham s6 y = x?
modn (tit Z, vao Z,) ciing dugc xem la mot ham mot phia.
Thi du 3. Cho n=p.qg 1a tich cta hai s6 nguyén t6 16n, va ala mot s6
nguyeén sao cho ged(a, ¢(n)) =1. Ham s6 y= x? modn (tit Z,vao Z,
) cing 1a mot ham mot phia, néu gia thiét la biét n nhung khong biét
Pq-

Ham y = £ (x) dudc goi 1a ham cua sdp mot phia (trapdoor
one-way function), néu viéc tinh thuin ti x ra y la “dé”, viéc tinh
ngugc tir y tim lai x 1a rdt “kh6”, nhung c6 mot clia sap z dé véi su
trg gitip ctia cta sap z thi viéc tinh x tit yva zlai tré thanh dé.

Thi du 4 (tiép tuc thi du 3). Ham s6 y= x? modn khi biét pva g la
ham ctrta sap mot phia. Tt x tinh yla dé, tit ytim x (néu chi biét n, a
) 1a &t kho, nhung vi biét pva g nén biét ¢(n) = (p-1)(¢g-1), va dung
thuat toan Euclide md rong tim dugc b sao cho a.b =1 (mode(n))

~ ? 2 < N
tlr d6 dé tinh dugc x= y* modn . O day, c6 thé xem bla cira sap.
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2.4. S6 nguyén t6. Phin tich thanh thua s6. Logarit roi
rac.

Trong tiét nay ta sé xét ba bai toan c6 vai tro quan trong trong
ly thuyét mat ma, d6 la ba bai toan: thir tinh nguyén t6 cta mot s6
nguyeén, phan tich mot s6 nguyén thanh tich cda céc thita s6 nguyén
t6, va tinh logarit rdi rac cia mot s6 theo mot moduyn nguyén to.

2.4.1. Tht tinh nguyén té cua mét sd.

Bai toan dit ra rat don gian: Cho mot s6 nguyén duong n bat
ky. Hay thit xem 1 c6 1a s6 nguyén t6 hay khong? Bai toan dugc dit
ra tit nhitng budi ddu cta s6 hoc, va trdi qua hon 2000 ndm dén nay
van 1a mot bai toan chua c6 duge nhiing cach gidi dé dang. Bang
nhiing phuong phap don gian nhu phuong phap sang Euratosthéne,
tlr rdt sdm ngudi ta da xay dung dugc cac bang s6 nguyén td dau
tién, r6i tiép tuc bang nhiéu phuong phap khéac tim thém dugc nhiéu
s0 nguyén t6 16n. Tuy nhién, chi dén giai doan hién nay cua ly
thuyét mat ma hién dai, nhu ciu st dung cac s6 nguyén t6 va tha
tinh nguyén t6 cla cac s6 méi trg thanh mot nhu cau to 16n va pho
bién, doi hdi nhiéu phuong phap mdi c6 hiéu qua hon. Trong muc
nay ta sé lugc qua vai tinh chat cta s6 nguyén t6, sau do gidi thiéu
mot vai phuong phap thi tinh nguyén t6 ciia mot s6 nguyén bat ky.
Ta da biét mot s6 tinh chat sau day cta cac s6 nguyén t6 va hop s6
(trong cac phat biéu dudi day, ky hiéu |Al chi cho s6 phan tit cda tap
hop A):

1. Tiéu chuan Euler-Solovavy-Strassen:

a) Néu n 1a s6 nguyeén tg, thi vGi moi s6 nguyén duong a [ n-1:

a _
[—]z a" 2 modn.
n

b) Néu nla hgp s6, thi
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-t
2

{a 1<a<n-—1, [E] =a""2mod n}
n

2. Tiéu chuan Solovay-Strassen-lL.ehmann :

a) Néu n 1a s6 nguyeén tg, thi v4i moi s6 nguyén duong a [ n-1:
a2 =+ 1(modn).

b) Néu nla hgp so, thi
Ha 1<a<n-1a""?=41mod n}‘g nT—l

3. Tiéu chuan Miller-Rabin :

a) Cho nla s6 nguyén 1é, ta viet n-1=2°.1, v6i ula s6 1é. Néu n 1a
s0 nguyeén t6, thi v4i moi s6 nguyén duong a[ n-1:

(@' =1modn)Vvik < e(azk'u = —1modn).

b) Néu nla hgp s6, thi

Ha:lg a<n-—1(a" =1modn)V 3k < e(a?* = —1mod n)}‘gn__l

Céc tiéu chudn ké trén 1a co sG d€ ta xdy dung cac thuat toan xac
sudt kiéu Monte-Carlo thit tinh nguyén t6 (hay hop s6) cta cac s6
nguyén. Ching han, tir tiéu chudn thi nhét ta 6 thudt todn Euler-
Solovay-Strassen sau day:

Dt liéu vao: s6 nguyén duong nva ¢ s6 ngau nhién a,,...,a,
(1[31[17 _1)/

1. for 7=1to ¢ do

. a, ,
2. if [—'] =a"""?modn, then
n
3. answer “n la s6 nguyén t6 ”
4. else
5. answer “n la hop s6 ” and quit
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Thuéat todn nay néu cho trd 10i “n 1la hgp s6 ~ thi ding n 1a hop s6,
nhung néu né cho tra 16i “n 1a s6 nguyén t6 ” thi tra 15i d6 c6 thé sai
v3i mOt xac suat ¢ nao d6. Nhu vay, thuat toan do la mot thuat toan
xac sudt Monte-Carlo thién vé co néu xem no 1a thuat toan thir tinh
la hop s67; con nd 1la mot thuat toan xac sudt thién vé khong néu
xem no 1a thuat toan thit tinh nguyén té'cta cac s6 nguyeén.

Tuong tu nhu vay, dua vao céc tiéu chuan 2 va 3 ta ciing c6
thé xay dung cac thuét toan xac suat Solovay-Strassen-Lehmann va
Miller-Rabin kiéu Monte-Carlo d€ thit tinh nguyén t6 (hay 1a hop s6)
cta cac s6 nguyén. Hai thuat toan do chi khac thuat toan Euler-
Solovay-Strassen ké trén & chd cong thiic trong hang lénh thit 2 cin
dudc thay tuong ting bdi

a" P2 =+1modn
hay
(@' =1modn) Vv 3k <e(@* =—1modn)

trong d6 uva e dugc xac dinh bdi: n-1=2%u, ulaso'1é.

Xac suét sai 1am ¢ khi nhan dugc két qua “nla s6 nguyén t6 ”
trong cac thuat toan d6 dugc tinh nhu sau: Gia st n la mot so 18
trong khoang N va 2N, tic N<n< 2N . Goi A la su kién “n 1a hop
s6 ”, va B la su kién “thuat toan cho két qua tra 16i n 1a s6 nguyeén t6
”. Ta phai tinh xéc sudt & =p (A| B). Theo tinh chat b) cta tiéu chudn
Euler-Solovay-Strassen, néu nla hgp s6, thi su kién

a _
—|=a""Y?modn
n

d6i v6i méi a ngau nhién (1[a [n1- 1) ¢ xac suat [ 1/2, vi vay ta co

p(B/A>S%-

Theo cong thiic Bayes ta c6
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P(B/A).p(A) P(B/A).p(A)

p(A/B)= o(B) p(B/A).p(A)+ p(B/A).p(A)

Theo dinh 1y vé s6 nguyén t8, s6 cac s6 nguyén t6 gitta Nva 2NV

ipxd N~ sscacss1la Al dods p(A)a——, va
InN Inn 2 2 Inn

p(A) zl—li. D1 nhién ta co p(B/,K):l. Thay cac gia tri d6 vao
nn
cong thuec trén, ta dugc
Lt 2
2 a_ﬁﬂﬂ ~ Inn-=2

th(l_i)_l_i_lnn—Z‘f’zt-ﬂ.
Inn”  Inn

p(A/B)<

®)

banh gia d6 cing dung do6i véi thuat toan Solovay-Strassen-
Lehmann, con do6i v4i thuat toan Miler-Rabin thi ta dugc mot danh
gia tot hon, cu thé 1a
Inn—2
p(A B)—m- (6)
Chdt ¥ rang khi £=50 thi dai luong & vé& phdi cta (5) ~10 ", va
vé& phdi cta (6) ~10%; do d6 néu chon cho do liéu vao thém
khoang 50 s6 ngdu nhién a, thi cic thuat toan Euler-Solovay-
Strassen va Solovay-Strassen-Lehmann s& tht cho ta mot s6 la
nguyén td vOi xac suat sai lam [ 10" va thuat toan Miller-Rabin vi
xac suat sai lam [ 102 !

Ta c6 thé tinh dugc ring d6 phiic tap tinh toan vé thoi gian
clia cac thuat toan xac sudt ké trén 1a vao ¢& da thiic caa logn, tic la
da thiic cta d6 dai biu dién ctia dit liéu vao (la s6 1), tuy nhién cac
thuat toan d6 chi cho ta thir tinh nguyén t6 cia mot s6 vi mot xac
suat sai lam £ nao do6, du ¢ la rdt bé. Trong nhiéu tng dung, ta mudn
c6 dugc nhiing s6 nguyén t6 véi do chic chan 100% la s6 nguyén t6.
Do d6, du da co cac thuat toan xac sudt nhu trén, ngudi ta van
khong ngling tim ki€m nhiing thuat todn tit dinh dé thk tinh
nguyeén t6 v6i do chinh xac tuyét doi. Trong may chuc ndm gan day,
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mot s6 thuat todn da dugc dé xuat, trong d6 c6 nhiing thuat toan
dac sic nhu thuat toan tha téng Jacobi, dugc phat hién bdi Adleman,
Pomerance va Rumely, sau d6 dugc don gian hoa bdi Cohen va
Lenstra; thuat toan th&t bing dudng cong elliptic, dugc dé xuat bdi
Goldwasser, Kilian, Adleman va Huang, dugc tiép tuc hoan thién
bdi Atkin va Morain, cac thuat toan nay da duoc ding dé tim nhiéu
sO nguyeén td rat 16n, thi du dung thuat toan Atkin-Morain da ching
td dugc s6 (2P*+ 1)/3 c6 1065 chit s6 thap phan 1a s6 nguyén t6. Gan
day, vao thang 8/2002, cac nha toan hoc An d6 Agrawal, Kayal va
Saxena da dua ra mot thuat toan tat dinh mdi tht tinh nguyén t6 c6
do phc tap tinh toan thdi gian da thic kha don gidn, thuat toan do
duoc mo ta nhu sau:

Thuéat toan Agrawal-Kaval-Saxena:

Input: integer n>1

1. if (nn is of the form a® b>1 ) ouput COMPOSITE;
r=2;

while (r<n){

if (gcd(n2, r)=1) ouput COMPOSITE;

N

i

5. if (r is prime)

6. let g be the largest prime factor of r-1;
7. if (q>4+/rlogn) and (n%l =1(modr))
8. break;

9. r—r+1;

10. }

11. fora=1to 2\/F|ogn

12. if ((x—a)"=(x"—a)(mod x" —1,n)) ouput
COMPOSITE;

13. output PRIME;
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Thuat toan nay da dugc moét s6 nha toan hoc kiém nghiém ,
danh giad cao va xem la mot thuat toan dep, c6 thé ding cho viéc
kiém thi tinh nguyén t6 cta cac s6 nguyén.

Trong thuc tién xay dung cac gidi phap mat ma, thudng c6
nhu cdu c6 cac s6 nguyén t6 rat 16n. P& tim dugc cac s6 nhu vay,
nguodi ta thuong chon ngau nhién mot s6 rat 16n, r6i dung trudc cho
nd mot thuat toan xac suat Chéng han nhu thuat toan Miller-Rabin;
néu thuat toan cho ta két qua “1a s6 nguyén t6” vi mot xac sudt sai e
nao do, thi sau d6 ta ding ti€p mot thuat toan tat dinh (ching han
nhu thuat toan trén day) dé€ bdo dam chéc chdn 100% ring s6 d6 la
s6 nguyén t6. Thuat toan Agrawal-Kayal-Saxena trén day dugc
chiing té 1a c6 d6 phtc tap thdi gian da thic ¢ O((logn)'?) khi thi
trén s6 1 ; va néu s6 nguyén t6 dugc tht c6 dang Sophie Germain,
titc dang 2p +1, thi do phic tap thdi gian sé chi la cd O((logn)®).

2.4.2. Phén tich thanh thua s6 nguyén t6.

Bai toan phan tich mot s6 nguyén > 1 thanh thtta s6 nguyén t6
cliing dugc xem la mot bai toan kho thuong duoc su dung trong ly
thuyét mat ma. Biét mot s6 n la hgp s6 thi viéc phan tich n thanh
thita s6 m&i 1 ¢6 nghia; do d6 thudng khi d€ giai bai toan phan tich
n thanh thia s6, ta tht trude n c6 1a hgp s6 hay khong (chezmg han
bang mot trong cac thuat todn & muc trudc); va bai toan phan tich n
thanh thita s6 c6 thé dan vé bai toan #im mot uéc s6 cua n, vi khi
biét mot udc s6 dcta n thi tién trinh phan tich n dugc tiép tuc thuc
hién bang cach phan tich d va n/d.

Bai toan phan tich thanh thia s6, hay bai toan tim wdc s6 cia mot
s6 nguyén cho trudc, da dugc nghién cttu nhiéu, nhung cting chua
c6 mot thuat toan hiéu qua nao d€ giai né trong trudng hop tong
quat; do d6 ngudi ta c6 khuynh huéng tim thuat toan gidi né trong
nhung truong hop ddc biét, Chezmg han khi nn.¢c6 mét wdc s6 nguyén
to p vOi
p-11a Bmin véi mét can B >0 nao do, hodc khi n1a s6 Blum, tic la
s0 c6 dang tich cda hai s6 nguyén t6 16n nao do6 (n=p.q).
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Ta xét trudng hgp thit nhat véi (p-1)-thuat téan Pollard nhu sau:
Mot s6 nguyén n dudc goi la B-min, néu tat cd cac wdc s6 nguyén to
clia n6 déu <B. Y chinh chita trong (p-1)- thuat toan Pollard la nhu
sau: Gid st nla B-min. Ky hiéu Qla boi chung bé nhat cda tat ca cac
luy thita ctia cac s6 nguyén t& <B ma ban than chiung <n. Néu g’

<nthi/lng <Inn, tac | < :n—n ([XJ la s6 nguyén bé nhat 16n hon x).
nqg
Ta co
Q _ qulnnllnqj 1
a<B

trong do6 tich 14y theo tat ca cac s6 nguyén t6 khac nhau g <B. Néu
p1a mot thita s6 nguyén t6 cta nsao cho p-11a Bmin, thi p-1|Q va
do d6 v6i moi a bat ky théa man ged(a,p) = 1, theo dinh ly Fermat
ta co

a®=1 (modp). Vi vay, néu ldy d=gcd(a®-1, n) thi p|d Néu d=n
thi coi nhu thuat toan khong cho ta diéu mong mudn, tuy nhién diéu
d6 chic khong xay ra néu n c6 it nhat hai thita s6 nguyeén t6 khac
nhau. T nhung lap luan do ta co:

(p - 1)-thuat toan Pollard phan tich thanh thira s6:

INPUT: mot hgp s6 n khong phai la luy thita cda mot s6 nguyén to.
OUTPUT: mot thita s6 khong tdm thudng cta n.
1. Chon mo6t can cho &6 min B.
2. Chon ngﬁu nhién mot s6 nguyén a, 2< a< n-1, va tinh d
= gcd(a,n). Néu d > 2 thi cho ra két qua (d).
3. VG&imodiso nguyén t6 g < B thuc hién:

Inn

Inq

31 Tinh I=

3.2 Tinh a«a® modn,
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4. Tinh d=gcd(a-1, n).
5. Néu 1< d < n thi cho ra két qua (d). Néu ngugc lai thi
thuat toan coi nhu khong co két qua.
Thi du: Dung thuét toan cho s6 nn = 19048567. Ta chon B=19,
va a =3, va tinh dugc gcd(3,n) =1. Chuyén sang thuc hién budc 3 ta
dugc bang sau day (méi hang tng v6i mot gia tri cua g) :

q / a

2 24 | 2293244
3 15 | 13555889
5
7

10 16937223

8 15214586
11 6 9685355
13 6 13271154
17 |5 11406961
19 5 554506

Sau do ta tinh d =gcd(554506-1,19048567) = 5281. Vay ta dudc mot
thita s6 p = 5281, va do d6 mot thita s6 ntra la ¢ = n/ p = 3607. Ca hai
thira s6 d6 déu la nguyén to.

Chu y rang & day p-1 =5280 = 2°.3.5.11, c6 tat ca cac u6c s6 nguyén
t6 déu < 19, do d6 chic chén thuat toan sé két thuc c6 két qua. Thuat
toan sé két thic khong c6 két qua khi ¢6 min B dugc chon qué bé dé
khong mot thira s6 nguyén t6 p nao cta n ma p -1 chi chita cac wdc
s6 nguyén t6 < B. Nhu vay, c6 thé xem (p -1)-thuat toan Pollard
phan tich nn thanh thita s6 nguyén t6 1a c6 hiéu qua d6i voi nhiing s6
nguyén n la B-min, ngudi ta tinh dugdc thdi gian can dé thuc hién
thuat toan d6 la cd (BInn /InB) phép nhan theo moéduyn.

Bay gio ta xét trudng hgp cac s6 nguyén Blum, tic la cac s6 co
dang n= p.q, tich cta hai s6 nguyén t6 16n. Trudc hét ta chd y rang
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néu ta biét hai s6 nguyén khac nhau x va y sao cho x* =y*(modn)
thi ta dé im dugc mot thira s6 cia n. Thuc vay, tit X* =y’ (modn) ta
c6 X —y? =(x+Yy)(x—y) chia hét cho n, do n khong la udc s6 cta x
+ yhodc x - y, nén gcd(x - y, n) phai la mot wdc s6 cha n, tic bang p
hoac g .
Ta biét néu n= p.qg 1a s6 Blum, thi phuong trinh dong du

x* =a* (mod n)
c6 4 nghiém, hai nghiém tam thuong 1a x= a va x = -a. Hai nghiém
khong tam thuong khéac la 4+, ching la nghiém cda hai hé phuong
trinh dong du bac nhat sau day:

x=a (mod p) X=-—a (mod p)
{xz—a(modq) x=a (modq)

Bang lap luan nhu trén, ta thay rang néu nla s6 Blum, a 1a mot s6
nguyén t6 vGi n, va ta biét mot nghiém khong tdm thuong cua
phuong trinh x*=a’(modn), tic biét mot x = +a sao cho
x* =a’ (mod n) thi ged(x - a, nn) s& la mot udc s6 cua n. Nhiing diéu
trén day la can ct cho moét s6 phuong phap tim udc s6 nguyén to
cta mot s6 nguyén dang Blum; y chung ctia cac phuong phap do la
dan vé viéc im mot nghiém khong tam thudng ciia mot phuong
trinh  dang x?=a’(modn), ching han nhu phuong trinh
x* =1(modn).

Mot truong hgp kha ly tha trong 1y thuyét mat ma 1a khi ta biét hai
s6 a ,bla nghich dao ctia nhau theo mod¢ (1) (nhung khong biét ¢
(1)), va tim mot phan tich thanh thira s6 cta n. Bai toan dugc dit ra
cu thé 1a: Biét nn c6 dang Blum, biét a va bsao cho ab = 1(mod¢ (n)).
Hay tim mot udc s6 nguyén t6 cua nn, hay im mot nghiém khong
tAm thuong ctia phuong trinh x* =1(modn). Ta gia thiét ab-1=2° r
v6i rla s6 1é. Ta phat trién mot thuat toan xéac sudt kiéu Las Vegas
nhu sau: Ta chon mdt s6 ngdu nhién v (1< v < n-1). Néu may man
v1a boi s6 cia p hay g, thi ta dugc ngay mot udc so cta nla ged(v,n
). Néu v nguyén t6' voi n, thi ta tinh cac binh phuong lién tiép ké tir
v’ duge V',V v",... cho dén khi dugc vZ* =1(modn) v&i mot £ nao
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d6. S6 t nhu vay bao gio cung dat dudc, vi c6 2°. r = 0 (modg(n))
nén ¢ v2' =1(modn). Nhu vay, ta da tim dugc mot s6 x=v’ " sao
cho x*=1(modn). Tat nhién c6 x= 1 modn . Néu cling c6 x= -1
(modn ) thi x1a nghiém khong tam thuong cta x* =1(modn), tir d6
ta c6 thé tim udc s6 cta nn . Néu khong thi thuat toan coi nhu that
bai, cho ta két qua khdng ding. Ngudi ta c6 thé udc lugng xac suat
cho két qua khoéng diing v6i mot 1an thir véi mot s6 v 1a < 1/2, do
d6 néu ta thiét ké thuat toan voi m s6 ngau nhién v;,...v,, , thi sé ¢
thé dat dugc xac suat cho két qua khong diingla <1/2™!

2.4.3. Tinh logarit roi rac theo méduyn nguyén td.

Cho p 1a mot s6 nguyén t6, va a 1a mot phan t& nguyén thuy theo
modp, tic 1a phan t& nguyén thuy cta nhoém Z;. Bai toan tinh
logarit roi rac theo modp 1a bai toan tim, v6i méi s6 3 € Z,mot s6 a (
1< a< p-1) saocho f=a’modp, tacla a=log,B (modp-1). Mot
thuat toan tAm thuong dé giai bai toan nay la thuat toan duyét toan
b6 cac s6 atitl dén p -1, cho dén khi tim dugc a thoa man 3 = o
modp . Tat nhién, thuat toan nay la khong hiéu qua néu p 1a s6
nguyén t6 rat 16n. Mot bién dang ctia thuat toan d6 véi it nhiéu hiéu
qua hon l1a thudt todn Shanks sau day:

bat m :[«/ p —1] . Ta tm a dudi dang

a=mj+i,0<ji<m-1. RG rang B = o’ modp khi va chi khi
a™ =pBa'(mod p). Ta lap hai danh sach gébm cac cdp (j,a™)va cac
cap (i,ﬁa’i)véijvé i chay tir 0 dén m - 1. Khi phat hién ra c6 hai
cdp tit hai danh sach d6 c6 hai phan tt thit hai bang nhau la ta duoc
két qua a=mj+i, d6 chinh la gia tri log, 6 ma ta cAn tim. Thuat
toan Shanks c6 d6 phuc tap ¢ O(m) phép toan nhan va O(m) bo
nhé (chua ké O(n7) phép so sanh).

Mot thuat toan khac, thudt toan Polig-Hellman, thuong dugc
dung c6 hiéu qua trong truong hop p-1 chi co cac thira s6 nguyén t&

52



bé, c6 ndi dung nhu sau: Gia thiét ring p - 1 c6 dang phan tich chinh
tic la

Dé tim a = log, 8 (modp -1), ta tim cac s6 a; sao cho a, =amod pf
v6i 7= 1,..,k Sau khi tim dugc cac a, nhu vay, thi hé phuong trinh
x=a mod p (i =1,...,k),dugc gidi theo dinh ly s6 du Trung qudc, sé
cho ta 10i gidi x=a(mod p—1)can tim. Vay, van dé la xac dinh céc
a,mod p& (i=1,..., k). Van dé nay dugc phat biéu lai nhu sau: Gia st
g la mot u6c s6 nguyén t6 cua p-1,va g°| p-1nhung khong con g
<*1] p-1.Ta can tim x= amodg °. Ta biéu dién x dudi dang s6 g -
phan nhu sau:

c—

1
x=>"x0q (0<x <q-1).
i=0
Vi x=amodgq ‘ nén a viét dugc dudi dang a= x+ ¢g°. s, va vi
a” ! =1(mod p), nén ta co
p-1 2P R (P-1)%

a I =@ ND'=a ¢ (modp).

G

Ta dit v=a'® %, va tinh 1an luot ~°,4%,7?,..., ddng thdi so sanh
voi BP9 mod p,ta sé tim dugc 7sao cho ~' =3° " mod p.Ta
14y s6 7 d6 1a x, tic x, = 7. Néu ¢=1 thi x= x;, ta tim xong x .
Néu c>1 thi bang cach dat 3'=Ba ™ va x'=log, 3'modq° ta dé
thay ring

(0%

=1

i
T d6 ta suy ra
5-(1371)“12 =P mod .
Twong tu nhu & budc trén, tinh lan lugt 1°,4%,~%,..., dong thdi so
sanh voi 3 * ta s& im duoc x,.
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C@ lam nhu vay, ta sé tim dudc dan tat ca cac gia tri x; v6i 7 =
0,1,...,c-1, tic 1a tinh dugc x. Sau khi tim dudc tat ca cac gia tri x
ting v6i moi wdc s6 nguyén t6 g ctia p, thi theo mot nhan xét &
trén, chi can giai tié€p mot hé phuong trinh déng du bac nhat theo
cac moéduyn tiing cdp nguyén t6 véi nhau (bang phuwong phap s6
du Trung qudc), ta sé tim dugc s6 a can tim, a = log 3 theo

modp.

Thi du: Cho p=29 va a =2. Hay tinh a =log,18 theo mod29.
Ta coé p-1=28=2%7". Theo thuat toan Polig-Hellman, ta tim
lan lwgt amod 4 va amod 7. Theo cac budc tinh todn nhu mo ta
d trén, ta sé tim dugc amod 4 =3 va amod 7 =4 .Tu &6 giai he
phuong trinh

X =3(mod 4),
{x =4(mod7)

ta dugc nghiém x = 11 (mod28), tac dugc 11 = log ,18 theo
mod29. Thuat toan Polig-Hellman cho ta moét cach tinh logarit roi
rac kha hiéu qud, nhung chi khi p -1 chi c6 céac thira s6 nguyén t&
bé. Vi vay, néu p-1 c6 it nhat mot thita s6 nguyén t6 16n thi thuat
toan d6 kho dugc thuc hién c6 hiéu qua, tic trong trudng hop do
bai toan tinh logarit rdi rac theo modp van la mot bai toan kho.
Mot 16p cac s6 nguyén t6 pma p- 1 ¢6 it nhat mot ude s6 nguyén
t6 16n la 16p cac s6 nguyén t6 dang p = 2¢g + 1, trong d6 g la
nguyén t6. Nhimng s6 nguyén t6 dang d6 dugc goi la s6 nguyén
t0 Sophie Germain, c6 vai tro quan trong trong viéc xay dung
mot 16p kha thong dung cac hé mat ma co khoa cong khai.

Ngudi ta cing da nghién ctru phat trién nhiéu thuat toan khac, ca
thuat toan tat dinh, ca thuat toan xac sudt, dé tinh logarit rdi rac,
nhung chua c6 thuat toan nao dugc chiing t6 1a c6 do phic tap
tinh toan vo6i thoi gian da thuc.
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CHUONG IIT

Cac hé mit ma khoa d6i xing

A A" A A ~ A o A
3.1. Mot s6 hé mat ma co dién.

Trong chuong nay ta sé gidi thiéu mot s6 hé mat ma c6 khoa
d6i xting, titc 1a nhitng hé mat ma ma khda lap mat ma va khoa giai
mat ma la triing nhau, va vi vay khéa mat ma chung d6 phai dugc
gitt bi mat, chi riéng hai ddi tac (ngudi lap mat ma dé gtii di va
ngudn nhan mat ma gti dén) dugc biét ma thoi. Trong sut mot thoi
ky lich st dai tir thdi c6 dai cho dén vai ba thap nién gin day, cac
phuong phap mat ma dugc st dung trong thuc t& déu la mat ma
khoa d6i xtung, tir hé mat ma Ceasar da dugc dung hon nghin nam
truedc cho dén cac hé mat ma dugc st dung véi su trg gitp caa ki
thuat mdy tinh hién dai trong thoi gian gan day. Trudc hét ta hay bat
dau v6i mot s6 hé mat ma c6 dién.

3.1.1. Ma chuyén dich (shift cipher)

Cac hé mat ma dung phép chuyén dich néi trong muc nay
cting nhu nhiéu hé¢ mat ma tiép sau déu c6 bang ky tu ban 15 va
bang ky tu ban ma la bang ky tu cia ng6én ngtt viét thong thuong. Vi
bang ky tu tiéng Viét c6 duing nhiéu dau phu lam cho cach xéac dinh
ky tu kho thong nhat, nén trong tai liéu nay ta sé 1ay bang ky tu
tiéng Anh d€ minh hoa, bang ky tu nay gém c6 26 ky tu, dudc danh
sO tir 0 dén 25 nhu trinh bay & tiét 1.2.1, ta c6 thé ddng nhat né véi
tap Z,. Nhu vay, so db cac hé mat ma C]’Illyé}l dich dugc dinh nghia
nhu sau:

o= (9,6 XK, 6,9),
trong 46 & == K = Z,,cac anh xa & va 9 dugc cho bdi:
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voimoi K x, y€ Zg: ¢ (K x) = x+K mod26,
9 (K y) = y- K mod26.
Cac hé mat ma dudc xac dinh nhu vay la dung dan, vi véi
moi K, x, y € Z, ta déu co:
dedx)) = (x+K)- Kmod26 = x.

Cac hé mat ma chuyén dich da dugc st dung tir rdt sém,
theo truyén thuyét, hé¢ ma d6 véi K'=3 da dugc dung bdi J. Caesar tir
thoi d€ quoc La ma, va dudc goi la Aé ma Caesar.

Thi du: Cho ban 16 hengapnhauvaochieuthubay, chuyén day
ky tu d6 thanh day s6 tuong ting ta dugc:

x=74136015137020210142784201972010 24.
Neéu dung thuat toan lap mat ma vdi khoa K= 13, ta duwgc ban ma la:
y=201701913202013781311520211776207 141311,

Chuyé7n dudi dang ky tu thong thuong ta dugc ban mat ma la:
uratncaunhinbpuv rhguhon! .

pé giai ban mat ma do, ta chi can Chuyé7n no6 lai dudi dang s6 ((1‘é7
dugc day y), r6i thuc hién thuat toan gidi ma, tic trit tiing s6 hang
v6i 13 (theo moduyn 26), dugc lai day x, chuyén thanh day ky tw la
duoc ban rd ban dau.

Céac hé mat ma chuyén dich tuy d& sa dung, nhung viéc tham
ma ctiing kha dé dang, s6 cac khoa co thé c6 1a 26; nhan duge mot
ban ma, ngudi tham ma chi can tha dung 1an luot t6i da la 26 khoa
do dé giai ma, at sé phat hién ra dugc khoa da dung va ca ban ro!

3.1.2. Ma thay thé (substitution cipher).
S50 do cac hé mat ma thay thé dugc dinh nghia nhu sau:
S-($,EC XK, 6,9),
trong d6 & =€ = Z,, K'1a tap hgp tit ca cac phép hoéan vi trén Z,,
cac anh xa & va 9 dugc cho bdi:
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e, () =7(x),
d.(y)=7"(y),
véimoi xe &, ye €, € K 'la mot phép hoan vi trén Z,; .

Ta thuong dong nhat Z, v6i bang ky tu tiéng Anh, do d6
phép hoén vi trén Z,, cing dugc hiéu 1a mot phép hoan vi trén tap
hop céc ky tu tiéng Anh, thi du mot phép hoan vi © dugc cho bdi
bang :

a/b|c |d|e |f |g|h|i |j [k]|] |[m|n|o|p|q

x/n|ly|la|h|pl|lo|gl|lz|q|w|b|t s |[f |] |1

s |t |u |Vv |w | X |y |z

v mfu|e |k [j |d|i

V6i hé mat ma thay thé c6 khoa w, ban o
x = hengapnhauvaochieuthubay
s& dugc chuyén thanh ban mat ma
y = ghsoxilsgxuextygzhumgunxd .
Thuat toan giai ma vdi khoa w, ngudc lai sé bién y thanh ban rd x.

So d6 hé mat ma c6 s6 khod co thé béng s6 cac phép hoan vi
trén tap Z,, tic 1a 26! khoa, d6 1a mét s6 rit 1on (26!> 4.10%). Do do,
viéc duyét 1an lugt tat ca cac khoa c6 thé dé€ tham ma la khong thuc
té, ngay ca dung mdy tinh. Tuy viy, c6 nhiing phuong phap tham
ma khac hiéu qua hon, lam cho cic hé¢ mit ma thay thé khong thé
duoc xem la an toan.

3.1.3. Ma apphin.

S50 do cac hé mat ma apphin dugc dinh nghia nhu sau:
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5. (P CH S D),
trongdo & =€ = Z,, X={(ab) € Zyx Z;| gcd(a 26) =1},
cac anh xa & va 9 dugc cho bdi:
edx) = ax+ bmod26,
ddy)=a'(y- b mod26,
vébimoixe ¥, ye €,K=(a b e XK.

C6 diéu kién ged (a, 26) = 1 1a &€ bao dam c6 phan t nghich
ddo a'mod26 cta a, lam cho thuat toan gidi ma dj luon thuc hién
dugc. Co tat cd ¢p(26) = 12 56 a € Z,, nguyén 6 v§i 26, d6 la cac s6

1,3,5,7,9,11,15,17,19, 21, 23, 25,
va cac s6 nghich dao theo mod26 tuong ting ctia ching la
1,9,21,15,3,19,7,23,11, 5,17, 25.

Thi du v6i ban 10 hengapnhauvaochieuthubay, c6 day s6
tuong ung la:

x=7413601513702021014278420197201 0 24.
Néu dung hé mat ma apphin v6i khoa K=(5, 6) ta sé dugc ban mat
ma

y=15019106319156276241615200223152116 22,
chuyén sang dong ky tu tiéng Anh ta dugc ban mat ma dudi dang

patkgdtpgchgygpuacxpclgw .
Vi ¢6 12 s6 thudc Z,, nguyén t6 vGi 26, nén s6 cac khoa co thé
c6 (do d6, s6 cac hé mat ma apphin) la bang 12x26 =312, mot con s
khong 16n 1dm néu ta st dung mdy tinh dé thuc hién viéc tham ma
béng cach duyét 1an lugt tat ca cac khoa co thé; nhu vay, ma apphin
cting khong con dugc xem la ma an toan !

3.1.4. Ma Vigenere.
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So d6 mat ma nay 14y tén cua Blaise de Vigenére, song vao
the ky 16. Khac v6i cac hé mat ma da ké trudc, cac hé mat ma
Vigenere khong thuc hién trén tung ky tu mot, ma dugc thuc hién
trén ting bo m ky tu (m 1a s6 nguyén duong).

S0 d6 cac hé mat ma Vigenére dugc dinh nghia nhu sau:
o= (P CH 6, 9),
trongd6 @ =¢ = K = 7], cac anhxa & va 9 dugc cho bdi:
el Xy X0 ) = (Xt K, ..., X, k, ) mod26
ddViser Vo) = (47K ooy Vurk,,) mod26
vOi moi x=(x,,..., X,) € L, y=Viyeerr Vi) € €, K= (k... k)€ K .

So d6 ma Vigenére c6 thé dugc xem 1a mé rong cta so 46 ma
chuyé’n dich, néu ma chuyén dich thuc hién viéc Chuyén dich ting
ky tu mot thi ma Vigenére thuc hién dong thdi timg bd m ky tu lién
tiép. Thi du 1ldy m =6 va K= (2, 8, 15, 7, 4, 17). D€ lap mat ma cho
ban 1o

hengapnhauvaochieuthubay,
ta cing chuyén né thanh day s6 va tach thanh ting doan 6s6 lién
tiép:

x=74136015/137020210{14278420(1972010 24.
(néu d6 dai cta x khong phai 14 boi s6 ctia 6, ta c6 thé qui udc thém
vao doan cudi ciia xmot s6 phan t& nao d6, chang han la cac s6 0, dé
bao gid ciing c6 thé xem 1a x tich dugc thanh cac doan cb 6 s6 lien
tiép). Cong theo mod26 cac s6 trong tiing doan d6 vGi cac s6 tuong
ting trong khoa K'ta s& duwgc ban mat ma

y=91221346(15151512517/161022158 11211598 4
15

chuyén sang day ky tu ta dugc ban ma 1a

Jmcnegpppbzrgkwpilvpjiep .
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T ban ma d6, dung thuat toan gidi ma twong dng ta lai thu dudc
ban 16 ban dau.

Tap J c6 tat ca la 26™ phan tir, do &6 v6i mdi m co tat ca la
26" hé mat ma Vigenére khac nhau (v6i m = 6 thi s6 do la
308,915,776), duyét toan bo chiing &y khoa d€ tham ma bing tinh
tha cong thi kho, nhung néu dung mady tinh dd manh thi cling
khong dén néi kho 1am!

3.1.5. Ma Hill.

So @6 mat ma nay dudc dé xuat bdi Lester S. Hill ndm 1929.
Cing giong nhu so d6 ma Vigenére, cac hé ma nay dugc thuc hién
trén tiing bo m ky tu lién tiép, diéu khac la méi ky tu cia ban ma
dugc xac dinh bdi mot t6 hop tuyén tinh (trén vanh Z,) ctia mky tu
trong ban r6. Nhu vay, khod sé dudc cho bdi mot ma tran cAp m, tic
la mot phan t& ctia K € Z™*™ D& phép bién d6i tuyén tinh xac dinh
bdi ma tran K c6 phép nghich ddo, ban than ma tran K cling phai c6
ma tran nghich ddo K theo mod26; ma diéu kién can va da dé K'c6
nghich dao 1a dinh thic ctia no, ky hiéu detK, nguyeén t6 vdi 26. Vay,
s0 d6 mat ma Hill dugc dinh nghia la so do

- (£C K6 9),
trongdo & = € =z, K= {KeZy":ged(detK,26) =1},
cac anh xa & va 9 duoc cho bdi:
ed X Xy ) = (X0, X, ). K mod26,

ddViser Vi) = (Viserr Vi )- K mod26
vOimoi x=(x,,..., X, ) € L, y=(y1,e., V) € €, K€ K.

11 8
Thi du : Chon m=2, va K=[3 7}.
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V6i bo hai ky tu x= (x ,x) taco ma y= (y;, 15).K dudc tinh bdi:
¥ =11x + 3x, mod26
¥, = 8x +7x, mod26.

Ta 1dy lai ban o hengapnhauvaochieuthubay, ta cing chuyén no
thanh day s6 va tach thanh titng doan 2 s lién tiép:

x =74(136/015/137 (020210 14 2 |7 8/ 420 [19 7| 20 1| 0 24.

Lap mat ma cho timg doan hai s6 lién ti€p, roi ndi ghép lai ta dugc
¥ =116[516] 19 1|8 218 2[23 12|4 22|23 8|0 16|22 19|15 11|20 12.

Va tit d6 ta dugc ban mat ma dudi dang day ky tu la
Igfqtbivicxmewxiagwitplum .

K'= (11 3]_ (mod 26) = [7 18)

Chd y ring

3 2311)°

va giai ma bang cach nhan tiing doan hai s6 lién tiép cta yvéi K ta
sé dugc lai day x, va tir d6 dugc lai ban 6.

V&i mbi s6 m cho trude, s6 cac khoa co thé c6 1a bing s cac ma tran
K c6 detK nguyeén t6 v6i 26. Ta khong c6 cong thiic dé tinh con s6
d6, tuy biét rang khi m 16n thi s6 d6 cling la rat 16n, va tat nhién viéc
tham ma bf?mg cach duyét lan lugt toan bo cac hé ma Hill ¢6 cung s6
m la khong kha thi. Mac du vay, tit lau ngudi ta cling da tim dugc
nhiing phuong phap tham ma khéac d6i v6i hé ma Hill mot cach kha
hiéu quad ma ta sé gi6i thiéu trong mot phan sau.

3.1.6. Ma hoan vi.

Céc hé ma hoan vi cting dudc thuc hién trén tung bo m ky tu
lién ti€p, nhung ban mat ma chi 1a mot hoan vi cta cac ky tu trong
tiing bo m ky tu cta ban 15. Ta ky hiéu S, 1a tap hop tat ca cac phép
hoan vi cua tap hop { 1,2, ... ,m }. So d6 cac phép ma hoan vi dugc
cho béi

S-(£,C.%. 8 9),
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trongd6 ¥ =¢ =20, K=8,,cacanh xa & va 9 dugc cho béi:
el Xy Xy ) = (xﬁ(l),..., xﬂ(m)),

delPireer Vi) = (Y prgyreees Yy )
vOi moi x=(X,,..., X, ) € L, Y=V, V) € €, K=m € S, 7" la hoan
vi nghich ddo caa 7.
Thi du: Chon m = 6 va phép hoan vi 7 €5, dugc cho bdi:
1 =123456
( 7() =351642.
Khi d6 phép hoéan vi = sé la
J=123456
7r T ()=361524.
Vi ban 10 hengapnhauvaochieuthubay, tic cting la vi

x=74136015/137020210{14278420(1972010 24.
ta s& c6 ban ma twong dng la:
y=13071564 021130207 74142082 200192417

chuyén thanh day ky tu 1a nahpgeavnauhheouicuatybh . Dung cho
timg bo 6 ky tu lién ti€p ctia ban mat ma nay (ttc 1a cta y) phép giai
ma d, ta sé thu lai dugc xva ban rd ban dau.

Cht y rdng ma hoéan vi la mot trudng hgp riéng ctia ma Hill.
Thuc vay, cho phép hoan vi © trén {1,2,..,m} , ta xac dinh ma tran
K. = (k;) v6i k;; =1néu i=n(j), va = 0 néu ngugc lai, thi dé thdy
rang ma Hill v6i khod K. cho cing mot phép mat ma nhu ma loan
vi vGi khoa 7. V6i mdi m cho trudc, s6 cac hé mat ma hoan vi co thé

colam!
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3.2. Tham ma déi v6i cac hé mat ma c6 dién.
3.2.1. M6t vai nhan xét chung.

Nhu da trinh bay trong tiét 1.5 chuong 1, muc dich cda viéc
thdm ma 1a dua vao thong tin vé ban mat ma c6 thé thu thap dudc
trén dudng truyén tin ma phat hién lai dugc ban rd cta thong béo.
Vi s6 d6 ctia hé mat ma dudc st dung thudng khé ma gitr dugc bi
mat, nén ta thudng gia thiét thong tin xuat phat cda bai toan tham
ma la so d6 hé mat ma dugc sit dung va ban mat ma caa thong béo,
nhiém vu ctia thdim ma 1a tim ban 16 cta thong bao do6. Ngoai cac
thong tin xuat phat d6, tuy trudng hop cu thé, con c6 thé co thém
cac thong tin b sung khéc, vi vay bai toan tham ma dugc phéan
thanh cac loai bai toan khac nhau nhu: tham ma chi dua vao ban ma,
tham ma khi biét ca ban rd, tham ma khi c6 ban rd6 dugc chon, tham
ma khi c6 badn ma dugc chon (xem muc 1.5, chuong 1).

Trong tiét nay ta sé trinh bay mot vai phuong phap tham ma
d6i v6i cac hé mat ma cd dién mo ta trong tiét trudc. Va ta ciing gia
thiét cac ban 15 ciing nhuv ban ma déu dugc xay dung trén bang ky
tu tieng Anh, va hon nita cac thong bao la cac van ban tiéng Anh.
Nhu vay, taluonc6 ¥ = ¢ = Z, hay Zj, va c6 thém thong tin la
cac ban 15 tuan theo cac qui tdc tit phap va cd phap ctia ngoén ngtt
tieng Anh. Day 1a mot can cit quan trong ctia cac phuong phap tham
ma d6i voi cac hé mat ma c6 dién. Tiéc 1a viéc dung mat ma dé
truyén dua thong tin tiéng Viet khong d€ lai cho ta nhiéu tu liéu dé
nghién cttu, va nhiing nghién cttu vé tir phap va ct phap ciing chua
cho ta nhiing qui tic théng ké xac suat dd tin cay, nén trong tai liéu
nay ta chua trinh bay dugc trén cac thi du mat ma bang ngon ngi
Viét, ta danh tam muon cac thi du bang van ban tiéng Anh dé minh
hoa, mong dugc ban doc b6 sung sau. Cac két qua chi yéu dugc st
dung nhiéu nhat trong tham ma 1a cac qui tic thong ké tan suat xuat
hién cac ky tu hay cac bo doi, bd ba,..ky tu lién tiép trong cac van
ban tiéng Anh. Trén co sG phan tich cac so liéu thong ké tir mot
lugng rat 16n cac van ban thu tir, sach v3, bao chi, v.v... nguoi ta da
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thu dugc nhitng két qua ma cac tac gia Beker va Piper da tong hop
lai nhu sau:

Phan b6 xac sut xuat hién cta cac ky tu dugc siap xép theo
tht tu: 1. Ky tu e c6 xac sudt xudt hién cao nhat 1a 0. 127,
2.Cackytu t a o i n s h r co xac sudt tir 0. 060 dén 0. 090,
3.Cacky tu d, I c6 xéac suat khoang 0. 04,
4.Cackytu ¢ u mw, £ g y, p, b c6 xac sudt tix 0. 015 dén 0.028,
5.Cackytuv k j x, g z cO xac suat dudi 0. 01.
Ba muoi bo d01 Ky tur c6 xac suat xuat hién cao nhat la (ké tir cao
xuodng): th, he in, er, an, re, ed, on, es, st, en, at, to, nt, ha, nd, ou, ea,
ng, as, or, ti, is, et it, ar, te, se, hi, of.
Mudi hai b ba ky tu c6 xac suat xuat hién cao nhatla: the ing, and,
her, ere, ent tha, nth, was, eth, for, dth.

Sau day la bang phan bd xac sudt cta tat ca cac ky tu:

A (0) 0082 B (1) 0015 C (2) 0028 D (3) 0043
E@) 0127 F () 0.022 G (6) 0020 H (7) 0.061
I 8 0070 J (9 0002 K (10) 0.008 L (11) 0.040

(12) 0.024 N (13) 0.067 O (14) 0.075 P (15) 0.019
Q (16) 0.001 R (17) 0.060 S (18) 0.063 T (19) 0.091
U (20) 0.028 V (21) 0010 W (22) 0.023 X (23) 0.001
Y (24) 0020  Z (25) 0.001.

3.2.2. Tham ma ddi v6i ma apphin.
Khoa ma apphin c6 dang K= (a,0) v6i a, be Z,;va
gcd(a,26)=1. Ky tu ma y va ky tu ban rd x twong tng c6 quan he
y =ax+ b mod 26.

Nhu vay, néu ta biét hai cdp (x, y) khac nhau la ta c6 dugc hai
phuong trinh tuyén tinh d€ tir 6 tim ra gia tri hai 4n s6 a,b, tic la
tim ra K.
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Thi du: Ta c6 ban mat ma:
fmxvedkaphterbndkrxrsrefmorudsdkdvshvufedkaprkdlyevirhhrh .
Hay tim khoa mat ma va ban rd tuong tng.
Ta thay trong ban mat ma ndi trén, r xudt hién 81an, d 7 lan, e &, A
moi ky tu 5 1an, £ 5, vmobi ky tu 4 14n, v.v...; vay co thé phan doan r
la ma cda e, dla ma caa £ khi d6 ¢
4a + b = 17 mod?26,
19a + b = 3 mod?26,

gidira dugc a =6, b =19. Vi ged(a, 26) =2 = 1, nén (a, b) khong thé
1a khoa dugc, phan doan trén khong ding. Ta lai tht chon mot phan
doan khéc: rla ma cta e, A 1a ma cua £. Khi d6 co:
4 4a + b = 17 mod?26,

19a + b = 7 mod26,
ta giai ra dugc a=3, b=5. Vi (3, 26) = 1 nén K = (3,5) c6 thé 1a khoa
can tim. Khi d6 phép lap mat ma la ex(x ) = 3x +5 mod26, va phép
gidi ma twong ing la di(y) = 9) = 9y - 19 mod26. Dung phép giai ma
d6 cho ban ma ta sé dugc (dudi dang ky tu) ban 16 la:

algorithmsarequitegeneraldefinitionsofarithmeticprocesses .

Ta c6 thé két luan khoa ding la K= (3, 5) va dong trén 1a ban ro cin
tim.

3.2.3. Tham ma d6i v6i ma Vigeneére.

Ma Vigenére c6 thé coi la ma chuyén dich d6i véi titng bo m
ky tu. Khoa ma 1a mot bo K= (k,..., k,) gom m s6 nguyén mod 26.
Viéc tham ma gom hai budc: budc thir nhat xac dinh d6 dai m, budc
thu hai xac dinh cac s6 k,,..., k,,,

C6 hai phuong phap d€ xac dinh d6 dai m : phép thir Kasiski
va phuong phéap dung chi s6 trung hop.
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Phép thur Kasiski (dé xuat tir 1863). Phép thir dua vao nhan
xét rang hai doan tring nhau ctia ban rd sé dugc ma hoa thanh hai
doan tring nhau cta ban ma, néu khoang cach cta chiing trong van
ban 16 (ké tir ky tuw ddu ctia doan nay dén ky tu dau ctia doan kia) 1a
boi s6 cia m. Mt khac, néu trong ban ma, c6 hai doan trung nhau
va c6 do dai kha I6n (= 3 Chzfmg han) thi rat c6 kha niang ching la ma
ctia hai doan triing nhau trong ban 1. Vi vay, ta thit tim mot doan
ma (c6 ba ky tu tré 1én) xuat hién nhiéu 1an trong bdn ma, tinh
khoang céch ctia cc 1an xuat hién d6, chdng han dugce d,d,...,d,; khi
d6 ta c6 thé phan dodn m = d = ged(d,, d,..., d, )- udc s6 chung 16n
nhat cta d, d,..., d, ; hodc mla wdc sb cua d.

Phuong phap dung chi s6 tring hop: (dinh nghia chi s6 trung
hgp do W .Friedman dua ra nam 1920).

Pinh nghia 3.1. Cho x= x,, x,... x, la mét day gom n ky tu. Xac suét
ctia viéc hai phan tt cda x trung nhau dudc goi la ch/ s6 trang hop
cta x, ky hieu 1a 7(x).

Ky hiéu f,, f,,..., f,s 1an lugt la tan suat xuat hién caa a, b, ...,z trong x,
ta cO:

i(;‘) ifi(fi+1)

e Ty

Gia st x1a mot day ky tu (tiéng Anh). Ta c6 thé hy vong ring;
25
I(x) = Y p?=0,065,
i=0

trong d6 p;1a xac suat cta ky tu tng v6i s6 hiéu 7 cho bdi bang phan
b6 xac suat cac ky tu (trang 61)

Néu x1la mét day ky tu hoan toan ngau nhién thi ta c6:

I-~26.(1/26)=1/26 = 0,038 .
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Dua vao cac diéu ndi trén, ta c6 phuong phap doan do dai m
cua ma Vigenére nhu sau: Cho ban ma y = y,y,..., y,. Ta viét lai y
theo bang c6 m (m > 1) hang nhu sau:

V= Vi Vmereeeor Vimea
Y2 Vmrzeeees Vimez

YV Vem- Vim+m
nghia la viét 1an lugt theo cac cot m ky tu cho dén hét. Ta ky hieu y;,
Yoo Vi 12 cac xau ky tu theo m hang trong bang d6. Chu y rang cac
ky tu & mdi hang y, déu thu dudc tir cac ky tu & van ban goc bang
cing mot phép dich chuyén néu m ding la &6 dai cta khoa, do d6
néu m1a do dai ctia khod thi ta c6 thé hy vong ring v6i moi 7,1 < 7<

nmr
I.(v)~ 0,065 .

DPé doan d6 dai m, ta 1an luot chia y theo cach trén thanh m =
1, 2, 3... hang, va tinh cac I(y,) (1 < i< m), cho dén khi nao dugc mot
s6 mma v6i moi 7, 1< i< m, déu 6 I(¥) ~ 0,065 thi ta c6 thé chdc m

la d6 dai cta khoa.

Thi du: Cho ban ma
chreevoahmaeratbiaxxwtnxbeeophbsbqmgeqerbwrvxuoakxa
osxxweahbwgimmgmnkgrfvgxwtrzxwiaklxfpskautemndemg
tsxmxbtuiadngmgpsrelxnjelxvrvprtulhdnqwtwdtygbphxttalj
hasvbfxngllchrzbwelekmsjiknbhwrignmgjsglxfeyphagnbieqjt
mrvlcrremndglxrrimgnsnrw chrghaeyevtagebbipeewevkakoe

wadremxmtbhh chrtkdnvrzchrclgohpwqaiiwxnrmgwoiifkee.

Dung phép tht Kasiski, ta nhan thdy rang chAr xudt hién 5 lan,
khoang cach ctia cac lan xuat hién lién tiép la 165, 70, 50, 10. Udc s6
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chung ctia cac s6 d6 1a 5. Vay ta ¢ thé phan doan d6 dai khod ma la
5.

Dung phuong phéap chi s6 trung hop, véi m = 1 ta c6 mot chi s6
trung hop la 0,045; v6i m =2 c6 hai chi s6'1a 0,046 va 0,041; véi m=3
c6 ba chi s6 1a 0,043; 0,050 va 0,047 ; vGi m =4 c6 bon chi s6 1a 0,042;
0,039; 0,046 va 0,043; v6i m = 5, ta thu dudc nim chi s6 la 0,063;
0,068; 0,069; 0,061 va 0,072, déu kha gan vdi 0,065. Vay co thé phan
doéan do dai khoa la 5. Ca hai phuong phap cho két qua nhu nhau.

Bay gid dén budc thi hai la xac dinh cac gia tri &, ...k, Ta
cAn mot khai niém méi 1a chr s6” trung hop tuong hé, duge dinh
nghia nhu sau:

Dinh nghia 3.2. Gid st X= X,X,... X, Va y= y,¥,... y,1a hai day ky tu c6

do dai n va n'. Chr s6 triang hop tuong hé cta x va y, ky hiéu
MI{x,y), dugc dinh nghia la xac suat cia viéc mot phan ta cta x

triing v6i mot phan ti caa y.

~ *A N ! ! 1N LA A A A ?
Ky hiéu f,, f,..., f,s va f,, f,..., f;s1a tan sudt xuat hién cua a, b,...,z

trong xva y tuong ung. Khi d6, ta co:

25 .
S,
MIL(xp) = =0
Xy == —
Bay gid v6i m da xéac dinh, ta viét ban ma y 1an lugt theo ting cot dé
dwgc m hang y,..y,, nhu & phdn trén. Ta tim khoa ma K =
(kK K.

.« ? ? N ? ~ ~ ~ s A ? ~ - sy
Gia st x la ban 0 va x,....x,, la cac phan ban rd tuong tng voi
, A A A2 A, ? ~ . A N ~
VeV Ta O thé xem phan bo xac suét cua cac ky tu trén x, va ciing
A s N g ? sye A A s A7 ? s - A w
trén cac x,,..., x,, 1a xap x1 v6i phan bo xac suat cua cac ky tu trén van

? [ 2. ~ s A7 ? [N A - x
ban tiéng Anh noi chung. Do d6, xac suat cua viéc mot ky tu ngau
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nhién cta y;bing ala p,, bingbla p,,, v.v.. Va ta c6 thé danh

gia
25 25
Ml (;, yj)zz Pk, - Ph-k :z Pr-Prsig -k, -
h=0 h=0

Dai lugng d6 chi phu thudc vao &; - k, ta goi la dich Chuyéﬁ tuong
doicua y;va y, Tachay rang biéu thic:

25
Z Pr - Pr
h=0

6 gid tri 16n nhat khi /= 01a 0,065, va c6 gia tri bién thién gitta 0,031
va 0,045 vGimoi />0 .

Nhan xét rang ¥; phai dich chuyén /= k, - k;budc (hay dich chuyén /
ky tu trong bang chit cai) dé duoc y; , nén néu ky hiéu Jyf la dich
chuyén g budc cta ¥, thi ta ¢6 hy vong khi tinh lan lugt cac dai
lugng MI(y,y¢) véi 0 < g<25, tasé& dat dugc mot gia tri xap xi
0,065 v6i g= I va cac gia tri khac déu & khoang gitra 0,031 va 0,045.
Piéu d6 cho ta mot phuong phap dé udc lugng cac dich chuyén k, -
k; , tic la dugc mot s6 phuong trinh dang &, - & = [ tir 46 giup ta
tinh ra cac gia tri &, k,,..., &

Trong thi du ctia ban ma dang xét, ta tinh dudc cac gia tri
MIy;, yf) v6i1<i<;j<5,0< g< 25 nhu trong bing & trang sau
day (trong bang d6, & bén phai mdi cip (Z j) la mot ngan gém co 26
gia tri cua Mi(y;, y;g) ung vdi cac gia tri cua g=012,..,25).

Nhin bang d6, ta thay cac gia tri MI(y;, yf) xap x1 0.065 (nhu
dugc in ddm va gach duéi 6 trong bang) ting vdi cac bo gia tri (4 1,g)
lan lugt bang (1,2,9), (1,5,16), (2,3,13), (2,5,7), (3,5,20) va (4,5,11).
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il Gia tri caa MI(y;, yf)

.028 .027 .028 .034 .039 .037 .026 .025 .052 .068 .044 .026 .037
.043 .037 .043 .037 .028 .041 .041 .034 .037 .051 .045 .042 .036

.039 .033 .040 .034 .028 .053 .048 .033 .029 .056 .050 .045 .039
.040 .036 .037 .032 .027 .037 .036 .031 .037 .055 .029 .024 .037

1(4 |.034 .043 .025 .027 .038 .049 .040 .032 .029 .034 .039 .044 .044
.034 .039 .045 .044 .037 .055 .047 .032 .027 .039 .037 .039 .035

1(5 |.043 .033 .028 .046 .043 .044 .039 .031 .026 .030 .036 .040 .041
.024 .019 .048 .070 .044 .028 .038 .044 .043 .047 .033 .026 .046

213 |.046 .048 .041 .032 .036 .035 .036 030 .024 .039 .034 .029 .040
067 .041 .033 .037 .045 .033 .033 .027 .033 .045 .052 .042 .030

214 |.046 .034 .043 .044 .034 .031 .040 .045 040 .048 .044 .033 .024
.028 .042 .039 .026 .034 .050 .035 ,032 .040 .056 .043 .028 .028

215 |.033 .033 .036 .046 .026 .018 .043 .080 .050 .029 .031 .045 .039
.037 .027 .026 .031 .039 .040 .037 .041 .046 .045 .043 .035 .030

314 |.038 .036 .040 .033 .036 .060 .035 .041 .029 .058 .035 .035 .034
.053 .030 .032 .035 .036 .036 .028 .046 .032 .051 .032 .034 .030

315 |.035 .034 .034 .036 .030 .043 .043 .050 .025 .041 .051 .050 .035
.032 .033 .033 .052 .031 .027 .030 .072 .035 .034 .032 .043 .027

4|5 |.052 .038 .033 .038 .041 .043 .037 .048 .028 .028 .036 .061 .033
.033 .032 .052 .034 .027 .039 .043 .033 .027 .030 .039 .048 .035

T d6 ta c6 cac phuong trinh (theo mod26):

k-k=9 k-k=7
k-k=16 k- k=20
k-k=13 k-k=11.

Heé phuong trinh d6 chi c6 4 phuong trinh doc 1ap tuyén tinh, ma c6

5 &n s6, nén 16i giai phu thudc mot tham sg, ta chon la &, va dugc
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(k, ky, ky, K, k) = (k, K, + 17, k + 4, &, + 21, k, + 10)mod26.

Thi v6i cac gia tri 6 thé clia & (0 < &, < 26), cudi cing ta ¢ thé im
dugc ban rd nhu sau day vdi khoa la JANET (&, = 9):

the almond tree was in tentative blossom the days were longer often
ending with magnificent evenings of corrugated pink skies the
hunting season was over with hounds and guns put away for six
months the vineyards were busy again as the well organized
farmers treated their vines and the more lackadaisical neighbors

hurried to do the pruning they should have done in november.
3.2.4. Tham ma d6i v6i ma Hill.

Mat ma Hill kh6 bi kham phd bdi viéc tham ma chr dua vao
ban ma, nhung lai 1a dé& bi kham pha néu c6 thé st dung phép tham
ma kiu biét ca ban ré. Trude hét ta gia thiét 1a da biét gia tri m. Muc
dich cta thdm ma 1a phat hién dugc khod mat ma K, trong truong
hgp ma Hill 1a mot ma tran cap m c6 cac thanh phan trong Z.

Ta chon mot ban 16 c6 chita it nhat m bo m khac nhau cac ky tu:
Xp = (X eees X ) eeeees Xy = (Xpg ooy X )

va gia thiét biét ma twong @ng cta ching la:

Vi =Vioreor Yim Do Yo = (Yot -1 Yoo )-
Ta ky hiéu X va Y la hai ma tran cdp m, X=(x;;), Y= (y;;). Theo dinh
nghia ma Hill, ta ¢6 phuong trinh Y =X.K. Néu cac x; dugc chon sao
cho ma tran X c6 nghich ddo X™ thi ta tim dwoc K= XY, titc 1a tim
dugc khoa cta hé ma dugc st dung.

Thi du: Giad st ma Hill dugc st dung c6 m =2, va ta biét ban ro
friday cing ban ma tuong ting pgctku. Nhu vy ta biét
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ex(5,17) =(15,16), e(8,3) =(2,5), va e, (0,24) =(10,20).

Tt hai phuong trinh dau ta dugc
15 16 517
= K,
2 5 8 3
oas 719 e e . N :
tr d6 duoc K= (8 3) . V6i Kd6 phuong trinh tht ba cing nghiém

duang.

Trd lai v6i van dé xac dinh m. Néu m khong qua 16n, ta c6
thé thit cach trén 1an lugt voi m = 2,3 4,... cho dén khi tim duoc khoa,
va khoa K xem la tim dugc néu ngoai m cap bo m (x,57),--r (X, V)
dung dé tim khoa, K van nghiém dang voi cac cdp bo m khac ma ta
c6 thé chon dé thir.

3.3. Mt ma theo dong va cac day s6 gia ngau nhién.
3.3.1. Mat ma theo dong.

Céc hé mat ma dugc xét trong céc tiét trén déu thudc loai mat
ma theo khdi, van ban rd dugc chia thanh titng khéi va viéc 1ap mat
ma cho van ban d6 dudc thuc hién cho ting khéi 16i sau d6 noi
ghép lai, 1ap mat ma cho tat cd cac khoi déu theo cing mot khoa
chung K. V§i cach lap mat ma theo dong, theo mo ta trong tiét 1.2,
cac khoa dung cho cac khdi van ban néi trén c6 thé khac nhau, do
do, cing vdi so d6 mat ma goc, ta con can c6 mot b9 sinh dong khod
dé v6i mdi mdm khod s cho trudc nd sinh ra mot dong khoa
K KK,..., mbi K, dung dé lap mat ma cho khéi x, cda van ban. Méi
tir khod K;, ngoai viéc phu thudc vao mam khod s con c6 thé phu
thudc vao doan tir khoa K;...K,,; da duoc sinh ra truéc d6 va ca vao
cac yéu t6 khac, Ch{fmg han nhu doan van ban x,...x,; da dugc lap
mat ma truéc d6. Nhu vay, ta c6 thé dinh nghia lai nhu sau: Mot so
d6 hé mat ma theo dong dugc cho bdi mot b

S- (L, CRKF S 9 (1)
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thoa man cdc diéu kién sau day:

P Ia mot tip hiru han cdc ky twr ban 1o,

¢ 1a mot tap hitu han cdc ky tu ban ma,

R Ia mot tip hitu han cac mam khod,

K la mot tdp hiau han cac khoa,

F ={ £, £,,...}1a bo sinh dong khoa, trong do mdi . Ia mot anh
xa t RIK 3P vao K,

6 1a mot anh xa ta H39 vao €,, duoc goi la phép 1ap mat ma;
va 9 Ia mot anh xa tir X3C vao P, duoc goi Ia phép giai ma. Voi
méi Ke K, ta dinh nghia ex: P —C€ , dy :C—9P Ia hai ham cho boi':

IxeP : edx) = S(Kx); Jye € 2 dyy) = DK p).
ex va dy duoc goi ldn luot 1a ham Iap ma va ham gidi ma ung voi
khoa mat ma K. Cac ham do phai thoa man hé thic.
Ixe P i dyfedx) = x.

. ~, A - 2, . A . 2 ~
Khi cho truoc mam khoa reXR, voi mor ban ro x = x,x,....x,, €

P, ta c6 ban mat ma tuong ung Ia y = y, Ys.... ¥y, VOI
¥ =6(K,x;), trong do K= £, (1, K,,.... K., X,%....X.,), (1=1,2,..,m).

Diéu d6 c6 nghia la tit mam khoa r va ban rd x sinh ra dugc dong
khoa KK,...K,, , va v6i dong khoa d6 lap dugc ban mat ma y theo

m /

tung ky tu mot.

Néu bo sinh dong khoa khong phu thudc vao van ban rd, tic
1a néu méi £1a mot 4nh xa tir 3K vao X, thi ta goi bd sinh dong
khoa d6 la dong bo ; dong khoa chi phu thuoc vao mam khoa va la
nhu nhau d6i vi moi van ban r5. Mot dong khoa K =K, K,K;.. dudc
goi la tudn hoan v&i chu ky dnéu c6 s6 nguyén N sao cho K, ;= K;
v6i moi 7> N . Cha y ring ma Vigenére véi d6 dai khdéa m c6 thé
dugc coi la ma dong voi dong khoa c6 chu ky m, va c6 cac phép lap
ma va giai ma theo ma chuyén dich.

D6i v6i cac hé ma theo dong, do bdo mat thuong duoc quyeét
dinh bdi dd ngdu nhién cta dong khoa, tic 1a tinh ngdu nhién cda
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viéc xuat hién cac ky tu trong dong khoa, ma it phu thudc vao ban
than phép lap mat ma, do do cac phép lap mat ma e, (va ca phép

) ~ A - A N z 2 .2 2
giai ma dy ) déu c6 thé dugc chon la cac phép don gian; trong cac
ung dung thuc t€, ngudi ta thuong dunghé ma v6i ¥ =€ =% = Z,,
va v6i cac phép lap ma va giai ma dudc cho béi

e, (X) = x+Kmod 2,} @

de(y)=y+Kmod2

3.3.2. Ma dong v6i dong khoa sinh boi hé thiic truy toan.

Cac hé mat ma dong v6i dong khoa sinh bdi hé thitc truy toan

la cdché ma theoso d6 () v6i P =€ =K =2Z,, £ = Z) (m=1), mdi

mam khod r = r,....r,, tao ra mot dong khoa déng bo K = z z,....z,...
vOi

z=r,(i=1..m

{ 1 1 ( ) (3)

z,=Cz ,+..+C,z,,mod2,(i>m+1),

m

trong d6 ¢ ,..., ¢, 1a cac hang s6 thudc Z, ; cac phép lap mat ma va
giai ma cho titng ky tu dugc cho bdi cac cong thiic (2).

Cac dong khoa sinh bdi hé thic truy toan nhu trén la cac
dong khoa tuan hoan, ta co thé chon mam sao cho dat dugc dong
khod c6 chu ky 16n nhat 1a 2"-1.

Hé tao sinh cac dong khoa bdi hé thic truy toan c6 thé dudgc
thuc hién bdi mot thiét bi ki thuat don gidn bang cach dung mot
thanh ghi chuyén djch phan hor tuyén tinh (linear feedback shift
register); va nhu vay chi can thém mot bd cong mod2 ntta la ta co
dugc mot may lap mat ma va gidi ma tu dong; do d6 cadc may mat
ma ki€u nay da dugc st dung kha phd bién trong mot giai doan
trudc day.

Thi du: chon m =4 va hé thuc truy toan

z; =2z;,+ 2z ;mod2  (1>4)
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ta s& dudc v8i moi mdm K = z 22z, = 0000 mot dong khoa tuan

hoan c6 chu ky 15. Che“?mg han, v6i r= 1000 ta sé dugc dong khoa:
10001001101011110001001........

Dong khoa @6 dugc sinh bdi thanh ghi chuyén dich phan héi tuyén

tinh sau day:

()
/

]

3.3.3. Mi dong véi dong khoa la diy s6 gia ngiu nhién.

Nhu da xét trong cac muc trén, so dé ma theo dong co thé
dugc xem 1a bao gdm hai bd phan: mot so' dé mat ma nén (cho viéc
lap mat ma va giai ma trén ting ky tu),va mot co ché tao dong khoa.
Twong tu nhu v6i hé ma dong c6 dong khoa sinh bdi thanh ghi
chuyén dich trong muc trén, ta sé xét so &6 mat ma nén la so 6

S (9 EX. S D),

trong 36 ¥ =€ =K = Z,, & va P dugc cho bdi:
(K x)=x+ Kmod2, 9K y)=y+K mod2.
Co ché tao dong khoa co thé xem 1a mot 4nh xa ¢ : £ XZ— K, xéc
dinh v6i m6i mam khoa r e £ =Z)'(m>1) va mbi s6 nguyén 7 > 0,
mot s6 hang z,= ¢ (r,7) € K cta dong khoa dong bo K= z z,....z,....
Mot hé mat ma dong la c6 do bdo mat cao, néu ban than so d6
NP A 2 1A . .
mat ma nén c6 do bdo mat cao (chang han, 1a bi mat hoan toan theo
dinh nghia Shannon), va co ché tao dong khoa tao ra dugc cac dong
khoa 1a cac day bit ngdu nhién. D& thay rang, so d6 mat ma nén mo
td G trén thod man cac diéu kién cta dinh 1y 2.2.1, do d6 n6 1a bi mat
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hoan toan; vi vay dé 6 dudc cac hé ma dong v&i do bao mat cao ta
chi can chon dugc cac co ché tao dong khoa bao dam sinh ra cac day
bit ngdu nhién. Mot day bit z z,....z,.... dugc xem 14 ngdu nhién, néu
mdi z; 1a mot bién ngau nhién véi p(z;, = 0) = p(z; = 1) = 0.5, va cac
bién ngau nhién z va z (= ;) la doc lap voi nhau. VGi nghia d6, ta
khong c6 cach nao dé doan nhan mot day bit cho trude c6 1a ngau
nhién hay khong, va ching mot day bit, néu da dugc sinh ra bdi mot
s6 hitu han qui tic nao d6, thi khong con c6 thé xem la ngdu nhién
dugc ntta. Vi vay, thay cho doi hdi phdi tao ra cac day bit ngau
nhién, thuong ta chi yéu cau tao ra duoc cac day bit gia?ngfu nhién,
tic la c6 mot tinh chat nao d6 gan vdi ngdu nhién, ma thoi. Yéu cau
thong dung nhat d6i véi tinh gid ngdu nhién cta mot day bit
2 Zy....Z,.... 1a “biét trudc mot doan dau zz,....z, , khoé ma doan duoc
bit tiép theo z,”. Ta tht chinh xac hoa y tudng nay nhu sau:

Khong gian cac mam khoa £ =2Z] (m>1) co tat ca la 2” mam
khoa khac nhau, gia st tat ca ching déu c6 xac suat xuat hién nhu
nhau, tic 1a bing 1/2™. Ta xét tap hop tat ca cac dong khoa c6 thé co
vGi do dai /(/>m), tic 1a tap 2/, va trén tap do ta xac dinh mot phan
bG xac sudt p, sao cho py(z....z) =1/2" néu z,....z;1a mot dong khoa
sinh ra dugdc tit mot mam khoa r € £ nao do, va p(z....z) = 0 néu
ngugc lai. Ta n6i phan b xac suat p, d6 trén Z’1a dugc cam sinh tir
phan b6 xac suat déu trén khong gian cac mam khoa %. Con chinh
phan b6 xéac sudt déu trén 2’ sé duge ky hiéu la p,.

Gid stt ¢ : £ XZ— K 1a co ché tao dong khoa cua mot hé mat ma
dong, va re £ . Ta néi Bla mot thuat toan doan bit tiép theo (461 voi
¢ va r) néu v4i moi s6 nguyén 7 (0< i< /)va moi t z,...z,€ 2", ta
c6: B (i, z...2.1) = ¢ (r,1). Rd rang néu ta mudn co ch€ ¢ tao ra cac
dong khoa gia ngdu nhién #6¢ thi ta khong mong c6 thuat toan doan
bit tiép theo lam viéc c6 hiéu qua (ching han tinh toan dudc trong
thoi gian da thitc). Gidm nhe yéu cau “doan duing bit tiép theo”, ta sé
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noi thuat toan Bla &dodn bit tiép theo (d6i vGi ¢ va r) néu cd

Z P (z--2;4,)-p(B(i, ;.2 ;) = o(r, i))Z%"' g, 4)

2..7,€Z"*
(chuy réng biéu thic § vé trai la ky vong toan hoc cta viéc doan
dung bit thit 7 tiép theo cda cac dong khoa gém 7-1 bit).

Nhu vay, ta co thé xem mot co ché tao dong khoa ¢ la an toan
dé st dung cho cac hé¢ mat ma theo dong, néu vdi moi mam khoa r
va moi &> 0 bat ky, khong thé c6 thuat toan s-doan bit tiép theo lam
viéc trong thoi gian da thuc.

Dudi day, ta sé dua vao cac ham s6 hoc mot phia dé xay dung
mot s§ co ché tao cac day s6 gid ngdu nhién co hé ¢ thé dung lam
co ché dé tao dong khoa cho cac hé mat ma theo dong ma ta dang
xét.

Tao bit gia ngdu nhién RSA.

Co ché tao day bit gid ngdu nhién RSA dugc mo ta nhu sau :
Chon s6 nguyén n =p.q la tich ctda hai s6 nguyén t6 p va g c6 biéu
dién nhi phan véi d6 dai cd m/2 bit (nhu vay n c6 biéu dién nhi
phan ¢& m bit), va moét s6 b sao cho ged(b,¢ (n)) = 1. Lay £=Z;, va
vGimbi re R xac dinh day s6 s, s, 5,.... nhu sau:

s, =T,
s,,, =S’ modn,

va sau do6 dinh nghia z, =¢ (r,i) = s, mod2, tic z la bit thap nhat
trong biéu dién nhi phan cta s6 s, Day K = z2....z.... la dong bit
déng bo dudc tao ra bdi mam r:
Thi du : Ldy n= 91261 = 263.347, b =1547, r =75634. Co thé tinh céc
SO 5,,...,5, 1an luot la:

31483, 31238, 51968, 39796, 28716, 14089, 5923, 44891,

62284, 11889, 43467, 71215, 10401, 77444, 56794, 78147,
72137, 89592, 29022, 13356.
Va 20 bit dau tién ctia dong bit gia ngdu nhién dugc sinh ra la:

77



2.2y =10000111011110011000.

Tao bit gid ngdu nhién BBS (Blum-Blum-Shub) :
Co ché tao bit gia ngdu nhién BBS dugc mo ta nhu sau : Chon
n=p.q la tich cia hai s6 nguyén t6 dang 4m +3, tic p=3(mod4) va

g =3 (mod4). Goi QR(n) la tap cac thing du bac hai theo modn. Lay
R=QR(n),vavéimoi re X xac dinh day s6 s, s, ,,.... nhu sau:

s, =T,
s,,,=S” modn,

va sau d6 dinh nghia z;, =¢ (r,i) = s, mod2, tic z la bit thap nhat
trong biéu dién nhi phan cta s6 s, Day K = zz,....z.... la dong bit
déng bo dugc tao ra béi mam r:

Thi du : Ly 2 = 192649 = 383.503, r = 20749 (= 101355 modz). C6
thé tinh 20 s6 dau cta day s,,...,S,... 1an lugt 1a:

143135, 177671, 97048, 89992, 174051, 80649, 45663,
69442, 186894, 177046, 137922, 123175, 8630, 114386,

14863, 133015, 106065, 45870, 137171, 18460.
Va 20 bit dau ctia dong bit gia ngdu nhién dugc sinh ra la:
Z...Zy = 11001110000100111010.

Tao bit gia nedu nhién dua vao bai toan logarit roi rac:

Chon p 1a mot s6 nguyén t6 16n, va « 1a mot phan ti nguyén
thuy theo modp. Tap cdc mam khoa la & = Z: . V6i mbéi mam khod
reX taxac dinh day so s,,...,S; .... bdi :

S =,

S, =a" mod p.
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Sau d6 dinh nghia z;= ¢ (r,7)(i=1,2,....) nhu sau: z;= 1 néu s,> p/2,
va z;= 0néu s,< p/2. Va K=z,....z,..... 1a dong khoa, titc dong bit gia
ngau nhién, dugc tao ra.

Trén day la mot vai co ché tao dong khoa, va dé cac dong
khoa dugc tao ra d6 1a nhitng dong bit gia ngau nhién #6¢, ta da cd'y
dua vao mot s6 bai toan s6 hoc kAo theo nghia la chua tim dugc
nhtng thuét toan lam viéc trong thoi gian da thic dé giai ching,
nhu cac bai toan RSA, bai toan thiang du bac hai va bai toan logarit
roi rac. Céac cd ché tao dong khoa d6 dugc xem la an toan néu ta
chitng minh dugc ring khong thé c6 cac thuat toan s-doan bit tiép
theo d6i v6i chung; hay mot cach khac, néu c6 thuat toan edoan bit
tiép theo d6i voi ching thi cling sé c¢6 thuat toan (tdt dinh hodc xac
suat) giai cac bai toan s6 hoc tuwong tng. Tiéc thay, dén nay ta chua
chiing minh dugec mot két qua nao theo huéng mong mudn do; tuy
nhién ciing da c6 mot vai két qua yéu hon, thi du, d6i véi bo tao bit
gid ngdu nhién BBS ngudi ta da ching minh dugc rang : néu v6i moi
&> 0 ¢ thuat toan &- doan bit c6 trudc (d6i v6i ¢ va r) thi v6i moi §
> 0 cling c6 thé xay dung mot thuat toan xac suat giai bai toan thang
du bac hai v6i xac sudt tra 101 sai la < § (Pinh nghia cta thuat toan
&- doan bit ¢6 trudc tuong tu nhu voi thuat toan &- doan bit tiép
theo, chi khac la thay cong thiic (4) bSi cong thiic sau day

> p(z2,).p(B(i, 2,7, y) :20)2£+g.
4.7 ,€2 2
trong d6 z, = 5, mod2 1a bit c6 trudc day z...z;,).

Trong thuc tién, cdc hé ma dong vdi dong khoa la day bit
ngau nhién da dugc st dung tir lau va con dude st dung cho dén
ngay nay, voi dong bit ngdu nhién dugc tao ra moét cach co hoc nhu
viéc tung déng xu lién tiép va ghi lién tiép cac két qua “sdp, nglra”
ctia cac lan tung. Cac h¢ ma dong vdi dong khod ngau nhién va véi
s0 d6 mat ma nén cho bdi cac hé thic (2) c6 thé dugc xem 1a “bi mat
hoan toan” theo nghia Shannon, do d6 rat dugc wa chudng trong
ting dung thuc t&, ching thuong dugc goi la cac heé dém mot lan
(one-time pad), dugc mo ta va st dung dau tién bdi Gilbert Vernam
ndm 1917. Tuy nhién, viéc tao cadc dong bit ngdu nhién mot cach thu
cong 1a khong hiéu qua, viéc gitt bi mat cac dong khoa nhu vay lai
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cang kho hon, nén khong thé sit dung mot cach phd bién dugc, do
d6 ngay nay cac hé ma nhu vay chi con dugc sit dung trong nhiing
truong hop that dac biét.

3.4. Hé¢ mat ma chuan DES.
3.4.1. Gié6i thiéu hé ma chuan.

Budc sang ky nguyén may tinh, viéc st dung mdy tinh nhanh
chong dugc ph()7 cap trong moi hoat dong cta con ngudi, va tat
nhién viéc ding may tinh trong truyén tin bdo mat da dugc hét stic
cht y. Cac hé mat ma vdi cac thuat toan lap mat ma va gidi ma thuc
hién bing may tinh dugc phét trién nhanh chéng, déng thdi cac linh
vuc truyén tin can st dung mat ma cting dugc md rong sang nhiéu
dia hat kinh t& xa hoi ngoai cac dia hat truyén thong. Vao dau thap
nién 1970, trudc tinh hinh phét trién d6 da ndy sinh nhu cu phai
chudn hoa céc giai phap mat ma dugc st dung trong xa hoi, dé mot
mat, hudng dan cac thanh vién trong xa hoi thuc hién quyén truyén
tin bdo mat hgp phap cta minh, mit khac, bdo ddm su quan ly va
giam sat cia nha nuoc d6i vdi cac hoat dong bao mat do. Do do, tai
Hoa ky, ngay 15/5/1973, Van phong quéc gia vé Chuan (NBS -
National Bureau of Standards) cong b6 mot yéu cau cong khai xay
dung va dé xuat mot thudt toan mat ma chuan, dap dng cac doi hoi
cht yéu la:

- Thuat toan phai dugc dinh nghia ddy da va dé hiéu;

- Thuat toan phai c6 d¢ an toan cao, d¢ an toan d6 phai khong
phu thudc vao su gitt bi mat ca ban than thuat todn, ma chi nam G
su gitt bi mat cta khoa;

- Thuat toan phai dugc sén sang cung cap cho moi ngudi dung;

- Thuat toan phai thich nghi dudc véi viéc dung cho céac tng
dung khéc nhau;

- Thuat toan phai cai dit dugc mot cach tiét kiém trong cac
thiét bi dién ta;
- Thuat toan phai st dung dudc c6 hiéu qua;

- Thuat toan phai c6 kha nang dugc hgp thiic hoa;
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- Thuat toan phai xuat khau dugc.

Vao thdi diém NBS dua ra yéu cau néi trén, chua c6 mot co
quan nao dé xuat duoc mot giai phap dap tng tat ca cac doi hoi do.
Mot ndm sau, ngay 27/4/1974, yéu cau do6 lai dugc nhic lai; va lan
nay hang IBM chap nhan du tuyé7n v6i san phé’m sé duoc dé trinh la
mot thuat toan cai tién tir mot thuat toan da dugc phat trién trude do
la LUCIFER. Két qua 13, san pham DES (Data Encryption Standard)
dugc cong bo, lan dau tién vao ngay 17/3/1975. Sau nhiéu tranh
luan, cudi cung DES dudc chdp nhan nhu mot chuén lién bang vao
ngay 23/11/1976, va dugc cong bs ngay 15/1/1977; dén nam 1980
lai cong b6 thém «céc cach dung DES», cho phép ngudi dung c6 thé
stt dung DES theo nhiéu cach khac nhau. Tt d6, DES duoc cai dit
sdn vao cac thiét bi ciing thanh cac may ma, hodc dugc cai dat nhu
mot phan mém trong cac thiét bj tinh toan da dung, va da dugc st
dung rong rai trong cac linh vuc quan ly hanh chinh, kinh t&, thuong
mai, ngan hang, v.v... khong nhung & Hoa ky ma con & nhiéu qudc
gia khac. Theo qui dinh ctia NBS, vin phong quéc gia vé chudn cta
Hoa ky, ctt khoang 5 ndm DES lai phdi dugc xem xét lai mot 1an dé
dugc cai tién va bé sung. Sau khi cac hé mat ma c6 khoa cong khai
dugc phat trién va sit dung rong rai, ciing da c6 nhiéu y kién dé nghi
thay ddi chudn méi cho cac hé mat ma, nhung trén thuc t&, DES van
con duge st dung nhu mot chudn cho dén ngay nay trong nhiéu
Iinh vuc hoat dong.

3.4.2. M6 ta hé mit mi chuin DES.

So do khdi guat. Dudi day ta sé trinh bay so d6 cda thuat
toan lap mat ma DES. Hé mat ma DES la mot hé mat ma theo khdoi,
mdi khoi ban o 1a mot tir 64 bit, tiic 1a mot phan ti thuoc 22, va cac
kh6i ban ma ciing 1a cac tir 64 bit, nhu vay & = ¢ = Z3*. DES c6 tap
khoa % =Z.°, titc mbi khoa la mot tir 56 bit. V6i mbi khoa K va ban
0 x, qua trinh lap mat ma dién ra nhu sau: Thoat dau, dung mot
phép hoan vi ban dau /P, tit x 64 bit sé bién thanh mot tit mdi IP (x),
tit nay dugc chia thanh hai ntta Z, va R, , mdi ntta 1a mot tir 32 bit.
Tit day, sé dung 15 l14n nhiing phép toan giéng nhau dé lién tiép
dugc cac cap (LR, ),...., (L5 ,Ry5), sau d6 dung phép hoan vi nghich
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dao IP " cho tir dao ngugc R;L;5 ta sé dudc ban ma y twong ting. So
d6 khai quat cta phép lap mat ma dugc cho bdi hinh vé sau day:
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Khoa K

2 ~
Ban ro6 x

v

r
L K
\ Kl
Y
Q
L R
K,
Thuat toan \l/
G tao
cac khoa @ @
oo T v
L15 RlS
K

Ly

@D

Ban ma y

So d6 khai quat cta thuat toan lap mat ma DES

Pé€ hoan chinh so dé thuat toan lap mat ma, ta con phai trinh bay
cac thuat toan /P ( va do d6, ca IP ), thuat toan £, va thuat toan G

tao ra cac khoa K,..., K .

IP1a mot phép hoan vi vi tri cta cac ky tu trong méi tir 64 bit,
tir vi tri thit 1 dén vi tri thit 64. Bang dudi day cho ta phép hoan vi
IP, vGi cach hiéu 1a bit thi nhat cta P (x) 1a bit thit 58 cta tir x (6
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64 bit), bit thit hai cda ZP () 1a bit thi 50 cta x, v.v... Bang cta phép
hoan vi IP cling dugc hiéu tuong tu.

P

58 50 42 34 26
60 52 44 36 28
62 54
64 56
57 49
59 51
61 53
63 55

46 38 30
48 40 32
41 33 25
43 35 27
45 37 29
47 39 31

18
20
22
24
17
19
21
23

10
12
14
16

11
13
15

N U1 W = 0O N

P!

40
39
38
37
36
35
34
33

g1 O g ©

4
3
2
1

48 16 56
47 15 55
46 14 54
45 13 53
44 12 52
43 11 51
42 10 50
41 9 49

24
23
22
21
20
19
18

17 57 25

64
63
62
61
60
59
58

32
31
30
29
28
27
26

S0 do ham £: Ham £ 14y dau vao 1a hai tir : R c6 32 bit va K c6 48 bit,
va c6 két qua & dau ra la tir £(R K) c6 32 bit, dugc xac dinh bdi so

d6 sau day:

R (32 bit)

Q

K (48 bit)

E(R 48 bit

N4

BL

MBoi B; 1a mot tir 6 bit

z/// ¥

\\OO [9p]

R\OO(.D /

O let o [&—|=
Ot @ |—| 7

0O <le o [€— |7

0 =
NG o &

O R\(7\(.0 /

C

M6i C; 1a mot tix

P

f(RK) 32 bit
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Trong sd d6 & trén ctia ham £, E 1a mot phép hoan vi “md rong”
theo nghia 1a n6 bién mdi tir R 32 bit thanh tit £ (R) bang cach hoan
vi 32 bit cia R nhung c6 mot s6 cip bit dugc lip lai d€ £ (R) thanh
mot tir co6 48 bit, cu thé phép hoan vi “md rong” d6 dugc cho bbi
bang sau day :

Phép hoan vi “md rong” EF
32 1 2 3 4 5
4 5 6 7 8 9
8§ 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28029 30 31 32 1

Theo dinh nghia d6, moi tit R = a,aa,......a5, sé bién thanh tir
E(R) = a,, aaa,a,a5a,a58,3,85,2085Q -...... ay,a .

Sau khi thuc hién £ E(R) sé dugc cong (ting bit theo mod2) véi K,
dugc mot tir 48 bit, chia thanh 8 doan B, ..., B, . Mdi hop S, (i =
1,...,8) la mot phép thay thé, bién mdi tir B, 6 bit thanh mot tir G, 4
bit; cac hop S, dudc cho bdi cac bang dudi day véi cach hiu nhu
sau: moi tit B, = b b,b,b,bib, ing v6i mot vi tri (1,9) d hang thtt r va
cot tht s trong bang, cac hang dugc danh s6 tir thi 0 dén thi 3 tng
v6i biéu dién nhi phan b b, va cac cot duge danh s6 tir tha 0 dén
th& 15 4ng v6i biéu dién nhi phan b,b,b,b; . Gié tri cia S, (B)= G =
€66 1a mot tir 4 bit, biéu dién nhi phan cta s6 tai hang r cot s
trong bang. Thi du ta c6 S(101110) = 0101, S,(011000) = 1110, v.v...

S
14 4 13 21511 8 310 6 12 5 9 0 7

1
0 15 7 414 2 13 110 6 12 11 9 5 3 8
4 114 813 6 2 11 15 12 9 7 3 10 5 0
15128 2 4 9 1 7 5 11 3 1410 0 6 13

5
151 814 611 3 4 9 7 2 13 12 5 10

0

3134 715 2 814 12 0 1 10 6 9 11 5
014711 10 4 13 1 5 8 12 6 9 3 215
13 810 1 3 15 4 2 11 6 7 12 0 5 14 9

5
10 0 914 6 315 5 113 12 7 11 4 2 8
137 0 9 3 4 610 2 8 5 14 12 11 151
13 6 4 9 815 3 011 1 2 12 5 10 14 7
1 10 13 0 6 9 8 7 4 15 14 3 11 5 212
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5
713 14 3 0 6 910 1 2 8 5 11 12 4 15
138 11 5 615 0 3 4 7 212 1 10 14 9
10 6 9 012 11 7 13 151 3 14 5 2 8 4
315 0 6 10 1 13 8 9 4 5 11 12 7 2 14

5
212 4 1 710 11 6 8 5 3 15 13 14 9

0

14 11 212 4 713 1 5 015 10 3 9 8 6
4 2 1 11 10 13 7 8 15 9 12 5 6 3 0 14
11 8 127 1 14 2 13 615 0 9 10 4 5 3

s

12 1 10 15 9
10 15 4 2 7
9 14 15 5 2
4 3 212 9

2 6 13 3 414 7 5 11
12 9 11314 011 3 8
8 12 0 410 1 13 11 6
515 10 11 14 1 7 6 0 8 13

W U1 ®©
N o O

s,
4 11 2 14 15 0 8 13 3 12 9 7 5 10

13 011 7 4 9 1 10 14 3 5 12 2 15
1 411 13 12 3 7 14 10 15 6 8 0 5
6 11 13 8 1 4 10 7 9 5 0 15 14 2

P o oo
N O =

—_
N

&
13 2 8 4 61511 110 9 3 14 5 0 12 7

11513 810 3 7 412 5 6 11 0 14 9 2
711 4 1 912 14 2 0 6 10 13 15 3 5 8
2 114 7 410 8 13 15 12 9 0 3 5 6 11

Phép hoan vi Ptrong so d6 cia ham £ dugc cho bdi bang & trang
sau day. Nhu vay, ham £ da dugc xac dinh hoan toan. Chd y rang
cachop S,,..., S, 1a phan quan trong nhat trong viéc bao ddm tinh bi
mat caa hé ma DES.

P
16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 8 24 14
32 .27 3 9
19 13 30 6
22 11 4 25
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S0 do thudt toan G tao cac tirkhoa K,,....K,,:

Khoa K
\L So d6 thuat toan G
PC-1
G D,

Cis Dis %@% Kis

Thuat toan G tao ra cac tir khoa K,..., K, tt khoa mat ma K duoc
thuc hién theo so d6 thuat toan mé ta 6 trén. Khoa mat ma K'1a mot
tir 56 bit, ta chia thanh 8 doan, méi doan 7 bit, ta thém cho médi doan
7 bit 36 mot bit tht tinh chdn 18 vao vi tri cudi dé dudc mot tir 64
bit, ta van ky hiéu la K, tit méi K'nay la tir xudt phat cho qua trinh
tinh toan cta thuat toan G (nhu sé thay vé sau, cac bit thit tinh chén
1é ma ta thém vao chi dugc diung dé phat hién sai trong timg doan
bit ciia khoa chit thuc t&€ khong tham gia vao chinh qua trinh tinh
toan cua G).
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Trudc tién, thuat toan PC-1 bién K thanh mot tir 56 bit ma ta
chia thanh hai ntta G,D, , mdi nta c6 28 bit. Phép hoan vi PC-1 duoc
xac dinh bdi bang sau day (chd y la trong bang khong c6 cac s6
8,16,24,32,40,48,56,64 1a vi tri cta nhung bit dugc thém vao khi hinh
thanh tit méi K). Nhé rang theo qui uc ctia phép hoan vi, bit tha
nhat ctia PC-1(x) 1a bit thit 57 cda x, bit thit hai cta
PC-1(x) 1a bit th@ 49 cta x, v.v...

PC1
57 49 41 33 25 17 9
1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15
7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4

V&imoéi i=1,2,...16, LS:1a phép chuyén dich vong sang trdi, Chuyén
dich mot vi tri néu 7= 1,2,9,16, va chuyén dich hai vi tri véi nhiing
gia tri 7 con lai.

Cu6i cung, phép hoan vi PC2 bién mdi tir 56 bit CD, (i =1,2,...16)
thanh tir 48 bit K; theo bang dudi day:

PC2
14 17 11 24 1 5
3 28 15 6 21 10
23 19 12 4 26 8
16 7 27 20 13 2
41 52 31 37 47 55
30 40 51 45 33 48
44 49 39 56 34 53
46 42 50 36 29 32

Nhu vay, ta da mo ta ddy dd qué trinh tinh toan cta thuat toan G
dé tir khoa ma ban dau K thu dugc céac tit khoa X ,..., K, cung cap
cho thuét toan £ va tit d6 cho toan bo thuat toan lap mat ma DES.
Ta chd y rang méi K, c6 48 bit déu do hoan vi 56 bit (c6 bo bét 8 bit)
cia K'ma thanh, do @6 c6 thé cho truc tiép bang cach cho cac bang
mo ta cac phép hoan vi d6. Ban doc c6 thé tim doc 16 bang tng véi
16 K; d6 trong sach ctia D.R. Stinson (c6 trong phan Sach tham
khio).

Véi viéc trinh bay so d6 khai quat ciing vdi cac bang, cac so
dé cta cac thuat toan phuy, ta da hoan thanh viéc giGi thiéu thuat
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toan lap mat ma é cua hé mat ma DES, chota y= & (Kx ) voi
moi khoa K'va ban rd x.

Thuat toan giai ma ¥) cho ta x =9 (K ,y ), dugc thuc hién
bang cting mot qua trinh tinh todn nhu qua trinh lap ma, chi khac la
thit tu duing cac K; dugc dao ngugc lai theo thi tu K, Kis, ..., K.

C6 thé thuc hién thit cac thuat toan lap ma va giai ma ké trén
v6i thi du sau day: Cho K'va xla

K=12695BC9B7B7F8

x = 0123456789 ABCDEF,
§ day cac s6 dugc viét theo co s6 16 (hexadecimal), méi ky tu thay
cho 4 bit. Ban ma y tuong ting sé 1a

¥ = 85E813540F0AB405.

3.4.3. Cac cach dung DES.

Nam 1981, NBS cong bd cac chudn xu 1y thong tin lién bang
c6 lién quan dén DES, trong d6 da hgp thuc hoa bon cach dung DES
trong thuc t€ la cac cach: ECB (electronic codebook mode), CFB
(cipher feedback mode), CBC ( cipher block chaining mode) va OFB
(output feedback mode).

ECB la cach st dung thong thudng va don gidn cta DES. Vé6i
cach st dung d6, ta chia ban rd (la mot day bit) thanh ting khdoi 64
bit x = x,x,....x, , va dung cung mot khoa K dé ma cac khoi d6 réi
ghép lai dé dugc ban ma y= y,s... V,, trong do y,= ex (x;).

V6i cach dung CFB, dé€ duge khoi ma y, ta dung DES cho
khong phai x; ma lacho x@y,, ticlacod y, = ex(xDy,,) voi moi
i>1.

Trong hai cach CBC va OFB, ta dung DES d€ tao ra mot dong
tir khod z...2;...., r6i sau d6 lap ma y;= x; & z; (1 > 1). Dong khoa
Z...Z.... trong cach CBC dugc xac dinh béi

z, = K*(la mét tir 64 bit dugc chon tir khoa K),
z; = ex(24); .
con trong cach OFB duoc xac dinh boi
Jo=K*
z; = ex(Via)
Vi = x@ z (1 21).
Trong thuc t&, cdc cach ECB va CBC dudc nhiéu ngan hang dung
lam chu&n mat ma ctia minh, con cac cach CFB va 0B thudng duoc
dung ca vdi cac muc dich xac nhan.

3.4.4. V& tinh an toan va viéc tham ma d6i véi DES.
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1. Vé tinh an toan bao mat cua DES. Sau khi DES dugc cong
b6 nhu mét chuan chinh thitc cho truyén tin bdo mat ctia qudc gia,
nhiéu van dé vé tinh an toan va kha nang bao mat cua DES dugc
dat ra va nhiéu bién phdp thdm ma cing dugc nghién cttu, trong
sudt hon hai mudi ndm qua va cho dén nay.

Ta chi y rang trong cau trdc cta thuat toan DES, § méi vong
lap déu c6 cac phép chuyén dich va thay thé xen ké lién tiép nhau,
c6 tac dung ting thém do bao mat cua mat ma. Thuat toan DES noi
chung dap tng cac yéu cAdu ma NBS dé ra tit diu cho mot chudn
mat ma, va do d6 yéu t6 bao mat chu yéu tap trung vao viéc gitt bi
mat ctia khod, hay noi cach khac, tham ma chd yéu phai 1a phat hién
khoa dugc st dung. Trong cac khau cda so d6 DES thi cac yéu t&
phi tuyén duy nhat ndm & cac hop S,..., §. Ngudi ta khong biét
ngudi thiét k& cac hop do da cho ching theo nhiing tiéu chuan nao,
va Cuc an ninh qudc gia NSA ¢6 cai vao d6 nhiing “ctia sdp” nao
khong; nhung sau nhiéu c6 géng tham ma khong thanh cong, nguoi
ta da cong b6 mot s6 cac tiéu chuan chon cac hop S,,..., § nhu sau:

1. Mbi hang ctia mot hop 5, phéi la mot hoan vi cta 0,1,...,15;

2. Khong moét hop S nao 1a mot ham tuyén tinh hay apphin
d6i véi cac dau vao cta no;

3. V6i mbi hop S, viéc thay d6i mot bit & dau vao gay ra su
thay d6i it nhat hai bit § dau ra cta no;

4. Néu hai tit vao cia mot hop S giéng nhau 6 hai bit dau
va hai bit cu6i, thi hai tu ra phéi khéc nhau & hai bit;

5. Néu hai tit vao cia mot hop S, khac nhau & hai bit dau va
giong nhau & hai bit cudi, thi hai tir ra phai khac nhau;

6. VOi mdi hop S, néu ta ¢ dinh gia tri mot bit vao va xét
gia tri cda bit ra & mot vi tri nao do, thi s6 cac tir vao tao ra gia tri 0
va s0 cac tit vao tao ra gia tri 1 & cungvi tri d6 phai xdp xi bang
nhau.

No6i chung, 36 bdo mat cta DES da dudc thir thach qua hon
hai muoi ndm st dung va dugc ching té 1a tin cay. Cac phuong
phap tham ma, tuy da dugc tim kiém kha nhiéu, nhung gan nhu
khong tranh dugc do phic tap ctia cach tim thuong la duyét toan
b9, ma theo cach nay thi di1 1a tham ma theo kiéu “biét ca ban 15” ta
cting phai duyét qua 2° khod c6 thé c6, diéu d6 doi hdi mot lugng
tinh toan khéng 16 khé ma khic phuc ndi !

Vé viéc tham ma doi voi DES.

Hé ma chudn DES c6 thé xem 1a hé ma dau tién dugc dung
ph6 bién mot cach rong rai khong chi trong mot quoc gia ma ca trén
pham vi toan thé gidi, toan bo cau tric thuat toan dugc cong bo

N . ? ~ A ~ < 2. ~ A P ? A A
cong khai, ca phép lap ma va giai ma, tham chi cac san pham phan
cting cfing nhu phan mém cua n6 dudc thuong mai hoa; do do bi
mat cta thong tin dudc truyén di chi con ndm & chia khoa dugc

89



chon, d6 1a moét tir 56 bit. Viéc tham ma d6i véi DES da hap dan
nhiéu nha todn hoc va chuyén gia mat ma nghién ctu, dé xuit
nhiéu phuong phap khac nhau. Ngoai phuong phéap “duyét toan
b0” nhu ndi trén, ngudi ta da dé xudt mot s6 phuong phéap khac,
nhu:

- phuong phap phan tich d6 chénh léch (differential analysis)
do Biham va Shamir dé xudt nam 1990,

- phuong phap phan tich lién quan dén khoa, do Biham dé
xuat vao khaong 1992-1994,

- phuong phép phan tich tuyén tinh, do Matsui dua ra ndm
1993-1994,

- phuong phap phan tich chénh léch-tuyén tinh, do Langfort
va Hellman dwa ra ndm 1994,

- V...

Céac phuong phap nay déu chtta dung nhiéu y tudng sau séc
va tinh t&, nhung van doi hdi nhitng khoi lugng tinh toan rat 1on,
nén trong thuc t& van chi diing lai § nhitng minh hoa tuong d6i don
giadn chtt chua dugc st dung thuc su.

90



CHUONG IV
Cac hé mat ma khoa cong khai

4.1. Gi6i thiéu mé dau.

4.1.1. Su ra doi caa mit ma khoa cong khai.

Trong chuwong I ta da gidi thiéu qua dinh nghia cta cac khai
niém hé mat ma khoa doéi xing va hé mat ma khoa cong khai. Su ra
doi ctia khai niém hé mat ma khoa cong khai 1a mot tién bo c6 tinh
chat budc ngodt trong lich st mat ma néi chung, gan lién véi su
phat trién ctia khoa hoc tinh toan hién dai. Nguoi ta co thé xem thoi
diém khdi ddu ctia budc ngodt d6 1a su xuat hién y tudng ctia W.
Ditfie va M.E. Hellman dudc trinh bay vao thang sau ndm 1976 tai
Hoi nghi quéc gia hang ndm cua AFIPS (Hoa ky) trong bai
Multiuser cryptographic techniques. Trong bai do, cung véi y
tudng chung, hai tic gia ciing di dua ra nhiing thi du cu thé dé
thuc hién y tudng d6, va méc du cac thi du chua c6 y nghia thuyét
phuc ngay d6i véi tac gia, thi y tudng vé cac hé mat ma khoa cong
khai cling da rat o rang va c6 stc hap dan doi v6i nhiéu ngudi. Va
ngay sau do, cong viéc tim kiém nhiing thé hién cu thé c6 kha ning
ting dung trong thuc t¢' da bat dau thu hat s quan tdm cta nhiéu
chuyén gia. MOt ndm sau, nam 1977, R.L. Rivest, A. Shamir va L.M.
Adleman dé xuat mot hé cu thé vé mat ma khoa cong khai ma do
an toan ctia hé¢ dua vao bai toan kho “phan tich s6 nguyén thanh
thita s6 nguyén t6”, hé nay vé sau trd thanh mot hé néi tiéng va
mang tén 1a hé RSA, dugc st dung rong rai trong thuc tién bdo mat
va an toan thong tin. Cung vao thdi gian d6, M.O. Rabin ciing dé
xudt mot hé mat ma khoa cong khai dua vao cung bai toan s6 hoc
kho noi trén. Lién ti€p sau do, nhiéu hé mat ma khoa cong khai
dugc dé xuat, ma kha ndi tiéng va dugc quan tam nhiéu 1a cac he:
hé McEliece duoc dua ra nim 1978 dua trén d6 NPkho cta bai
toan giai ma do6i v4i cac hé ma cyclic tuyén tinh, h¢ Merkle-
Hellman dua trén tinh NP day du cta bai toan xép ba 16(knapsack
problem), hé¢ mat ma ndi tiéng ElGamal dua trén d6 kho cta bai
toan l6garit rdi rac, hé nay vé sau dugc mé rong dé phat trién nhiéu
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hé twong tu dua trén do kho cta cac bai toan tuong tu 16garit 1di rac
trén cac cdu trdc nhém cyclic hitu han, nhém cac diém nguyeén trén
dudng cong eliptic, v.v... D& ting d6 bao mat, hé mat ma ElGamal
con duing v6i tu cach dau vao cho thuat toan 1ap mat ma cta minh,
ngoai khoa cong khai va ban rd, mot yéu t6 ngau nhién dugc chon
tuy y, diéu d6 lam cho hé mat ma trd thanh mot hé mat ma xac suat
khoa cong khai. Mot s6 hé mat ma xac sudt khoa cong khai cing
dugc phat trién sau d6 bdi Goldwasser-Micali va Blum-
Goldwasser. T4t ca cac hé mat ma khoé cong khai ké trén sé dudc
trinh bay trong chuong nay cting v6i mot s6 tinh chat lién quan cta
chung.

4.1.2. Mot s6 bai toan co ban.

Sau day ta sé nhac lai mot s6 bai toan s6 hoc dugc stt dung
dén khi xay dung cac hé mat ma khoa cong khai nhu noi G trén.
Céc bai toan nay phan 16n da dugc trinh bay trong chuong II, mot
s6 dugc phét trién thém cho cac tng dung truc tiép khi xay dung
cac hé ma cu thé, ta liet ke dudi day mot lan d€ thuan tién cho céc
chi dan vé sau.

Bai toan phén tich s6 nguyén (thanh thua sé nguyén to):
Cho s6 nguyén duong n, tim tat ca cac udc s6 nguyén t6 cua
no, hay la tim dang phan tich chinh tic cda n = p.pf...p%*, trong

do p;la cac s6 nguyén td tung cdp khac nhau va cac ;> 1.

Bai toan nay co lién hé mat thiét v6i cac bai toan tha tinh
nguyén t6 hay tht tinh hgp s6 cdla mot s6 nguyén, nhung véi
nhing gi ma ta biét dén nay, né6 dudng nhu kho hon nhiéu so véi
hai bai toan thit tinh nguyén 6 va tinh hgp s6.

Trong ly thuyét mat ma, bai toan nay thudng dugc st dung
vOi cac du liéu n la s6 nguyén Blum, tic cac s6 nguyén duong co
dang tich cta hai s6 nguyén t6 16n nao do.

Bai toan RSA (Rivest-Shamir-Adleman) :
Cho s6 nguyén duong n la tich ctia hai s6 nguyén t6 1é khac
nhau, mot s6 nguyén duong e sao cho ged(e ¢ (1)) =1, va mot s6

nguyén c¢; im mot s6 nguyén m sao cho m°= c(modn).

Diéu kién gcd(ed (n)) =1 bdo dam cho viec v8i mbdi s6
nguyén c € {0,1,..,n -1} c¢6 dung moét s6 m € {0,1,...,n -1} sao cho
m®= c(modn).

D2 thay rang néu biét hai thita s6 nguyén t6 cta n, tic la biét
n=p.qg thisé biét ¢ (n) = (p-1)(g-1), va tir 46, do ged(e ¢ (n)) =1 sé
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tim dudc d =e'modé¢ (n), va do d6 sé im dugc m =c“ modn. Nhu
vay, bai toan RSA c6 thé qui dan trong thdi gian da thic vé bai toan
phan tich s6 nguyén. Tuy rang cho dén nay chua c6 mot ching
minh nao cho viéc qui dan ngugc lai nhung nhiéu ngudi van tin
rang hai bai todn d6 l1a tuong duwong v6i nhau vé do phtc tap tinh
toan.

Bai toan thdng dwr bac hai :

A A A 2 N A N A ~ A
Cho mot s6 nguyén le n 1a hop so6, va mét s6 nguyén a €/,,

tap tAt ca cac s6 a co ky hiéu Jacobi

E] =1. Hay quyét dinh xem a c6
n
la thang du bac hai theo modnhay khong?

Trong ly thuyét mat ma, bai toan nay cting thuong dudc xét
vi truong hop nla s6 nguyén Blum, tic n1a tich cta hai s6 nguyén
t6 pva g, n=p.q. Ta chi y rang trong trudng hop nay, néu a €/, ,
%] =1, diéu kién
ndy c6 thé thit dugc dé dang vi né tuong duong véi diéu kieén a®-
V2= 1 (modp). Nhu vay, trong trudng hgp nay, bai toan thang du
bac hai c6 thé qui dan trong thdi gian da thic vé bai todn phan tich
s6 nguyén. Mat khac, néu khong biét cach phan tich n thanh thira
s6 nguyén t6 thi cho dén nay, khong c6 cach nao giai dugc bai toan
thing du bac hai trong thoi gian da thic. Diéu d6 cung c6 thém
niém tin rdng bai toan thing du bac hai va bai toan phan tich s&
nguyén la c6 do kho tuong duong nhau.

thi ala thiing du bac hai theo modn khi va chi khi

Bari toan im cdn bdc hai modn :

Cho mot s6 nguyén 1é n la hgp s6 Blum, va mot s6 a €Q, ,
tac a la mot thang du béac hai theo modrn . Hay tim mot can bac hai
cta a theo modn, titc im x sao cho x’= a (modn).

Néu biét phan tich n thanh thira s6 nguyén t6, n =p.q , thi
bang cach giai cac phuong trinh x’= a theo cdc modp va modg, 16i
sau d6 két hgp cac nghiém cta ching lai theo dinh 1y s6 du Trung
quoc ta sé dugc nghiém theo modn , tic la cin bac hai cta a theo
modn can tim. Vi mdi phuong trinh x’= a theo modp va modg c6
hai nghiém (twong tng theo modp va modg ), nén két hop lai ta
dudc bon nghiém, titc bon cin bac hai cia a theo modn. Ngudi ta
da tim dugc mot s6 thuat toan tuong do6i don gian (trong thoi gian
da thitc) giai phuong trinh x’= a (modp) véi p la s6 nguyén to.

94



Nhu vay, bai toan tim cin bac hai modn c6 thé qui dan trong thoi
gian da thuc vé bai toan phan tich s6 nguyén. Nguoc lai, néu ¢
thuat toan £ gidi bai toan tim cin bac hai modn thi ciing c6 thé xay
dung mot thuat toan giai bai toan phan tich s6 nguyén nhu sau:
Chon ngau nhién moét s6 x véi ged(xn) =1, va tinh a =xX'modn.
Diing thuat toan £ cho a dé tim mot cin bac hai modn caa a. Goi
can bac hai tim dugc d6 1a y. Néu y = +x (modn), thi phép thit coi
nhu that bai, va ta phai chon ti€p mot sd x khac. con néu y # +x
(modn), thi gcd(x-y, n) chic chan 1a mot wdc s6 khong tim thuong
ctia n, cu thé 1a phay 1a g. Vi nn¢6 4 can bac hai modn nén xac suat
ctia thanh cong ¢ mdi 1an thir 1a 1/2, va do d6 s6 trung binh (ky
vong toan hoc) cac phép thit dé thu dugc mot thita s6 p hayg cta n
1a 2, tir do ta thu dugc mot thuat todn giai bai toan phan tich s6
nguyén (Blum) v§i thdi gian trung binh da thac. Tom lai, theo mét
nghta khong chit ché 1dm, ta c6 thé xem hai bai toan phan tich s6
nguyén va tim can bac hai modnla kho tuong duwong nhau.

Bai toan I6garit roi rac :
Cho s6 nguyén t6 p, mot phan tit nguyén thuy « theo modp

(hay «la phan tt nguyén thuy ctia Z;), va mét phan ta # e Z; . Tim
s6 nguyén x (0< x< p- 2) sao cho o= #(modp).

Trong muc 2.4.3 ta da gidi thiéu qua bai toan nay, va biét
rang trong trudng hdp chung, cho dén nay chuwa c6 mot thuat toan
nao giai bai toan nay trong thoi gian da thic.

Bai toan nay cting dudc suy réng cho cac nhom cyclic htu
han nhu sau:

Bari toan logarit roi rac suy rong :

Cho mot nhém cyclic httu han G cdp n, mot phan ti sinh
(nguyén thuy) @ ctia G, va mot phan t& £ € G. Tim s6 nguyén x (0<
x<n-1)saocho a*=p.

Céc nhom dugc quan tAm nhiéu nhat trong ly thuyét mat ma
1a: nhém nhan ctda trudng hitu han GF (p) - d:—f?mg cdu v6inhom Z;

cta trudng Z, nhém nhan F), cua trudng hiru han GF (2”), nhom

nhan Z; ={a:0<a<n-1gcd(a,n) =1} cta truong 7, v6i nla hop s,
nhém gém cac diém trén mot dudng cong elliptic xac dinh trén mot
truong huu han, v.v...

Bai toan Diffie-Hellman :
Cho s6 nguyén t6 p, mot phan tit nguyén thuy « theo modp
(tiic phan tu sinh clia Z7), va cac phan t a® mod p va o’ mod p.
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Hay tim gia tri «® mod p.

C6 thé chitng minh dugc ring bai toan Diffie-Hellman qui
dan dugc vé bai toan 16garit rdi rac trong thoi gian da thic. Thuc
vay, gia st c6 thuat toan £ gidi bai toan l6garit rdi rac. Khi d6, cho
mot bo dit liéu vao caa bai toan Diffie-Hellman gém p, a, a® mod p
va a’mod p; trudc hét dung thuat toan £ cho (p, a ,a*mod p) ta
tim dugc a, va sau d6 tinh dugc a® mod p =(a”)* mod p. Ngudi ta
cing chung minh duwgc hai bai toan logarit rdi rac va Diffie-
Hellman 14 tuong duong vé mit tinh toan trong mot s6 trudng hop,
vi du p-11a Bmin v6i B= O((Inp)°),cla hang s6.

Tuong tw nhu v&i bai toan 16garit rdi rac, ta ciing ¢ thé dinh
nghia cac bai toan Diffie-Hellman suy réng cho cac nhoém cyclic
htu han khac.

Bai todn téng tip con (hay bai toin KNAPSACK)
Cho mot tap cac s6 nguyén duong {a,,a,,..,a,} va mot so

nguyén duong s. Hay xac dinh xem c6 hay khong mét tap con cac a;
ma téng cta ching bing s. Mot cach tuong duong, hay xac dinh
xem cO hay khong cac x; €{0,1} (1< 7<n) sao cho Zin:lai X, =S.

Bai toan nay la mot bai toan NP- day du, tic 1a thudce 16p
nhiing bai todn khé ma cho dén nay chua tim dugc thuat toan giai
chung trong thoi gian da thuc !

Bai todn gidi ma doi voi mad tuyén tinh :

Ma tuyén tinh 1a mot 16p ma truyén tin c6 tinh chat tu sta
sai dugc st dung trong ky thuat truyén tin s6 hoa. Khong di vao
chi tiét cta 16p ma nay, ta c6 thé phat biéu truc tiép bai toan gidi ma
d6i v6i ma tuyén tinh nhu sau:

Cho mét ma tran cap nxm A=(a;) gébm cac thanh phan 1a 0
hodc 1, mot vectd y =(y,, Vs, ..., V) Cac gia tri 0 va 1, va mot s6 nguyén
duong K. Hdi: c6 hay khong mot vectd x =(x;, ..., x,) gdm cac s6 0
hodc 1 va c6 khong nhiéu hon K's6 1 sao cho v8i moi j (1< < m):

n
> x.a;=Yy;(mod2) ?
i=1
Chu y rang & day, x1a vecto thong tin, va y1a vectd ma, phép giai
ma la tim lai xkhi nhan dugc y, bai toan nay tiéc thay lai la mot bai
toan kho; Berlekamp, McEliece va Tilborg nam 1978 da chiing minh
no thuodc 16p cac bai toan NP- day da !
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4.2. Hé mat ma khoa cong khai RSA.
4.2.1. M6 ta hé mat ma RSA.

So @6 chung ctia hé mat ma khoa cong khai dugc cho bdi

= (P,C K, 6,9) (1)

trong d6 & 1a tap ky tu ban 15, ¢ 1a tap ky tu ban ma, %' 1a tap cac
khoa K, méi khoa K goém c6 hai phan K =(K,K"), K' la khoa cong
khai danh cho viéc 1ap mat ma, con K" 1a khoa bi mat danh cho viéc
giai ma. V6i mbi ky tu ban 15 xe &, thuat toan lap ma & cho ta ky
tu ma twong tng y =& (K', X) € € va v6i ky tu ma y thuat toan giai
ma 9sé cho ta lai ky tu ban 16 x: 2(K",y) = P(K", §(K', X)) =x.

bPé xday dung moét hé mat ma khoa cong khai RSA, ta chon
trudc mot s6 nguyén n =p.q la tich cta hai s6 nguyén t6 16n, chon
mot s6 esao cho ged(e, ¢ (n)) =1, va tinh s6 d'sao cho
e.d=1(mod¢ (n)).
Mbi cip K =(K,K"), v6i K' =(n,€) va K" = d s& 1a mot cdp khoa cta
mot hé mat ma RSA cu thé cho mot nguoi tham gia.

Nhu vay, so d6 chung cta hé mat ma RSA dugc dinh nghia
bdi danh sach (1), trong d6:
P =€ =7, trong d6 nla mot s6 nguyén Blum, tic 1a tich
cta hai s6 nguyén t6;
H ={K=(K,K"): K =(,e) vaK" =d, gcd(e ¢ (n)) =1,
e.d=1(mod¢ (n))};

& va 9 dugc xac dinh boi:
S(K', X) = xX*modn, véimoi x e?,
P(K",y) = y*modn, véi moi y e €.

Pé chiing t6 dinh nghia trén 1a hop thiic, ta phai ching minh ring
vGi moi cdp khoa K=(K",K"), va moi x €&, ta déu cd

PK", (K'Y X)) =X.
Thuc vay, do e.d= 1(mod¢ (n)) ta c6 thé viét e.d = t.¢ (n) +1. Néu x
nguyén t6 v6i n, thi dung dinh ly Euler (xem 2.1.3) ta c6

DK, (K %)) = x* =x0 =x¥™ x (mod n) = x.

Néu x khong nguyén t6 véi n, thi do n=p.g, hodc x chia hét cho p
va nguyén t6 vi g, hodc x chia hét cho ¢ va nguyén t6 vdi p, va
$ (1) =(p-1).(g-1),trong ca hai trudng hgp ta déu co

XY =x (mod p),

X% = x (mod q);
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tir d6 suy ra x¥™* =x(mod n), titc (K", & (K, X)) =x.

Thi du: Gid st chon n=p.q=2357.2551 = 6012707, taséco ¢ (n)=
(p -1).(g -1)=2356.2550 = 6007800. Chon e = 3674911, va tinh dugc
d = 422191 sao cho e.d = 1(mod¢ (n)). Mot ngudi dung A c6 thé
chon khoa cong khai la K'=(nn=6012707, e = 3674911) va git khoa bi
mat K"=d=422191. Mot d6i tac B mudn gti cho A mot thong bao

x =5234673, s¢ dung khoa cong khai dé€ tao ban mat ma y =x° =
5234673*""'"mod6012707 = 3650502. A nhan dudc y, gidi ma sé
dugdc ban rd x =3650502"*"""mod 6012707 =5234673.

4.2.2. Thuc hién hé mat ma RSA.

Pé thuc hién hé mat ma RSA cho mot mang truyén tin bao
mat, ngoai viéc xay dung cac chuong trinh tinh toan ham & (v6i
tham bién dau vao 1a n,eva x) va ham & (v6i tham bién dau vao la
n,dva y), ta con phai chon cho méi ngudi tham gia mot bo (n,e,d)
dé tao cac khoa cong khai K’ va khoa bi mat K”. Hé ma ctia méi
ngudi tham gia chi c6 kha ndng bao mat khi n=p.gla s6 nguyén rat
16n (va do d6 p,g cling phai 1a nhiing s6 nguyén t6 rat 16n); rat 16n
c6 nghia 1a p,g phai c6 biéu dién thap phan ¢ hon 100 chit s6, do
d6 n c6 ¢d hon 200 chir s6 thap phan, hay n>10*!

Tinh toén céc s6 ed, hay thuc hién cac ham &, 9, déu chua
yéu la thuc hién cac phép tinh s6 hoc trén céc s6 nguyén rat 1on; vé
van dé nay trong may chuc ndm qua, khoa lap trinh may tinh da dé
xuat nhiéu chuong trinh may tinh lam viéc rat c6 hiéu qua, ta c6 thé
tham khado dé st dung khi thuc thi cic hé mat ma RSA ciing nhu
nhiéu hé mat ma khac.

4.2.3. Tinh bdo mit cua mit ma RSA.

Bai toan tham ma (khi chi biét ban ma) d6i voi mat ma RSA
1a: biét khoa cong khai K'=(r1,€), biét ban ma y =x° modn, tim x. Bai
toan nay chinh la bai toan RSA dugc trinh bay trong muc 4.1.2.
Trong muc d6 ta da ching t6 rang néu biét hai thita s6 p,g ctia n thi
d& tim dugc xtir y, va néi chung c6 bing chiing dé coi ring bai todn
RSA (hay bai toan tham ma RSA) la c6 d6 kho tuong duwong v6i bai
toan phan tich s6 nguyén (Blum) thanh thira s6 nguyén t6. Do d6,
gitr tuyét mat khoa bi mat d, hay giu tuyét mat cac thita s6 pq, la
c6 y nghia rat quyét dinh dén viéc bao vé tinh an toan cia hé mat
ma RSA.

Mot mang truyén tin bdo mat s&t dung sd d6 cac hé mat ma
RSA dudc xem la an toan, néu tuadn tha cac diéu kién co ban: méi
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ngudi tham gia phai doc lap lua chon cac tham s6 n, ed cua riéng
minh, chon 11 cling c6 nghia la chon cac thita s6 p,g cda n (n=p.q),
va do c6 p,g nén tinh dugc ¢ (n) = (p-1).(g-1), va tt d6 tim duogc
ed twong d6i dé dang; nhung cing chinh vi vay ma sau khi da
chon thi mdi nguoi tham gia phai gitt tuyét doi bi mat cac gia tri
2.9, d, chi cong bo khoa cong khai (11,€) ma thoi.

Tuy nhién, d6 la diéu kién chung, con trong thuc t& van co
thé con nhiéu so hd ma nguoi tham ma co thé 1oi dung dé tan cong
vao tinh bao mat cua cac hé ma RSA kho ma ludng trudc hét dugc;
sau day 1a mot s6 trudng hop don gian da biét ma ta can chi y:

1.Dung méduyn n chung. Gia st c6 hai ngudi tham gia A va
B cung st dung mot méduyn chung n trong khoa cong khai cda
minh, Chﬁng han A chon khoa cong khai (1,€) va giu khoa bi mat d,
B chon khoa cong khai (n,a) va giu khoa bi mat 5. Mot ngudi tham
gia thit ba C glti mot van ban can bdo mat x dén ca A va B thi dung
cac khod cong khai néi trén d€ giii dén A ban mat ma y =x‘modn
va gtii dén B ban mat ma z =x*modn. Ta sé& ching td ring mot
nguoi tham ma O co thé duwa vao nhung thong tin nea,y,z trén
duong cong khai ma phat hién ra ban 16 xnhu sau:

a. Tinh c= e'moda,

b. Sau dé tinh A= (ce-1)/a,

c. Vatadugc x=y* (2")" modn.

Thuc vay, theo dinh nghia trén, ce -1 chia hét cho a, va ti€p theo ta
co: ¥ (2" modn= x*.(x** V) modn =x*.(x*") " modn =x. Nhu
vay, trong truong hgp nay viéc truyén tin bao mat khong con an
toan nita. Vi vy, ta cAn nhé khi ding cac hé RSA d€ t6 chitc mang
truyén tin bdo mat, can tranh dung moéduyn n chung cho cic ngudi
tham gia khac nhau!

2. Diing s6 mi Iap ma e bé. P& cho viéc tinh toan ham lap
ma dugc hiéu qua, ta dé c6 xu huéng chon s6 mii e cia ham lap ma
la mot s6 nguyén bé, ching han e =3. Tuy nhién, néu trong mot
mang truyén tin bdo mat ding cac h¢ mat ma RSA, néu c6 nhiéu
ngudi cung chon s6 mii 1ap ma e bé giong nhau thi sé c6 nguy co bi
tdn cong bdi viec tham ma nhu sau : Gid st c6 ba ngudi tham gia
chon ba khoa cong khai la (2, e), (1, e), (1, €) vGi cung s6 mu e =3.
Mot ngudi tham gia A mudn ghi mot thong bao x cho ca ba ngudi
d6, va d€ bao mat, glri ban ma ¢, = ¥modn, cho ngudi tha i Ba
moduyn 1,14 khac nhau, va c6 phan chic 1a ting cdp nguyén t6 véi
nhau. Mot ngudi tham ma c6 thé dung dinh 1y s6 du Trung qudc dé
tim mot s6 m (0< m < mn,n;) thod man
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m=c, mod n,

m=c, modn,

m=c, modn,
Vi x< n,, nén x* <ninynz , do d6 at c6 m=x°. Vay la ta da dua dudc
bai toan tim cdn bac ba theo nghia déng du modn, vé bai toan tim
can bac ba theo nghia s6 hoc thong thudng: tim cin bac ba cta m ta
dudc x, tiic dudc ban rd!

Véi nhitng ly do khac, ngudi ta da c6 nhitng bing chiing dé
chiing t6 rang hé RSA cling khong bdo ddm an toan néu ta dung
cac khoa c6 s6 mil gidi ma d'la s6 nguyén bé, du rang khi d6 thuat
toan gidi ma c6 lam viéc hiéu qua hon. Vi thé, khi st dung cac heé
mat ma RSA, d€ bao dam an toan ta nén chon céc s6 mil e va dla
nhting s6 nguyén 16n, c6 kich ¢d 16n gan nhu ban than s6 n.

3. Loi dung tinh nhan cua ham Idp ma. Ta cht y er\ng ham
lap ma £ (x) = x“modn c6 tinh nhan (multiplicative property), nghia
1a £(x.p) = £(¥).£(y). Dua vao tinh chat do, ta thay rang néu cla mat
ma ctia ban 16 x, thi T=cu®modn sé la mat ma cta ban 16 xu. Do
do, khi lé{y dudc ban mat ma c, dé phat hién ban ro x nguoi tham
ma c6 thé chon ngiu nhién mot s6 u rdi tao ra ban ma ¢ ,va néu
ngudi tham ma c6 kha ning thim ma theo kiéu « c6 ban ma dugc
chon » (xem 1.5.1), tic c6 kha ning v&i € dugc chon tim ra ban rd
tuong tng 1a X=xu ,thi ban rd g6c can phat hién s& la x
=X.u"'modn. T4t nhién, kha ning ngudi tham ma c6 ning luc giai
quyét bai toan tham ma theo kifu c6 ban ma dugc chon 14 rat hiém,
nhung dau sao day ciing la mot trudng hgp ma van dé bao mat dé
bi tan cong, ta khong thé khong tinh dén dé tim cach tranh!

4. Tan cong bang cach lip phép ma. Ta cting chd y rang ham
lap ma £ (x) = x“‘modn la moét phép hoan vi trén tap 2Z,={0,1,...,n-1},
do d6 v6i moi ¢ € Z, néu ta thuc hién lap phép lap ma dé duge

¢, =C,¢, =c®modn,c, =c modn,...,c, =c® modn,...
at sé tim dugc s6 & > 1 sao cho ¢, =¢* modn=c. Néu cla ban ma
ctia mot ban rd xnao d6, c =x‘modn, thi ngudi thim ma c6 thé xuat
phat tit ¢ thuc hién ldp phép lap ma nhu trén sé tim dugc s6 k> 1
bé nhat sao cho ¢, =c. Va khi d6 ta sé c6 s6 hang trudc do6 ¢, ,=x, la
ban rd can phat hién. Thuat toan vé hinh thic la kha don gian,
nhung hiéu qua thuc hién khong dang hy vong 1dm, vi s6 phép lap
can thuc hién néi chung c6 thé 1a rat 16n, & bing s6 cac phép hoan
vi trén 7, , tic 1a bang n!, v6i s6 n c6 khoang 200 chit s6 thap phan.
Trén thuc t&, phong theo thuat toan noi trén ta c6 thé dé dang c6
mot thuat toan phan tich n thanh thita s6 nguyén t6, ma mot thuat
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toan nhu vay lam viéc c6 hiéu qua thiét thuc, nhuw da trinh bay
trong mot phan trén, 1a chua co! Vi vay, nguy co bi thim ma bang
thuat toan don gidn noi trén doi vdi tinh an toan cta hé mat ma
RSA la khong dang ngai 1am.

5. Vé khd ndng che gidu cua ban mat ma. Mat ma, s6 di nod
gitt dugc bi mat, la do kha ndng che gidu thong tin ctia no, tic la
biét ban ma y kho long tim dugc thong tin nao dé phat hién ra ban
10 x. Mot cach tho thién, ta néi ban rd x1a khéng che gidu duoc qua
phép lap mat ma RSA ex (x) =x © modn, néu e (x) =x. N6i cach
khéc, x 1a khong che gidu dugc néu ban ma ctua x ciing chinh 1a x.
Tiéc rang v6i bat ky hé mat ma RSA nao ciing c6 nhing ban 1o
khong che giau dugc, d6 1a nhing ban 16 x = -1, 0, 1 modn (vi s6
mi e luon luon 1a s6 18). Ngudi ta chitng minh dugc réng néu n
=p.qg, thi s6 cac ban 16 x € Z, khong che gidu dugc 1a bang

(I+gcd(e-1, p-1)).(1+gecd(e-1, g-1)).

Vi e-1, p-1, g-11a céc s6 chdn, nén s6 do it nhat 14 9, nén mdi hé
RSA c6 it nhat 9 ban 16 khong che gidu dugc. Tuy nhién, thuong n,
va do d6 cad pva g, déu rat 16n, nén ty 1é cac ban 16 khong che giau
dugc noéi chung 1a bé khong dang ké, va do d6 kha niang gap cac
ban rd khong che gidu dugc khong tao nén mot nguy co dang ké
nao doi voi viéc dung cac hé mat ma RSA.

4.3. Hé mat ma khoa cong khai Rabin.

4.3.1. M6 ta hé mat ma Rabin.

So d6 hé mat ma khoa cong khai Rabin dugc cho bdi
S- (P CH.6,9),
trong d6: ¥ =C= Z,

7., trong d6 nla mot s6 nguyén Blum, n=p.q, v6i
pva gla hai s6 nguyén t6 c6 tinh chat p=3(mod4), g=3(mod4),
H={K=(K', K" :K =(nB), K"=(pq), 0<B<n-1},
cac thuat toan & va 9 dudc xac dinh bdi
6(K',x) = x(x+B) modn,
2
PK",p) = BT+ y —gmod n.

(ky hiéu cin bac hai sé dugc giai thich sau).
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Trong mot mang truyén tin bao mat v4i so d6 mat ma Rabin,
mobi ngudi tham gia chon cho minh cic yéu t6 n,Bpq dé lap nén
khod cong khai va khoa bi mat cia minh.

Ta chd y rang v6i mbi bo khoa K, cac thuat toan e, = &(K',.)
va d.= 9(K",.) khong lap thanh moét cip song anh, cu thé 14 e,,
khong phdi la mot don anh, vi néu wla mot can bac hai cta 1 theo

. B, B N L < LA .o
modn thi e, (vv(x+5) -E) = €, (x), ma ta c6 dén 4 cdn bac hai cua
1 theo modn ,tidc 1a ta c6 4 gia tri khac nhau ctia d6i s6 x cho ciing
mot gia tri e, ().

Bay gid noi dén thuat toan giai ma d,.= 9(K",.). bit C =
B*/4 +y, ta c6 dy. () =J/C —B/2modn, do d6 d€ c6 d,.(y), ta can
tinh ~/C modn, titc cdn gidi phuong trinh z%= C modn . Phuong
trinh d6 tuong duong v4i hé thong gom hai phuong trinh sau day:

z2=Cmod p, ?
z?=Cmodg.

b1 a1
Vi pva gla cac s6 nguyén t6 nén ta c6 C 2 =1lmod p,C 2 =1lmodq.

Theo gia thiét, p = 3(mod4) va q = 3(mod4), nén pTﬂva\qTHlé cac

sO nguyeén; va ta co
p+l g+l

(+C * )>=C(mod p), (+C * )*=C (mod q).

Do d6,phuong trinh z’= C modn , hay hé phuong trinh (2), c6 4
nghiém theo modn, twong ung véi 4 hé phuong trinh sau day :
z=C®*"*(mod p) z=C**?"* (mod p)
z=C" (modq) z=—C"“*(modq)

2=—CO*(mod p) [z=-CP?P"*(mod p)
z=C@" (mod q) z7=—C* (mod q)

Ca 4 nghiém cta 4 hé phuong trinh d6 theo modn déu dugc viet
chung dudi mot ky hiéu 14 /C modn, va vi vay thuat toan gidi ma
d,. () thuc €' sé cho ta 4 gia tri khac nhau theo modn ma ban 16 la
mot trong 4 gia tri d6. Viéc chon gia tri nao trong 4 gia tri tim dugc
lam ban 10 1a tuy thudc vao nhitng dic trung khac cta ban rd ma
ngudi gidi ma nhan biét (thi du ban rd6 dudi dang s6 phai c6 biéu
dién nhi phan la ma cda mot van ban tiéng Anh thong thuong).
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Thi du : Gid st n=77 = 7.11, B=9 (6 day p=7, g=11). Ta c6

e (x) = x* + 9xmod77,

de. () = J1+y—-43mod 77,
vi 2'=39mod77, 9.2" =9.39 =43mod77, B*=4mod77, B*/4 =1mod 77.
V6i x =44 ta c6 e, (x) = 44°+9.44 =2332 =22mod77, ban ma tuong
ting v6i x1a y = 22. Bay gid gidi ma v6i bdn ma y =22, bang tha tuc
noi trén ta c6 thé im duoc 4 gia tri cda /1+y =+1+22=+/23 theo
mod?77 1a 10,67,32,45, tit d6 4 gia tri c6 thé c6 cha d,. (y) 1a

d,. () = 44, 24, 66, 2.
Ban rd nam trong 4 gia tri 46, trong trudng hgp nay la 44.
4.3.2. Tinh an toan cua hé mit mi Rabin.

Trong dinh nghia ctia h¢ mat ma Rabin, khoa cong khai 1a
(n,B), khoa bi mat 1a (p,g) tiic la cdp thita s6 nguyén t6 cta nn. Nhu
vy, tinh an toan cta h¢ mat ma nam & viéc gitr bi mat cac thira s6 p
va g. Pinh nghia cta phép gidi ma ciing cho ta thay rang yéu t6 co
y nghia quyét dinh trong phép giai ma 1a viéc tinh cin bac hai cta
mot s6 theo modn. Trong muc 4.1.2 bai toan tim can béc hai theo
modn (v8i n1a hgp s6 Blum) da dugc chiing t6 1a c6 do kho tuong
duong v6i bai toan pha n tich n thanh thtta s6 nguyén t6. Vi vay,
bai toan giai ma doi voi hé mat ma Rabin, ciing la bai toan gitt bi
mat khoa bi mat (p,g), va bai toan phan tich s6 nguyén thanh thura
s6 nguyeén t6 la c6 do kho tuong duong nhau. Va do cang la yéu t6
bao dam tinh an toan ctia hé mat ma Rabin !

4.4. Hé mat ma khoa cong khai ElGamal.
4.4.1. M6 ta hé mat ma ElGamal.

Hé mat ma ElGamal dugc T. ElGamal dé xuat ndm 1985, dua
vao do phiic tap cta bai toan tinh l6garit rdi rac, va sau d6 da
nhanh chéng dudc sit dung rong rai khong nhiing trong van dé bao
mat truyén tin ma con trong cac van dé xac nhan va chit ky dién ta.

So @6 hé mat ma khoa cong khai ElGamal dudc cho béi
o= (L C K6, 9),

trong d6: $=2, C=Z xZ;,vGi pla mot s6 nguyeén td;
K=K=(K,KY):K=(pa,p, K'=a, f=a*modp},
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§ day a la mot phan tir nguyén thuy theo modp, tiic cla Z,.

Céc thuat toan lap ma e, = & (K',.) va giai ma d,.= 9 (K",.)
duoc xac dinh nhu sau: Vi mdi xe & =7, dé lap mat ma cho x
trude hét ta chon thém mot s6 ngau nhién k € Z, , rdi tinh:

y, =a mod p,

e.. (xk)= (v, v,), VOi
k)= 03 72) {yzzx.ﬁ"‘modp.

V6i moi s6 ngau nhién & bat ky, ta déu xem e,. (x.k) la mat ma caa
x. Va thuat toan giai ma duogc xac dinh béi

de (71, 72) = ¥,-(y7) " mod p.

Céc phép lap mat ma va giai ma dugc xac dinh nhu vay la
hop thiic, vi ta c6 v6i moi xe =2, vamoi ke 7, ;:

de- (e (k) = xB (@"*) " mod p=x.8“.4 " mod p=x.

Ta chu y er\ng trong mot mang truyén thong bao mat voi
viéc dung so d6 mat ma ElGamal, mdi ngudi tham gia tu chon cho
minh cac tham s6 p,a, a, r6i tinh 3, sau d6 lap va cong b khoa cong
khai K' =(p,« ,f), nhung phai gitt tuyét mat khoa bi mat K" = a. Bai
toan biét khod cong khai tim ra khoa bi mat chinh 1a bai toan tinh
16garit rdi rac dugc ké dén trong muc 4.1.2, mot bai toan khoé cho
dén nay chua c6 mot thuat toan nao lam viéc trong thoi gian da
thic giai dugc no.

Thi du: Chon p = 2579, « =2, a =765, ta tinh dugc g = 2" = 949
mod2579. Ta c6 khoa cong khai (2579, 2, 949) va khoa bi mat 765.
Gia st dé lap mat ma cho x=1299, ta chon ngau nhién & =853, sé& cd
e (1299, 853) = (25, 1299. 949**)mod2579
= (453, 2396).
Va gidi ma ta dugc lai
d,. (453, 2396) = 2396. (4537%) 'mod2579 = 1299.

4.4.2. Tinh an toan cua hé mit mi ElGamal.

Nhu da trinh bay d trén, néu ta xem tinh an toan ctia hé mat
ma ElGamal 1a & viéc gitt tuyét mat khoa bi mat K", thi ta c6 thé yén
tam vi bai toan phat hién khoa bi mat c6 d6 kho tuong duong véi
bai toan tinh ldgarit rdi rac, ma bai toan nay thi nhu & cac muc 4.1.2
va 2.4.3 da ching t6, cho dén nay chua c6 mot thuat toan nao lam
viéc trong thdi gian da thic giai dugc nd. C6 mot diéu canh bao la
nén cha y chon méduyn p la s6 nguyén t6 sao cho p -1 c6 it nhat
mot udc s6 nguyén t6 16n (xem 2.4.3). Diéu d6 la thuc hién dugc
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néu s6 nguuyén td p dugc chon la s6 nguyén t6 Sophie Germain
(tc c6 dang 2g +1, v6i g ciing la s6 nguyén t6 16n).

Ngoai ra, con c6 kha ning khoa bi mat K" = a bi 16 do c4u tha
trong viéc sit dung s6 ngdu nhién &, dac biét 1a khi dé'l6 s6 k duoc
dung. Thuc vay, néu dé 10 s6 &, thi khod bi mat a dugc tinh ra ngay
theo cong thtc sau day:

a=(x—ky,)y,” mod(p-1).

Nhu vay,mot ngudi tham ma c6 kha ning tan cong theo kiéu
“biét ca ban rd” (xem 1.5.1) c6 thé phat hién ra khoa a néu biét & .

Mot truong hop khac lam mat tinh an toan ctia hé mat ma
ElGamal 1a viéc dung ciing mot s6” k cho nhiéu lin Iip mat ma.
Thuc vay, gid stt dung cing mot s6 ngdu nhién & cho hai lan lap
ma, mot 1an cho x; , mot 1an cho x, , va dugc cac ban ma tuong tng
(Un.y») va (2,2). Vi cung dung mot s6 k& nén y;=z. Va do d6 theo
cong thuc lap ma ta ¢6 2/ y, = x/x, tac la x, = x..2/ y,. Nhu vay,
mot ngudi tham ma, mot 1an “biét ca ban 16” dé dang phat hién
dugc ban 15 trong cac 1an sau.

4.4.3. Cac hé mat ma tuong tu ElGamal.

Hé mat ma ElGamal dugc xay dung dua trén cac yéu to:
mot nhom httu han cyclic (Z,), mot phan t& nguyén thuy (« € Z,)
sao cho bai toan tinh 16garit roi rac (tinh a = log,/, tac cho £ tim a
sao cho = a® modp) 1a rat kho thuc hién. Vi vay, néu c6 da cac
yéu t6 do thi ta c6 thé xay dung cac hé mat ma tuong tu ElGamal.
Nhu vay, so d6 cia mot hé mat ma tuong tu ElGamal dugc cho bdi

S (P CH 6 D),
trong d6: =G, €=GxG, v6i G la mot nhom cyclic httu han;
H=lK= (K, K): K =(Ga,f), K =a, f=a’)},
§ day o la mot phan ti nguyén thuy cda nhém G.

Céc thuat toan lap ma e, = 6 (K',.) va gidi ma d,.= 2 (K",.)
dudc xac dinh nhu sau: Vi méi xe =G, dé lap mat ma cho x truéc
hét ta chon thém mot s6 ngau nhién & (0 <k S|G|) roi tinh:

Yi= a"
Y, = X-ﬂk
V6i moi s6 ngdu nhién & bat ky, ta déu xem e,. (x,k ) 1a mat ma cta
x. Va thuat toan gidi ma dugc xac dinh bdi
dy- (7, 72) = ¥o-(¥7) " mod p.
Phép nhan trong cac biéu thitc néi trén déu 1a phép nhan cta G.

e (uk) = (1, 3), V6 {
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C6 hai 16p nhém thuong duge sit dung dé xay dung cac heé
mat ma tuong tu ElGamal la nhém nhan cda trudng Galois GF(p")
va nhom cong cta mot dudng cong elliptic xac dinh trén mot
truong htu han.

1. Nhom nhan cua truong Galois GHp#): Truong Galois
GF(p") 1a trudong cua cac da thic véi hé s6 trong Z, ldy theo
moduyn 1a mot da thic bac n bat kha qui; v6i phép cong va phép
nhan la phép cong va phép nhan da thuc theo méduyn d6. Truong
c6 p" phan tit, c6 thé xem mdi phan t 1a mot da thic bac n-1 véi
hé s6 thudc Z, = {0,1,2,..., p -1}, tham chi 1a mot vecto n chiéu ma cac
thanh phan 1a cac hé s6 cta da thitc do. Tap tat ca cac da thic khac
0 lap thanh nhém nhan cda trudng GF (p),va ngudi ta chitng minh
dugc rang nhom nhan d6 1a cyclic.

Nhu vay, nhom G= GF (p")\ {0} la nhom cyclic cdp p-1. ta
6 thé chon mot phan ta nguyén thufl cta nhom do, va thiét lap bai
toan logarit roi rac tuong ung, tor d6 xay dung dugc hé mat ma
tuong tu ElGamal.

2. Nhoém cong cua duong cong elliptic : Gia st pla moét s6
nguyén t6 > 3. Puong cong elliptic y’=x+ax+b trén Z,, trong do
a,b €Z,1a cac hing s6 thoa man 4a*+27F # 0 (modp), dugc dinh
nghia 1a tap hop tat cd cac diém (x,))e Z, x Z, thod man phuong
trinh

y’=x+ax+b (modp),

cung v&i mot phan t& didc biét ma ta ky hiéu la O . Tap hop do
dugc ky hiéu la E. Trén tdp £ ta xac dinh moét phép cong nhu sau :
Gia st P=(x, y;) va Q= (x,, y,) 1a hai diém cta £ Néu x=x, va
y;= -y, thita dinh nghia P+Q=0 ; néu khong thi P+Q= (x;, y3),
trong do

X=X, )= A(6x) -,
vOi

l:{(yz =Y (X, = %), khi P = Q;

(3%’ +a)/2y,, khiP=Q.

Ngoai ra, ta dinh nghia thém : P+O=O+P = P.
Tap Evéi phép toan cong d6 lap thanh mot nhom. Néu | £l =gla s6
nguyén t6 thi nhém cong d6 1a nhom cyclic, va moi phan ti khac
khong (0 ) déu la phan tit nguyén thuy. Ta nhé rang trong trudng
hop nay, phan t nghich ddo la phan ti d6i, phép nang lén luy
thita 7214 phép nhan véi s6 n, phép 16garit tuong tng véi mot kiéu
phép chia. Ta c6 thé xuat phat tir nhém Enay dé€ xay dung hé mat
ma tuong tu ElGamal.
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4.5. Cac hé mat ma dua trén cac bai toan A’P-day du.
4.5.1. Nguyén tic chung.

Nhu da gidi thiéu trong chuong 11, cac bai toan N'P-day du la
cac bai toan ma cho dén nay chua tim dugc moét thuat toan véi do
phtc tap tinh toan da thitc nao d€ giai ching. Va tinh « kho» caa
cac bai toan d6 lai dugc bao dam béng su kién 1a chi can c6 mot
thuat toan véi do phtc tap da thic gidi mot bai toan AN'P-day du
nao do6 thi lap tic moi bai toan N'P-ddy du déu giai dugc trong thoi
gian da thuc.

D6i v6i mot s6 bai toan NP-day du, tuy khong c6 thuat toan
v6i d6 phiic tap da thitc dé giai d6i v6i moi di liéu cda bai toan,
nhung c6 thé c6 mot 16p cac dix liéu ma d6i véi chiing c6 thuat toan
dé giai v6i thai gian chap nhan dugc. V6i nhiing bai toan nhu vay
ta c6 thé st dung d€ xay dung cac hé mat ma khoa cong khai véi
nguyén tic chung nhu sau : Hé¢ mat ma sé co phép gidi ma tuong
duwong v6i viéc tim 16i giai cho bai toan N'P-ddy du do; tuy nhién co
mot thi tuc d€ bién mot di liéu néi chung cta bai toan NP-day da
d6 thanh mot di lieu thuoc 16p dac biét ma d6i véi no co thé gidi
dugc bdi mot thuat toan v6i do phic tap thdi gian chap nhan dugc.
Nhu vay, ta da bién dugc phép lap ma thanh mot ham « ctta sap
mot phia », va d6 1a co sd dé xay dung hé mat ma khoda cong khai
tuong ung.

Ta sé xét sau day hai truong hgp xdy dung dudc cac hé mat
ma khoa cong khai theo cach nhu vay : moét 1a hé mat ma Merkle-
Hellman dua trén bai toan sip ba 16 (hay bai toan téng tap con), va
hai la hé¢ mat ma Mc-Eliece dua trén bai toan gidi ma tuyén tinh tu

? .
sua sai.

4.5.2. Hé mat ma Merkle-Hellman.

Bai toan sdp ba 16 (tic bai toan KNAPSACK, cling dudc goi
la bai toan t6ng tap con) dugc dit ra nhu sau: Cho mot tap cac s§
nguyén duong {a,,a,,..,a,} va mot s6 nguyén duong s. Hay xéac
dinh xem c6 hay khong moét tap con cac a,ma tong ctia ching bing
5. Mot cach tuong duwong, hay xac dinh xem c6 hay khong cac x;

n

€{0,1} (1< 7<n) sao cho Z ax =Ss.

j=1 171
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Bai toan nay 1a A/P-day d1, tuy nhién néu ta han ché bai toan
trén cac du lieu /7=({a,a,,..,a,,7"), trong do6 {a,a,,...a,}1a day
siéu ting, tic la day thoa man diéu kién

1
Vj=2.3,..,n: a >Zl:ai,

thi viéc tim trd 10i la kha dé dang, chéng han c6 thé bf?mg thuat toan
don gidn dudi day:
1. for 7=n downto 1 do
if 7>a; thenT=T-a,xi=1,¢else x;=0

2. if > x.8 =T then X =(x,,...,X,)is the solution of problem,
i=1

else there is no solution.

Bay gio, dé chuan bi xay dung mot sd d6 mat ma Merkle-Hellman,
ta chon trudc mot s6 nguyén duong n va mot s6 nguyén t6 p du
16n. VGi mbi ngudi tham gia sé dugc chon mot bo khod K = (K', K"),
trong d6 khoa bi mat K" = (A, p, a) gobm moét day siéu ting A=
{ai,az,...,an}thoé man Zai <p,va mét s6 a, 1< a < p ; khoa cong
i=1
khai K' = {by,...,bn} v6i b,= a.a; modp.
S0 do hé mat ma Merkle-Hellman dugc dinh nghia bdi

o= (L C K 6,9),
trong d6 ¥ ={0,1}", ¢ ={0,1,...n(p-1)}, K la tap cac bo khoa K =
(K', K") nhu dugc xay dung & trén. Cac thuat toan lap mat ma va
giai ma dugc xac dinh bai:
V6imoi x=(x,...,X,) € & thuat toan lap ma cho ta

6K, x) = Zn:xi.bi ;
i=1

va v6i moi ye @, ta tinh z=a"y modp, ri sau d6 giai bai toan sip
balo d6i voi du liéu /=({a,,a,,...a,},2) ta s¢ dugc 10i giai (X,...,X,),
161 giai do 1a gi tri cua 9 (K", y).

Thi du: Chon n =6, khoa bi méat c6 p = 737, A={12, 17, 33, 74, 157,
316}, a =635. Tinh dugc khoa cong khai la {250, 477, 319, 559, 200,
196}. Vi ban o x = 101101 ta c6 ban ma tuwong dng la y = 1324. bé
gidi ma, trudc hét tinh z=a™.y modp = 635.1324 mod737 = 435, sau
d6 gidi bai toan sip bald véi day siéu ting A va zta dugc

435=12 + 33 + 74 + 316,
tic duoc loi giéi x=(1,0,1,1,0,1).
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Heé mat ma Merkle-Hellman dugc dé xuat kha s6m, tir ndm
1978, dén nam 1985 Shamir tim dugc mot phuong phap tham ma
trong thdi gian da thitc dua vao mot thuat toan cta Lenstra giai bai
toan qui hoach dong. Tuy nhién, sau d6, vao nam 1988, Chor va
Rivest c6 dua ra moét cach khac xay dung hé mat ma cting dua vao
bai toan sdp bald, cho dén nay van gitt dudc an toan.

4.5.3. Hé mat ma McEliece.

Hé mat ma McEliece dugc xay dung dua vao tinh N'P-day
dt cta bai toan giai ma tuyén tinh tu stta sai (trong 1y thuyét truyén
tin). Bai toan dugc dit ra nhu sau: gid st nguodn tin 1a tap cac tit k
bit nhi phan, tic tap hgp {0,1}%, dugc truyén di trén mot kénh co
nhiéu, tic la néu truyén truc ti€p cac day tir & bit thi thong tin ma ta
nhan dugc 6 thé bi sai lech va ta khong nhan dugc dung thong tin
dugc truyén di. D€ khic phuc nhiing sai léch d6 ngudi ta tim cach
ma hoa ngudn tin géc bang cach thém cho mdi tit & bit mang thong
tin mot s6 bit dung d€ tu hiéu chinh, tic 1a thuc hién mot phép ma
ho4 bién mébi tir & bit ban dau thanh mot tir n bit, véi n > &, duoc
goi la tir ma. Phép ma hoa tuyén tinh la phép ma hoa dugc thuc
hién bang cach nhan tir & bit ban dadu x v6i mot ma tran G cap kxn
dé dugc tir ma n bit y, y =x.G (cac phép toan cong va nhan dugc
thuc hién theo mod?2). Ta dinh nghia khoang cach Hamming gitra
hai tir ma n bit la s cac vi tri ma tai d6 hai tit ma c6 gia tri khac
nhau; khoang cach d cta hé ma la khodng cach Hamming bé nhat
gitta hai tr ma bat ky. Nhu vay, mot hé ma tuyén tinh dugc xac
dinh bdi mot ma tran G (goi la ma tran sinh), va dugc dac trung bdi
ba s6 [n,k,d]. Néu d=2¢+1, thi hé ma c6 kha nang tu sta sai dén ¢
sai ngdu nhién nhiém phai do nhiéu cta kénh truyén. Tuy nhién,
viéc tu sta sai (ttic 1a khi nhan dudc tit ma c6 thé c6 dén #sai ta im
lai dugc dang tir & bit thong tin ban dau) cda cac hé ma tuyén tinh
nhu vay noi chung khé phtc tap, va bai todn giai ma tuyén tinh tu
stta sai da dugc chitng minh 1a mot bai toan AP-kho, tic cho dén
nay chua biét c6 thuat toan nao lam viéc trong thdi gian da thuc
giai dugc nd. Mac dau vay, ngudi ta da tim dugc mot s6 16p riéng
cac hé ma tuyén tinh ma d6i véi ching c6 thé xdy dung dugc
nhiing thuat toan giai ma tu sta sai 1am viéc c6 hiéu qua, cac hé ma
Goppa la mot 16p nhu vay. Hé ma Goppa la mot loai hé ma tuyén
tinh c6 cac ddc trung n=2", d=2¢+1, k=n-mt, c6 ma tran sinh G
cap kxn dugc xay dung dua trén mot s6 tinh chat dai s6 cua truong
GF(2")-ma & day ta khong di vao cac chi tiét.

DPé€ c6 mot hé mat ma McEliece, trudc hét ta chon mot hé ma
Goppa v0i ma tran sinh G'va cac ddc trung trén, sau d6 dung mot
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ma tran Skhd nghich cap kx<k trén Z, va mot ma tran hoan vi Pcap
1 xn (cting ¢6 cac phan t& trong %) d€ bién hé ma Goppa véi ma
tran sinh G thanh mot hé ma tuyén tinh “phd bién” v6i ma tran
sinh G*=SGP. vay la da bién hé ma Goppa c6 thuat toan giai ma
hiéu qua thanh mot hé ma tuyén tinh néi chung ma ta chi biét viéc
gidi ma tu sta sai d6i v6i n6 1a AP-kh6. Hé mat ma ma ta xay
dung sé c6 thuat toan giai ma la “dé” d6i v6i ngudi trong cudc nhu
giai ma Goppa, va la “kh6” d6i voi ngudi ngoai nhu giai ma tuyén
tinh noi chung!

Nhu vay, mét hé mat ma khoa cong khai McEliece dudc xac
dinh boi

o= (P C K 6,9),
trong d6 £={0,1}, €=1{0,1}", & 1a tap hgp cac b khoa K = (K', K"),
v0i khoa bi mat K" = (GSP) gdbm mot ma trdn sinh G cua mot he
ma Goppa, mot ma tran kha nghich S cap kxk trén Z, va mot ma
tran hoan vi P cap n xn ; khoa cong khai K' = G*1a ma tran “da
dugc bién d6i” néi trén.

Thuat toan lap mat ma 6 (K',.): ¥ — ¢ dugc xac dinh bdi

(S(K', X)=x. G*+e,
trong d6 e e {0,1}" la mot vecto ngau nhién c6 trong s6 ¢, tic co ¢
thanh phan 1a 1. Thuat toan giai ma 9 (K",.) dugc thuc hién theo ba
budc nhu sau véi moi y e ¢={0,1}":

1. Tinh y, = y.P ™,

2. Gidi ma Goppa d6i véi y;, gia st duoc x;.

3. Tinh (K", y)=x.5"

D@ thtt lai rdng cac thuat toan lap mat ma va gidi ma xac
dinh nhu trén la hgp thiic, vi voi moi x € £={0,1}%, ta déu c6

P(K", 6 (K, x) =x,
D:fmg thie d6 diing v6i moi vectd e bat ky co trong s6 < £. Hé mat
ma nay ciing tuong tu nhu hé mat ma ElGamal & chd khi lap mat
ma ta c6 thé chon thém cho dit liéu vao mot yéu t6 ngdu nhién; vé
sau ta sé goi nhiing hé mat ma nhu vay la hé mat ma xac suat.

Yéu t6 chd yéu bao dam tinh an toan cta cac hé mat ma
McEliece 1a & chd tit khoa cong khai G* kho phat hién ra khoa bi
mat (GSP) va ¢ tinh A’/P-khé cta bai toan gidi ma tuyén tinh tu
stta sai noi chung. Ciing can nhd réng d6 an toan con phu thudc
vao viéc chon cac tham s6 kn,¢ da 16n; theo goi y cua cac nghién
cuu thuc nghiém thi da 16n cod nghia la n~ 1024, k~ 644, ¢~ 38. V6i
nhung doi héi d6 thi kich ¢& ctia cac ma tran G, S, Pva G*sé qua
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16n, kha bat tién cho viéc thuc thi trong thuc t&, vi vAy ma cac hé
mat ma McEliece chua dugc sit dung phé bién 13m.

4.6. Cac hé mat ma xac suit khoa cong khai.
4.6.1. Dt vin dé va dinh nghia.

Mat ma xac suat la mot y tudng dugc dé xuat béi Goldwasser
va Micali tir ndm 1984, xuat phat tir yéu cau giai quyét mot van dé
sau day: Gia thiét ta c6 mot hé mat ma khoa cong khai, va ta muon
lap mat ma cho ban 15 chi gdbm mot bit. Diéu do6 thudng gip khi ta
muon bi mat truyén di mot thong tin chi c6 noi dung la c6 hodc
khong, tic la mot thong tin dic biét quan trong nhung chi gdbm mot
bit. Néu ta dung mét hé mat ma khoa cong khai thong thuong, thi
ban mat ma dugc truyén di sé 1a e, (0) hodc e (1), mot ngudi tham
ma c6 thé khong biét cach gidi ma, nhung lai hoan toan c6 thé tinh
trudc cac gia tri e, (0) va e, (1), va khi lay dugc ban ma truyén di
trén kénh truyén tin cong cong, chi can so sanh ban ma nhan dugc
do6 v6i hai ban e (0) va e, (1) da dugc tinh sdn 1a da biet duge
thong tin mat dugc truyén di la 0 hay la 1. Cac hé mat ma khoa
cong khai sd di c6 dugce tinh bdo mat la vi tir thong tin vé ban ma
kho long khai thac dudc thong tin gi vé ban 15, nhung 16 rang diéu
d6 khong con duge bdo ddm néu s6 cac ban rd 14 rét it, ching han
nhu khi cac ban rd c6 d6 dai cuc ngén, hay nhu trudng hop trén, s6
cac ban 16 chila hai, cu thé1a0va 1.

Muc dich cta viéc xdy dung mat ma xéc suat l1a dé€ bao ddm
khong mot thong tin nao vé ban rd c6 thé khai thac dugc (trong
thoi gian da thitc) tit bdn ma; diéu nay, d6i véi cac hé mat ma khoa
cong khai, c6 thé dugc thuc hién bing cach tao cho mot ban ro
nhiéu ban ma khac nhau thu duwgc mot cach ngdu nhién véi viéc st
dung céc s6 ngdu nhién trong tién trinh lap ma. Sau day 1a dinh
nghia vé mot hé mat ma xac sudt khoa cong khai:

Dinh nghia. Mot hé mat ma xac sudt khoa céng khai dugc
xac dinh b&i mot bo

S= (P, C K, 6 9D R),
trong d6 &, €, K dugc hiéu nhu d6i v6i cac hé mat ma khoa cong
khai thong thudng, & 1a mot tap cac phan t& ngau nhién, va véi
mbi K= (K', K")e X thuat toan lap mat ma e.= &§(K',.): P XR —C
va gidima d,.= 9(K",.): (=& tho man ding thiic:
voimoi xe¥, re, d. (e (xr)) = x.

Ngoai ra, ta mong muén mét diéu kién an toan nhu trong

dinh nghia sau day dugc thod man: ta ky hiéu py, la phan b6 xac

111



sudt trén tap € trong d6 py () 1a xac sudt cta viéc yla ban ma khi
biét K'la khod va xla ban rd (xac sudt dugc tinh cho tat cd r e ®). Ta
noéi hai phan bo xéac suat p, va p, trén € la e-phdn biét dupc néu c6
mot thuét toan e-phan biét hai phan b xac suat do, tic la mot thuat
toan A : ¢ — {0,1} thoa man tinh chat

| Eyp) - EA(P2)| 2 €,
E(p)= 2. pi(¥)-p(A(Y) =1).

ye€

trong do

A [N I ‘A N . PN A A ~ .
Bay gio diéu kién an toan dugc phat biéu nhu sau: Hé mat ma xac
sudt khoa cong khai & la an toan néu c6 £>0 sao cho v6i moi K e &'
va moi x# X, cac phan b xac suat p,, va B, la khong e-phan biét

duoc.

4.6.2. Hé mat ma xac suat Goldwasser-Micali.

Sau day la mo td so d6 cua hé mat ma xac suat khoa cong
khai trén tap van ban mot bit do Goldwasser va Micali dé xuat ndm
1984. M6t hé nhu vay duoc cho bSi mot danh sach

S= (P, C K, 6 9D R),
trong d6 & ={0,1}, € = R =Z;, n=p.q la tich cta hai s6 nguyén t6
16n, & 1a tap hop cac bd khoa K = (K', K"), trong d6 khoa cong khai
K'=(n,m) véim e (jn =J,—Q, la mot gia thang du bac hai modn,
va khoa bi mat K" = (p,q ). Cac thuat toan lap mat ma va gidi ma
dugc xac dinh bdi

e (xr)=m'.r*modn,

0, khiyeQ,
-

1, khi y eQ,
voimoixe¥ reR, yel.

Hé mat ma Goldwasser-Micali 1ap mat ma cho ban rd mot
bit: mat ma cta bit 0 luon ludn la mot thang du bac hai modn, va
mat ma cua bit 1 1a mét gia thang du bac hai modn . Viéc giai ma la
kha dé dang khi ta biét khoa bi mat K" = (p,q ). Thuc vay, véi moi

yeQ,uQ, tacod (XJ =1.Vibiét K" = (p,g), nén ta tinh dugc
n

-1
(l]=y 2 mod p,
p

va do d6 dé thit duoc yeQ, < (l] =1,va tinh dugc d,. ().
p
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4.6.3.Hé mat ma xac sudt Blum-Goldwasser.

Hé mat ma xac suat khoa cong khai Blum-Goldwasser dugc
xay dung trén nén cta cac h¢ mat ma theo dong véi dong khoa la
day s6 gia ngdu nhién Blum-Blum-Shub (xem 3.3.3), yéu t6 ngdu
nhién r e X & day sé dugc st dung nhu mam sinh ra day s6 gia
ngau nhién cia dong khoa d6. So d6 ctua hé mat ma xac suat khoa
cong khai Blum-Goldwasser dugc cho bdi danh sach

S= (P, C K, 6 9D R),
trong d6 & =7Z;, € =Z;xZ,, X =Q,, n= p.g la tich cda hai s6
nguyén t6 16n v6i p=q=3mod4; K la tap hgp cac bo khoa K = (K',
K"), trong d6 khoa cong khai K' = n3, va khoa bi mat K" = (p,q).

Thuat toan lap ma e, = 6 (K',.) : ¥ XA =€ dugc tinh theo
cac budc sau:

1. Cho x=(x,,..,.x)e P vare®. T mam rtheo thuat toan
Blum-Blum-Shub tinh day s6 (s, ,s,,...,5,.;) theo cong thuc

S, =T,
{sm =s? modn,
sau d6 tinh day s6 gid ngdu nhién (z,...,z) bdi z,=s, mod?2.
2.Tinh y=(,...,y) VOi y;= x;+z;mod2 (1< i< ]).
3.Banma la e, (x,7) = (J, S41) =(Viseer Vi :801)-
Thuat toan gidi ma d..= 9(K",.): €= dugc thuc hién theo
cac budc sau day sau khi nhan duoc ban ma DyeerVi38m1)
1. Tinh
a, = ((p+1)/4)" mod(p-1),
a,= ((q+1)/4)""* mod(q -2).
2. Tinh b =s™ mod p, b, =s modq.
3. Tim s, =r bang cach gidi hé phuong trinh
S, =b,mod p
{so =b, modq
4. V6i s, theo thuat toan BBS ta tim lai duoc day bit (z,...,2).
5. Cudi cung ta dugc
dir GaseerViiSu1) = (XK4ee0X), VOi X, = y,+z;mod2 (1< 1< 7).

Nhu vay la hé mat ma Blum-Goldwasser da dugc dinh

nghia ddy da. Ta cht y rang néu ban 16 x gém | bit thi trong ban
ma tuong ¢ng, ngodi cac bit ma y;,...,y; ta phdi gui thém s6 s,,, s6
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d6 dugc st dung trong cac budc 1-3 clia thuat toan gidi ma dé tim
lai mam s, can thiét cho viéc im dong khoa ngau nhién (z,...,z).

Ta chiing minh rang s6 s, tinh dugc theo thuat toan gidi ma
ding la mam s, ma ta cAn tim. Thuc vay, theo dinh nghia, ta c6 v6i
moi 7=0,1,...,1 +1, s, déu la thdng du bac hai, va v6i moi 7=0,...1, s;
déu 1a cin bac hai cua s,, theo modn ; diéu d6 ciing ding d6i voi
modp va modg. Vi p =3 mod4, nén moéi thing du bac hai x theo
modp déu c¢6 duy nhat mot cin bac hai modp ciing la thang du bac
hai modp, d6 la X#"V*modp. Thuc vay, vi X*"?*= x modp, nén
+xX#"*modp la c&n bac hai theo modp cta x ; mit khac ta lai c6

K (P74 y P
( ] = (—} =1, nén X¥"V*modp ciing 1a mot thang du bac
P P
hai modp. Ttt nhan xét d6 ta suy ra véimoi 7 (i=0,1,..1):

s, = s> (mod p),

i+1

do do,
s, = 5" mod p = s* mod p.
Xét tuong tu d6i vdi g, ta cing dugc
S, =S/, modq.
Vay s0 s, tinh theo cac budc 1-3 cda thuat toan gidi ma ding la
mam s,=rma ta can tim. Céc thuat toan lap mat ma va gidi ma nhu
dugc dinh nghia & trén 1a hgp thic.
Thi du : Chon nn= 192649 = 383.503.
Cho ban rd x=11010011010011101101. (I=20)
Gia st chon ngau nhién s,=r= 20749. Ta tinh dugc day z:
z=11001110000100111010.
Ta tinh thém dugc 5,,=94739, va ban ma dugc g di la
e (¥,1) = (3, $1) = (7, 94739),
trongd6  y=00011101010111010111.
Pé giai ma, trudc hét ta im s, tir s,, = 94739. Ta c6
(p+1)/4 =96, (g +1)/4 =126.
Theo thuat toan giai ma:
a, = 96°'mod382 =266,
a,=126"mod502 = 486.
Tu &6 tinh dugc
b, =94739°*mod383 =67,
b, =94739"**mod503 = 126.
Giai hé phuong trinh déng du:

s, =67(mod 383)
s, =126(mod 503)
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ta dugc 5,=20749, tix d6 tinh lai dugc day z cong mod2 ting bit vGi
yta lai thu dugc ban rd x.
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CHUONG V

Bai toan xac nhan va
chit ky dién tu

5.1. Bai toan xac nhan va so d6 chit ky.
5.1.1. Bt van dé.

Trong chuong 1, tiét 1.3, ta da liet ké mot s6 bai toan chu yéu
vé an toan thong tin, trong d6 ngoai bai toan quan trong nhat 1a bao
mat thong tin thi cac bai toan ké tiép la: xac nhan thong bao va xac
nhan ngudi gtti (cung vi thong bao), xung danh va xac nhan danh
tinh ctia mot cha thé giao dich, v.v... Bai toan bdo mat dugc dap
ting bang cac gidi phap mat ma da 1a noi dung cta cac chwong III
va IV, trong chuong nay va chuong sau ta sé dé cap dén cac bai
toan xac nhan va nhan thic ké trén, chuong V nay sé danh cho bai
todn xac nhan thong bao va ngudi gui thong bao, chuong VI tiép
theo sé xét bai toan xung danh va xac nhan danh tinh.

Trong cach thic truyén thong, thong bao dugc truyén di
trong giao dich thudng dudi dang cac vin ban viét tay hodc danh
mdy dugc kém thém chit ky (viét tay) cia ngudi gai 6 bén dudi van
ban. Chtt ky d6 1a bang chiing xac nhan thong bao ding la cta
ngudi ky, tic 1a cta cha thé giao dich, va néu t§ gidy mang van ban
khong bi cit, dan, tdy, xo4, thi tinh toan ven ctia thong bao ciing
dugc ching thuc bdi chit ky d6. Chit ky viét tay c6 nhiéu uu diém
quen thudc nhu dé kiém thi, khong sao chép dugc, chit ky ctia mot
nguoi la giong nhau trén nhiéu van ban, nhung méi chit ky gén lién
v6i mot van ban cu thé, v.v...

Khi chuyén sang cach thiic truyén tin bing phuong tién hién
dai, cic thong bao dudc truyén di trén cac mang truyén tin s6 hoa,
ban than cac thong béo ciing dugc biéu dién dudi dang s6 hoa, tic
du6i dang cac day bit nhi phan, “chtt ky” néu c6 cling & dudi dang
cac day bit, thi cdc m6i quan hé tu nhién ké trén khong con git
dugc nita. Ching han, “chit ky” ca mot ngudi gui trén nhitng van
ban khac nhau phai thé hién dudc su gin két trach nhiém cuaa
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ngudi ghii d6i v6i titng van ban d6 thi tat yéu phai khac nhau chi
khong thé 1a nhiing doan bit giéng nhau nhu cac chit ky giong
nhau trén cic van ban thong thuong. Chit ky viét tay c6 thé dugc
kiém thit bing cach so sanh v6i nguyén mau, nhung “chit ky” dién
t@ thi khong thé ¢6 “nguyén mau” d€ ma so sanh, viec kiém thi
phai dugc thuc hién bing nhiing thuat toan dac biét. Mot van dé
ntta 1a viéc sao chép mot van ban cling chit ky. Néu la van ban ciing
chtt ky viét tay thi dé phan biét ban goc vdi ban sao, do d6 kho ma
dung lai dudc mot van ban c6 chit ky that. Con véi van ban dién ta
cting chit ky dién t thi c6 thé nhan ban sao chép tuy thich, khé ma
phan biét dugc ban goc v6i ban sao, cho nén nguy co dung lai
nhiéu 14n 1a c6 thuc, do d6 can c6 nhitng bién phap dé tranh nguy
co do.

Mot “chit ky”, néu muodn thé hién dugc trach nhiém cta
ngudi gui trén toan van ban, thi phai mang dugc mot chit gan bo
nao do voi tung bit thong tin ctia van ban, vi vay, theo hinh dung
ban dau, do dai cta chit ky cling phai dai theo do dai cta van ban;
dé c6 duge “chix ky ngrfln" nhu trong trudng hgp viét tay ngudi ta
phéi dung mot ki thuat riéng goi 1a Adm bdm ma ta sé trinh bay &
cu6i chuong. Bay gid, trude hét ta sé gidi thiéu dinh nghia vé so d6
chit ky (dién t).

5.1.2. Pinh nghia so d6 chii ky.
Pinh nghia 5.1. Mot s0' do6 chir ky & 1la mot bo ndm
o=(P AKSYV),
trong d6: P 1a mot tap hitu han cac thong bao c6 thé co,

A la mot tap huu han cac chu ky co thé co,

K 1a mot tap hitu han cic khoa, méi khoa K e K gém c6
hai phan K =(K,K"), K' la khoa bi mat danh cho viéc ky, con K" 1a
kho4 cong khai danh cho viéc kiém thit chit ky.

Vi méi K=(K,K"), trong S c6 mot thudt todn ky sig,. P — A, va
trong Vc6 mot thudt toan kiém thu ver,.: P xA —{ding,sai} thoa
man diéu kién sau day d6i vGi moi thong bao xeP va moi chit ky
yeA:

ver,.(x, y) = dang < y=sig,.(x).
Vi so d6 trén, mbi chu thé s& hitu mot bo khod K'=(K*,K"), cong bo

cong khai khoa K" d€ moi ngudi c6 thé kiém thit chit ky cia minh,
va git bi mat khoa K* d€ thuc hién chit ky trén cac thong bao ma
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minh mudn gii di. Cac ham ver,.va sig,. (khi biét K ) phai tinh
dugc mot cach dé dang (trong thoi gian da thic), tuy nhién ham
y=sig,. (x) 1a kho tinh dugc néu khong biet K - diéu do bao dam
bi mat cho viéc ky, ciing tiic 1a bAo ddm chéng gia mao chit ky.

Bai toan xac nhan véi chit ky dién t, theo mot nghia nao do,
c6 thé xem 1a « d6i ngdu » v6i bai toan bdo mat bing mat ma, nhu
dugc minh hoa béi thi du so @6 chit ky RSA, d6i ngau véi so d6
mat ma RSA, dudi day :

5.1.3. So d6 chit ky RSA.
So @6 chit ky RSA dugc cho bdi bo ndm

o=P AKSYV),
trong d6 P =A =Z7,, v6i n=p.g1a tich ctia hai s6 nguyén t6 16n p,q,
KC 1a tap cac cap khoa K=(K",K"), v6i K’ =a vaK"=(nb),a vabla
hai s6 thuoc Z; thoa man ab = 1(modgn)). Cac ham sig,. va
ver,..dugc xac dinh nhu sau:

sigy. (x) = x* modn ,

ver,. (xy ) = ding < x =y (modn ).
Dé chitng minh dugc rang so &6 dudc dinh nghia nhu vay la hop
thue, tac la voi moi xeP va moi chu ky ye A:

ver,.(x, y) =dang < y=sig,.(x).

Cht y rdng tuy hai van dé xac nhan va bao mat theo so d6
RSA 1a c6 bé ngoai giong nhau, nhung ndi dung cta chiing 1a hoan
toan khac nhau: Khi A gti thong bao x cho B, &€ B ¢6 can ct xac
nhan d6 ding thuc 1a thong bao do A gti, A phai guti kém theo chix
ky sig,. (%), tdc 1a A gti cho B (x, sig,. (X)), trong cac thong tin gii
di do, thong bao x hoan toan khong dudc giu bi mat. Ciing tuong
tu nhu vay, néu dung so &6 mat ma RSA, khi mot chi thé A nhan
dugc mot badn mat ma e, (x) tir B thi A chi biét rang thong bao x
dugc bao mat, chit khong c6 gi dé€ xac nhan x1a ctia B.

Néu ta muon hé truyén tin cta ta vita c6 tinh bao mat vita c6
tinh xac nhan, thi ta phai st dung déng thdi cd hai hé mat ma va
xac nhan (bang chit ky). Gia st trén mang truyén tin cong cong, ta
c6 ca hai h¢ mat ma khoa cong khai & va hé xac nhan bf?mg chu ky
S,. Gia stt B c6 bo khoa mat ma K = (K', K") v6i K' = (n, e) va K" = d
trong hé &, va A c6 bd khoa chu ky K, =(K;,K!) v6i K/=a va
K!=(n,b) trong hé &,. A c6 thé gi dén B mot thong bao vira bao
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mat vita ¢6 chit ky dé xac nhan nhu sau: A ky trén thong bao x
trudc, roi thay cho viéc gui dén B vin ban ciing chit ky (x, sig,. (¥))
thi A sé& gtri cho B bdn mat ma ctia van ban d6 dugc lap theo khoa
cong khai ctia B, tic 1a gii cho B e ((x, Sigy, (). Nhan dugc vin
ban mat ma d6 B sé dung thuat toan gidi ma d,.cta minh dé thu
dugc (xsigy, (v)), sau do dung thuét toan kiém thtr chit ky cong
khai ver,, ctia A d€ xac nhan chit ky sigy; (x) dung la cia A trén x.

5.2. So d6 chit ky ElIGamal va chuan chit ky dién tu.

5.2.1. So d6 chit ky ElGamal.

So d6 chtt ky ElGamal dugc dé xudt ndm 1985, gan nhu
déng thoi voi so d6 hé mat ma ElGamal, cling dua trén do kho cta
bai toan 16garit roi rac. So d6 dugc thiét k& dac biét cho muc dich
ky trén cac van ban dién t&, dugc mo td nhu mot he

C’S = (73/ A/ ,C/ S/ V)/
trong d6 P=2;, A=Z xZ ,, v6i pla mdt s6 nguyén t6 sao cho
bai toan tinh l6garit rdi rac trong Z1a rat kho. Tap hop K gom cac
cdp khoa K'=(K,K"), v6i K’ = ala mots6 thudc Z,, K" =(p, o, f), «
la mot phan ti nguyén thufr cta Z; ,va B= a®modp. K la khoa bi
mat ding d€ ky, va K" 1a khoa cong khai dung dé kiém thi chi ky.
Cac thuat toan ky va kiém thit chit ky dugc xac dinh nhu sau: Vi
mbi thong bao x, d€ tao chit ky trén x ta chon thém mot s6 ngau
nhién k € Z;_l , 101 tinh

Sig,. (xk) = (7,8), Vo
y =a“modp,
5 =(x-ay).k " mod(p-1).

Thuat toan kiém tht dugc dinh nghia bdi:
ver.(x, (7,6)) = ding < B7.y°= a* (modp).
D@ thay rang so d6 chit ky dugc dinh nghia nhu trén 1a hgp
thue. Thuc vay, néu sig,.(xk) = (y,6),thitaco:
B7.7° = o”.a/° modp
= a* modp,
vi ko +ay=x mod(p-1). Do do, ver,.(x,(7,0)) = dung.
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Thi du: Gia st p =467, a =2, a = 127. Khi d6 f = 2'"mod467=132.
Cho x =100; ta chon ngau nhién k=213 (e Z},;) va dugc k'mod466
=431. Chit ky trén van ban x =100 v6i s6 ngau nhién & =213 1a (3, 9),
trong d6 y=2""mod467 = 29 va 5= (100 - 127.29).431mod466 =51.
Dé kiém thtr ta tinh :

B7.y°=132%29" = 189 (mod467),

a’”=2""=189 (mod467),

hai gia tri d6 déng du vdi nhau theo mod467, chit ky(y, 6)=(29,51)
dugc xac nhéan la dang.
5.2.2. Tinh an toan cua so dd chit ky ElGamal.

So d6 chir ky ElGamal dugc xem la an toan, néu viéc ky trén
mot van ban la khong thé gid mao dugc, néi cach khac, khong thé
c6 mot ngudi nao ngoai cha thé hgp phéap c6 thé gia mao chit ky
ctia cht thé hop phap d6 trén mot van ban bat ky. Vi vay, viéc gii
bi mat khoa K'=a dung dé tao chit ky la c6 y nghia quyét dinh dsi
v6i viéc bao dam tinh an toan cta chit ky. Co thé dé 16 khoa bi mat
K'=a trong nhung trudng hgp nao, va cod thé khong dé16o K'=a
ma van gia mao chit ky dugc khong? Ta sé xét sau day mot vai
truong hop don gian :

1) Khd nang dé' 16 khod K'=a: Cung nhu d6i voi so dé he
mat ma ElGamal, khoa bi mat a c6 thé bi phat hién trong trudng
hop d€ 16 s6 ngdu nhién & & mot 1an ky nao d6, hodc st dung ciing
mot s6 ngdu nhién & & hai 1an ky khac nhau.

Néu s6 ngau nhién k dugc st dung khi ky trén van ban x bi

16, thi khoa bi mat K'=a dugc tinh theo cong thirc sau day:
a=(x-k3&). "' mod(p —1).

Bay gi0 ta xét trudng hop dung cing mot s6 ngdu nhién &
cho hai lan ky khac nhau, Chezmg han cho x; va x,. Khi 6 ta c6 chw
ky trén x 1a (y,5,), trén x, 1a (y,8,), v6i thanh phan thit nhat bang
nhau (va bang y=a*modp), va cac chit ky d6 thod man

B y™ =a* (modp),

B .r% =a’™ (modp).
Tt d6 ta co

Qe 57/51—52 = ak(51‘5z) (modp),
diéu d6 tuong duong voi

xi- %= k(8- 8) (mod(p-1)).

bit d= gecd(5,- 6, p-1). Cabasé 6,- &, p-1va x, - x, déu chia hét
cho d, ta dat

119



szxl_xz , §r:51_52 ’ pr:p__l.
d d d
Khi d6 déng du thic & trén tré thanh
X' =k.0" (mod p").
Vi ged (87, p') =1, nén co thé tinh ¢ =& *mod p’, va sau do gia tri &
theo mod p': k = X.emod p’, tic la
k = X'.e+i.p’mod(p-1)

v6i i la mot gia tri nao do, 0<i<d-1. Tht 1an luot diéu kién

7 = a* modp
vGi cac gid tri d6 cta i, ta sé tim dugc & ;sau do tir & tinh dugc a can
tim.

2) Khd nang gia mao chiz ky trén mot vén ban cho trudc :

Gia st cht thé A chon so d6 chit ky ElGamal véi cidp khod K
=(K’,K"), trrong d6 K'=a la khoa bi mat. Mot ngudi ngoai O khong
biét khoa bi mat K'=a ma muén gia mao chit ky cta A trén mot
vidn ban x thi phai c6 kha ning tao ra dugc chtt ky (y,6) ma khong
can biét a. Co hai cach : hodc chon trude yr6i im & tuong ting, hodc
nguoc lai, chon trude 5r6i tim y tuong ung.

Néu chon trude yrdi im &, thi Sphai la

5= (x—ay)k'mod(p-1) = ((x—ay)log, @ mod(p-1)

= log,(a"B7).log, a =log, &* 7 mod(p-1);

d6 1a mot bai toan tinh 16garit rdi rac, ma ta biét rang rat kho.

Néu chon trudc 51di tim y thi phai gidi phuong trinh
By’ =a* modp
vOi an s6 . Ta chua biét ¢6 cach giai httu hiéu nao khong, nhung
chic la khong d& hon bai toan tinh 16garit rdi rac.

Nhu vay, ta c¢6 thé tin ring kha ning gia mao chit ky trén
mot van ban cho trude khi khong biét khoa bi mat K'=a 1a rat it,
do d6 khong c6 anh hudng dang ké dén tinh an toan cta so d6 chit
k.

3)Gid mao chit ky cung vdi van ban duoc ky -

C6 mot kha nang gid mao khac 1a gid mao ca van ban gti di
x cung véi chit ky (3,6) trén x. Kha ning d6 xay ra khi ké gia mao
chon dugc xva (3,6) thoa man diéu kién kiém tht, cu thé khi chon
dudc x50 c6 dang sau day :

y=a'.f modp,
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S=-y.j mod(p-1),

X=—yi.j mod(p-1),
trong do i, j 1a cac s6 nguyén sao cho 0<1i, j<p-2, gcd(j, p-1) =1, va

j ™ dugc tinh theo mod(p —1). Thuc vay, khi d6 ta c6
oy’ =p (@) modp
Eﬂ7.a7i”—71 L7 modp
=a” modp,
titc diéu kién kiém thir dudc thoa man, (10) co thé dugc xac nhan
hgp thuc la chu ky trén x.

Co thé c6 mot cach gid mao khac nita, néu ké gid mao su
dung chit ky ding (,6) trén mot van ban x ¢ tir trudc dé tao ra
mot chit ky (4, 1) m&i cho mot van ban “méi” X' nhu sau:

A=y"a'.p) modp,

w=3A(hy - j&)™ mod(p-1),

x'=A(hx+i8)(hy — j&)  "mod(p-1).
C6 thé thi lai ring diéu kién kiém th ding d6i véi “chir ky”
(A, ) va “van ban” X', tic la

B A* =a* modp.

Ca hai cach gid mao noi trén déu cho chit ky thoa man diéu
kién kiém thir d6i v6i van ban tuong ting, tuy nhién van ban do6
khong phai 1a van ban dugc chon theo y muén cta ngudi gia mao,
cho nén kha nang st dung cac cach gid mao d6 trong thuc t& cing
khong c6 gia tri , do d6 khong thé gay nguy hai dang ké cho tinh an
toan cta so d6 chtt ky noi chung,.

5.2.3. Chuan chit ky s6 (Digital Signature Standard).
Chudn chit ky s6 (DSS) dugc dé xuat tir ndm 1991 va dugc
chap nhan vao cudi ndm 1994 dé€ st dung trong moét s linh vuc
giao dich dién i tai Hoa ky. DSS dua vao so d6 chit ky ElGamal,
v6i mot vai sta d6i. D& bao dam an toan , s6 nguyén t6 p can phai
da 16n, biéu dién nhi phan cta p phai c6 tir 512 bit trd 1én (cu thé tir
512 dén 1024 bit, s6 bit la mot boi cta 64). Tuy nhién, do dai chit ky
theo so d6 ElGamal la gap doi s bit cia p, ma trong nhiéu tng
dung nguodi ta lai mong mudn c6 chit ky do dai ngén, nén giai phap
stia d6i dugc dé xuat la: trong khi van dung p 16n v6i &6 dai biéu
dién 512 bit trd 1én, thi sé han ché d¢ dai ctia y va § trong chit ky
(7,6 ) vao khoang 160 bit (nhu vay ca chit ky sé c6 do dai khoang
320 bit); diéu nay dugc thuc hién bang cach dung mot nhém con
cyclic Z; cta Z; thay cho chinh ban than Z;, do d6 moi tinh toan
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van dugc thuc hién nhu trong Z, nhung cac du liéu va thanh phan
chit ky lai thuoc Z; . Ta dugc so do chuan chit ky s6'DSS nhu mo
ta sau day:

Chon p la mot s6 nguyén t6 16n c6 d6 dai biéu dién > 512 bit
sao cho bai toan tinh logarit rdi rac trong Z, 1a kho, gla mot u6c s6

nguyén t6 cta p-1, c6 d6 dai biéu dién c& 160 bit. Goi « € Z; lamot
can bac g cta 1 theo modp.
batP=2,, A = Z;xZ;. Chon aeZ; va tinh f=a"modp.

Xac dinh khoa K =(K’,K"), trong d6 khoa bi mat K’ = a, va khoa
cong khai K" = (p,q,,f). Thuat toan ky va thuat toan kiém th dugc
dinh nghia nhu sau: V6i x € P =Z;, ta chon thém moét s6 ngau
nhién & (0<k< g-1), va dinh nghia chu ky

sigy. (xk) = (,0), trongdo

7 =(a* modp) modg,

5 =(x+ay).k " modg.
Thuat toan kiém th dugc dinh nghia bdi:
ver.(x (7,6)) = dung < (a*.% modp)modq =y,
trong d6 e, = x.0 'modg va e, = .5 'modgq.
Chd y ring ta phai c6 § # 0 modg dé c6 thé tinh duge § 'modg
dung trong thuat toan kiém tht, vi vy néu chon k¥ ma dugc 5=0
modg thi phai chon lai s6 k khac dé c6 dugc 5+ 0 modag.

5.3. Ham bam va chi ky.
5.3.1. Ham bdam (hash function).

Trong cac phan trén, ta da gidi thieu mot vai so d6 chut ky
dién t&r. Theo cac so d6 d6, chit ky dudc xac dinh cho tiing khoi cda
vidn ban, va néu van ban gédm nhiéu khéi thi chit ky cho toan vin
ban ciing phai do ghép chit ky trén tiing khoéi lai v6i nhau ma
thanh; ma chit ky trén ting khéi van ban thuong c6 do dai bfZ\ng
(hodc tham chi gap doi) do dai chua khoi van ban, do d6 chit ky
chung ciing c6 do dai twong duong véi do dai van ban. D6 la mot
diéu bat tién. Ta mong mudn, nhu trong trudng hop viét tay, chit
ky chi c6 d6 dai ngén va han ché cho du van ban c6 thé dai bao
nhiéu ciing dugc. D6i v6i chit ky dién ti, vi cht ky phai dugc “ky”
cho timng bit ctia vin ban, nén muén c6 cht ky do dai han ché trén
van ban c6 d6 dai tuy y thi phai tim cach rat ngan do dai van ban.
Nhung ban than vin ban khong thé rat ngén dudc, nén chi con
cach 1a tim cho méi van ban mot ban “tom luoc” c6 d6 dai han ché,
rdi thay cho viéc ky trén toan bo van ban, ta ky trén ban tom lugc
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do6, xem chit ky trén ban tom lugc ¢ tu cach 1a chit ky trén van ban.
Gia st X 1a tap hop tat ca cac van ban c6 thé c6 (tat nhién, trong mot
linh vuc nao d6), va A 1a tap hop tat ca cac ban “tom lugc” c6 thé
dugc st dung. Viéc tim cho méi van ban mot ban tém ludc tuong
ung xac dinh mét ham 4 : ¥ — A. Mot ham A nhu vay ngudi ta goi
la moét Aam bam (hash function). Thong thuong, X la tap hgp cac
day bit c6 do dai tuy y, va A la tap hgp cac day bit c6 mot d6 dai n
c6 dinh, nén ngudi ta cing dinh nghia Aam bamla cac ham A: X —
A véi cac tap hop = va A do (tdc cac ham A: {0,1) —{0,1}").

Dung ham bam 4, ta xem z = A(x) 1a “tom lugc” cta x, dai
dién cho x, va ta s& xem chit ky trén zla chit ky trén van ban x; vi z
c6 d¢ dai han ché, nén chit ky trén x cting c6 d6 dai han ché.

Mot van dé dugc dit ra la: vay ham A: ¥ — A phai thod man
nhiing diéu kién gi dé A(x) xing dang dugc xem la dai dién cta x
trong viéc tao lap chir ky ? Hai diéu kién sau day thuong duogc
ngudi ta xem la hai diéu kién cht yéu cho mot ham bam:

1. Ham badm phai la ham mot phia, nghia la cho x tinh z = A(x)
la viéc d&, nhung ngudgc lai, biét z tinh x1a viéc cuc kho (c6 thé qui
udc dé hay kho theo nghia tinh dudc trong thoi gian da thic hay
khong).

2. Ham bam phai 1a ham khdng va cham manh theo nghia sau
day: khong c6 thuat toan tinh dugc trong thdi gian da thitc gidi bai
toan “ tim x; va x;thudc £ sao cho x;# x,va A (x) =h (x,)”; noi cach
khéc, tim hai van ban khéac nhau c6 cing mot dai dién la cuc ky
kho.

(Con c6 moét khéi niém khoéng va cham yéu duge dinh nghia
nhu sau: Cho x €X. Ham 4 la khong va cham yéu d6i vi x néu rat
kho tim dugc X' €X, X'# xva A (X') = h(x)).

Ta mong muén do dai cha chit ky la ngén, tic 1a do dai caa
cac tom ludc cling ngdn. Nhung ngan bao nhiéu 1a vita? Ngan bao
nhiéu thi c6 thé bdo dam tinh khong va cham manh? Va & day ta
gip mot ki€u “tdn cong”, thuong dugc goi la “tdn cong ngay sinh”
c6 lién quan dén kha ning va cham manh, néi ring trong mot
nhom gém 23 ngudi duge chon moét cach ngdu nhién thi it nhat co
hai ngudi c6 cting ngay sinh (ttic c6 va cham manh!). Mot cach téng
quat, ngudi ta chtitng minh dugc rang: Néu co tat cd n ban tom luoc,

. / 1 . y pe A
va k=~,[2n Inl—, thi trong k van bdn duoc chon ngdu nhién co it
—&

nhat mot va cham manh (tuc c6 X' #x va h (X' ) = h (x ) voi xdc sudt
&
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Khi ¢= %, ta c6 k ~1,17+/n . Trong trudng hop ngay sinh, ta

c6 n=365, do do k = 22,3~ 23.

Tr6 lai v6i van dé chon d6 dai (ctia biéu dién nhi phan) cho
cac tom luge, néu ta 14y chdng han d6 dai 40 bit, thi n = 2%, va do
do tit k ~ 2% (khodng mot triéu) van ban sé c6 mot va cham manh
vi xac suat 1/2, nhu vay kho bao ddm dugc an toan. Nhung néu ta
14y do dai cta ban tom lugc 1a 128, ticc n=2"%, thi va cham manh c6
thé x4y ra véi xac suat 1/2 khi s6 cac van ban cé thé 1a k = 2%, mot
con s kha 16n (so vGi s6 van ban c6 thé ndy sinh trong thuc té), do
d6 hy vong tinh an toan sé dugc bao dam. C6 thé vi vay ma trong
chuan DSS ngudi ta chon do dai ctia cac tom lugdc 1a 160 bit.

5.3.2. Him bam Chaum-van Heijst-Pfitzmann.

Dud6i day ta sé gioi thiéu mot thi du cu thé vé mot ham bam
dugc xay dung dua trén tinh kho ctia bai toan logarit rdi rac, do cac
tac gié Chaum, van Heijst va Pfitzmann dé xuat nam 1992. Ham
bam d6 dugc xay dung nhu sau:

Gia st pla mot s6 nguyén t6 16n dang Sophie Germain, tiic
c6 dang p=2g +1, trong d6 g ciing la s6 nguyén t6. Chon « va fla
hai phan t nguyén thuy cda Z, . Viéc tinh log, f, khi biét o va g,
la rat kh6. Ham bam h:Z xZ, —Z -{0} dugc dinh nghia nhu sau:
veimoi x,X, € Z, tacod

h(x,, x,)=a™.4* modp.

Ta goi ham bam 4 dugc dinh nghia nhu vay la ham bam
Chaum-van Heijst-Pfitzmann. Ham bdm d6 c6 céc tinh chat la ham
mot phia va khong va cham manh nhu yéu cau d6i vdi mot ham
bam. Tinh mot phia ctia ham d6 dudc suy ra tit tinh mot phia caa
ham logarit rdi rac. Con tinh khong va cham manh cta A dugc
chiing minh bdi dinh 1y sau day : Néu biét mot va cham manh doi
vOi h thi c6 thé tinh duoc log, f mét cach cé hiéu qua.

Gia stt c6 mot va cham

h(xi’ Xz) = h(X3! X4),
trong d6 (x,x,) # (x,x,). Nhu vay ta c6
at. pe=a®.p" (modp),
tac la
a ™ = 7% (modp).
bat d=gcd(x, - x, p-1). Vi p-1 =2g va gla s6 nguyén t6, nén ta co6
d € {1,2,g, p-1}. Ta xét lan lugt bon kha ning d6 cda d.
Gia st d=1. Khi @6, dat y= (x, - x,)"'mod(p -1), ta c6
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p=p%"" (modp)

= g%y (modp),
va ta c6 thé tinh logarit rdi rac log, # nhu sau :

log,, B = (% - %)(x - x)" mod(p-1).
Bay gid gid st d=2. Vi p-1 =2g va gla s6 1, ta phdi c6
ged(x, - X, g) =1. Cang dat y = (x, - x,)'modg, ta c6
(xi-x)y=kq+l
vOi k1a mot s6 nguyén nao do, va ta cd
pr = p (modp)
=(-1"f (modp)  (vi B =-1(modp))
=1/ (modp).
Nhu vay ta co
'B(erz)y = %)Y (mod p)
=1/ (modp).
T d6 suy ra
log,, 5= (% —%)y mod(p-1)
hay la log, B =(X—X)y +gmod(p-1).
Co thé thlt d€ xac dinh gia tri nao trong hai gia tri d6 ding la
log, 5.
Bay gio ta xét trruong hop d=qg. Vi0<x,, x,< g-1,nén
-(g-1) < x,-x,<g-1.
Do d6 khong thé c6 ged(x, - x,, p-1) = g, trudng hop nay khong thé
Xay ra.
Cudi ciing 1 trudng hop d = p-1. Piéu nay chi xay ra néu x,
= x;. Nhung khi d6 ta c6
a’p* =a*p% (modp)
a* =a* (modp)
va x=x,. Nhu vay (x, %) = (%, x), mau thuan véi gia thiét. Vay
trudng hop nay ciing khong thé xay ra. Pinh ly néi trén dugc
ching minh. Ham bam Chaum-van Heijst-Pfitzmann 1a khong va
cham manh.

Chd y rang néu p c6 d6 dai biéu dién nhi phan 1a ¢bit, tic Z,
la tap con cta A ={0,1}", thi ¢ c6 d¢ dai ¢-1 bit, va ZxZ, 1a tap con
cta X = {0,1}" v6i m =2(¢-1). Ham bam A dugc dinh nghia § trén co
thé xem 13 ham A: ¥ — A. V&i muc dich chit ky, ta mu6én c6 nhiing
ham bdm A: X — A vGi A la tap céc tlit ¢6 s6 bit han ché, nhung ¥ lai
la tap cac tir c6 @6 dai tuy y. Mudn vay, ta phai c6 kha nang md
rong ham bam; dinh ly sau day cho ta kha ning doé.
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5.3.3. M0 rong ham bam.

Bay gio gid st A: Z) — Z} (& day Z ={0,1}) la mot ham bam
khong va cham manh thoa man m > ¢+1 (ham badm trong muc trén
thod man diéu kién do). Ta sé dung A dé xay dung mot ham bam
h*:Z, —» Z, nhu sau :

Gia st x e Z,, ta cit x thanh cac doan c6 cung do6 dai / bit,
trong d6 | = m-t-1, néu doan cudi cing chua c6 da [ bit, thi ta bd
sung thém cac bit 0 cho dii, va d€ ghi nhé su b sung d6 (chdng han
la dbit) ta thém cho x mot doan cudi x;,, la biéu dién nhi phan / bit
cta s6 d. Nhu vay mdi x € Z; dugc viét lai du6i dang

X=X Xpeoo XX 41,
trong d6 v6i moi 7=1,2,...,k k+1, x, € Z} (ta chd y rang néu biét x
du6i dang nay ta sé khoi phuc lai dwgc x & dang goc ban dau). Ta
dinh nghia mot cach dé qui day tr g, g,..., ge1€Z;, va ham h’
nhu sau :
& =h(0"x),
8m=h (glxu) (1=1,...,4)
(%) = G -
Nhu vay, gia tri cia ham bam h* la mot tir c6 do dai ¢bit.
Ngudi ta chiing minh dugc dinh 1y sau day : Néu ham bam h co
tinh chat khéng va cham manh thi ham bim md réng W' cing co
tinh chat khong va cham manh.

5.3.4. Xay dung ham bam tu cac hé mat ma.

Cé mot phuong phap chung dé xay dung ham bam 14 st
dung cac hé mat ma khoa doi xing. Gia st (¥, €, X, &, 9) la mot hé
mat ma khoa d6i xiing ma do an toan da dugc thit nghiém. Pé tien
trinh bay, ta c6 thé gia thiét ring ¥ =¢ =% =20 . Nén chon n kha
I6n, cG n > 128 dé tranh kiéu “tan cong ngay sinh”. Chéng han, c6
thé chon hé mat ma d6 1a hé DES (c6 thé véi nhing diéu chinh cin
thiet d€ c6 do dai cac ky tu trong &, €, X thich hgp). Xuat phat tir
ham lap mat ma 6 ta xac dinh métham f: Z;xZ, —» Z, sao cho véi
moi (x,y) € Z) xZ}, gia tri cta f(X, y) dugc tinh theo x, y va ham &.

Bay gid gia st cho x € Z;. Nhu trong muc trén, ta c6 thé viét
x dudi dang ghép néi lién ti€p cda & doan ky tu, méi doan co n bit :

X=X Xy X -

Tiép do6, ta chon mot gia tri ban dau gye Z}, va xay dung tiép

i, 8o theo qui tic
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=T, g) voii=1.2,..,k

Va cudi cung, ta dinh nghia gia tri ham bam 4 (x) = g, . Ham bam A
dugc dinh nghia nhu vay la mét ham anh xa Z, vao Z;; trong
trudng hop chung ¢ thé khong bdo dam tinh an toan, nhung ngudi
ta da chiing t6 dugc rdng no 1a an toan trong cac trudng hop ham f
duoc chon nhu sau:

f(xy) =x® &(y,%),

Fxy)=x@y O (y,x),

fX,Y)=x® &(yxDYy),

fX,Y)=x@y®s(yxay),
trong d6 @ la phép cong mod?2 titng cdp bit mot ctia hai tir c6 s6 bit
bang nhau.

5.4. M6t s6 so do chit ky khac.
5.4.1. So d6 chit ky Rabin.

Twong tu nhu so d6 chit ky RSA, so d6 chit ky Rabin ciing st
dung s6 nguyén n 1a tich cta hai s6 nguyén t6 16n pva g, n=p.q,
v6i ham mot phia § day 1a ham ldy binh phuong ctia mot s&
nguyén theo modn, c6 ham ngugc la ham tim cdn bac hai theo
modn, mot ham khong tinh dugc moét cach dé dang néu khong biét
cac thira s6 p,g cda n.

Nhu vay, mot cach dai thé, so d6 chit ky Rabin ¢ thé dugc
mo ta la mot bo

S=(MP AKSY),

trong d6 P= Q,, A= Z,, K la tap cac cap khoa K=(K,K"), trong d6
K" = n 1a khoa cong khai dung d€ kiém thit chit ky,n 1a tich cta hai
sO nguyén t6 16n pva g, n=p.q, véi p= g=3 (mod4), con K =d
v6i d= (n-p-g+5)/8 la khoa bi mat dung dé ky. Cac ham sig,. va
ver,..dugc xac dinh nhu sau:

sigy. (x) = x“modn ,

ver,.. (xy ) = ding < x=y? (modn ).
Ta chd ¥ rang néu p va g dugc chon véi tinh chat néi trén thi véi
moi x eP =0Q,, x*modn 1a mét cin bac hai cia x theo modn, vi

(p-1)(a-1)+4 (p-1)(a-1)
o 2 : R
X~ =X =X =X (modn);

va cac ham sig,.va ver,. dudc dinh nghia nhu trén 1a hgp thuc.
Y tuf&ng co ban vé mot so d6 chit ky Rabin chi don gidn 1a
nhu thé, tuy nhién dé c6 mot so d6 chix ky ding dugc trong thuc té,
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ngudi ta mudn tap cac van ban P khong han ché trong Q, , ma
rong rai hon, la Z, Chéng han, nhung dé dugc nhu vay, ta phai
dung thém mot ham R dé chuyén mot x eP ban dau vé mot gia tri
mmnao d6 c6 quan hé gan giii vdi mot thing du bac hai theo modn
dé so d6 chit ky theo y tudng noi trén c6 thé van hanh duge. D&
thuc hién dugc mot so d6 chix ky stra d6i nhu vay, nguoi ta sé dung
mot bd dé toan hoc sau day:

B6 dé 5.4.1. Gi sit p va gla céc s6 nguyén t6 khac nhau
cung dong du vdi 3 theo mod4, va n= p.qg. Khi d6 ta c6:

1) Néu ged(x,n) =1, thi x?*PY? =1 (modn)

2) Néu xeQ,, thi xX" P *9® modn la mot can bac hai cia x

theo modn.
3) Neéu xla s6 nguyén co [ﬁj =1,va d=(n-p-g+5)/8, thi
n

X, khixeQ,,

x> modn = )
n—x,khixeQ,.

4) Néu p # g (mod8) thi (Ej:—l.Do d6, nhan mot s6
n

nguyén xbat ky v6i 2 hay v6i 2'modn déu ddo ngugc ky
hiéu Jacobi cta x.
Ngudi doc c6 thé tu ching minh 14y bo dé trén.
Bay gid mot so &6 chix ky Rabin stta d6i c6 thé dugc xay dung nhu
sau : TruGc hét ta xac dinh cho mdi thuc thé tham gia mét cap khoa
K=(K,K"), v6i khoa cong khai K = n, khoa bi mat K" = (p,q) hay = d
= (n-p-g+5)/8,trong d6pva gla hai s6 nguyén td co tinh chat p=
3(mod8) va g=7(mod8),n=p.q;pva g dugc chon va git bi mat.
Thuc thé A c6 khoa K =(K’,K") s& tao chit ky trén mot van
ban x (xeZ,, x< (n-6)/16) bang cac budc sau day :

a. Tinh m=R(x) =16x +6.
b. Tinh ky hiéu Jacobi J = (%}
c. Neéu /=1 thi tinh s=m“modn,
néu /= -1 thi tinh s=(m,/2) modn.
d. s lachttky cta A trén x.
Viéc kiém tht chit ky s cia A bing cach ding khoa cong
khai n dugc thuc hién bdi cac budc sau day:
a. Tinh m*=s’modn
b. Néu m*= 6(mod8), thi lay m=mr*,
néu nr*= 3(mod8), thi 14y m =2n7*,
néu m*=7(mod8), thi ldy m =n-m,
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néu 7= 2(mod8), thi 1dy m =2(n-m?*).

c. Thi diéu kién m= 6 (mod16), néu sai thi bac b6 chit ky.

d. Néu diéu kién trén ding thi ldy x= R '(m) = (m-6)/16.
(Theo dinh nghia cta phép kiém thi thi ta c6 thé viét diéu d la:
thuat toan kiém thir xac nhan s1a chit ky cta A trén van ban xnéu x
= R (m) = (m-6)/16).

Ta c6 thé chitng minh tinh hgp thiic cta cac thuat toan ky va

kiém thit nhu sau: Cac budc tao chit ky b-c cho ta chit ky Rabin caa
v=mhay v=m/2 tuy theo ky hiéu Jacobi bf?mg 1 hay khong. Theo
diéu 4 cia b dé 5.4.1, c6 ding mot kha nang hodc m, hodc m/2 c6
gia tri ky hiéu Jacobi bang 1. Gia tri v dugc ky 1a = 3 hodc = 6
(mod8). Theo diéu 3 cta b6 dé d6, s’modn =v hodc = n-vla tuy
theo ve Q, hay khong. Vi n=5 (mod8), c6 thé xac dinh mot cach
duy nhat mot trong hai trudng hgp do.
Thi du: Gia thu chon p=19, q =31, do d6 n=589 va d=68. A c6 khoa
cong khai n=589 va khod bi mat d=68. Khong gian ky gdm céc gia
tri cta m ung vOi cac gia tri x=0,1,2,...,32,33 cung véi cac gia tri cua
ky hiéu Jacobi tuong ting dugc cho bdi bang sau day:

m 6 22 54 70 86 102 118 134 150
m 11 -1 -1 1 1 1 1 -1
589

m 166 182 198 214 230 246 262 278 294
[£j1-11111-11-1

326 358 374 390 406 422 438 454 470
j -1 -1 1 -1 -1 1 1 1 -1

486 502 518 534 550 566 582

Ta tao chu ky v6i thong bao x =12. Tinh m = R(12) =198,
(mj = (%) =1,va s=198"mod589 = 102. Chtt ky la s=102.
n
Diing thuat toan kiém thi ta c6: m*= s’modn = 102°’mod589
=391. Vi mi* = 7 (mod8), ta 1dy m =n -m*= 589-391=198. Cudi cung,
tinh x= R"(m) = (198-6)/16 =12, va chtt ky dugc xac nhan.
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5.4.2. So d6 chit ky Fiat-Shamir.

Mbi so @6 chit ky Fiat-Shamir st dung mot ham bam 4 :
Z, — Z¥ bién moi day ky tu nhi phan x do dai tuy y thanh mot day
c6 do dai & bit, duoc goi la “tom lugc” clia x .

Méi thuc thé A tao cho minh cdp khoa K'=(K’,K") bing cach:
chon hai s6 nguyén t6 khac nhau pva g, va dat n=p.q; sau do chon
ngau nhién & s6 nguyén khac nhau s,,..., 5, € Z7, va tinh vGi méi j
(I<j< R v, = Sj_2 modn. Xac dinh khoa bi mat K 1a bd & (s,..., 5¢),
va khod cong khai K" 1a gdm bd & (v;,...,v;) va moéduyn n.

Lay P= Z, , A= ZixZ,, va xac dinh céc thuat toan ky va
kiém th&t nhu sau:

D¢ tao chit ky trén van ban x P = Z;, A chon ngau nhién
mot s6 nguyén duong r € Z,, tinh u =r’modn, tinh e=(e,..., €, ) =
h(x || u), trong d6 x || z1a day ky tw nhi phan thu dugc bang cach
n6i ghép biéu dién nhi phan cta s§ u tiép sau biu dién nhi phan
cta s6 x. Chit ky ctia A trén x dugc dinh nghia la (e,s), trong do

S= r.H;S?‘ modn.

Dé kiém thit (e,5) c6 diing la chit ky ctia A trén xhay khong,

ta dung khoa cong khai (v,,...,v;) va moéduyn n dé tinh

W:SZ.HI;:lV?j modn,
rdi tinh € = A(x || w); va xac nhan (e,s) dung la chit ky cia A trén x
khi va chikhie=¢€ .

Dé chitng minh rang néu (es ) la cht ky ca A trén x thi
e= €', va nguoc lai, tic cac thuat toan ky va kiém thit xac dinh nhu
trén 1a hgp thuc.

5.4.3. So do chit ky Schnorr.

So d6 chwt ky Schnorr cling dugc xay dung tuong tu nhu so
d6 Fiat-Shamir, nhung & day ta dung mot ham bam mot phia dua
trén bai toan kho tinh l6garit roi rac.

Méi thuc thé A tao cho minh cip khoa K'=(K’,K") bing céch:
Chon mot s6 nguyén t6 16n p, mot s6 nguyén t6 g la udc s6 cua
p-1, mot phan t  cap gcla Z;, vamotsd a, 1<a< g-1. Gitt K'=a
la khoa bi mat, va cong bd khoa cong khai K" = (p,q,,7), trong d6 r
=a® modp.

Chon motham bam h: Z; > Z,.Lay P=2Z,vaA=Z xZ,.
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D€ ky trén mot thong bao x eP =Z; A chon thém mot s§
ngau nhién k € Z, va tinh y =a“modp, e = h(x||y)va s = aetk
modg. Chit ky ctia A trén x dugc xéac dinh la cdp s6 (s, €).

Pé kiém thi xem cdp s6 (s, €) c6 dung 1a chit ky cta A trén x
hay khong, ta dung khoa céng khai K" = (p,q,,7) d€ tinh

v=a’r*modp va e =h(x]|v),
va xac nhan (s, €) dung la cht ky cta A trén xkhi va chi khi €' =e.

Ta c6 thé chang minh réng cac thuat toan ky va kiém thi xac
dinh nhu ay 1a hop thic. Thuc vay, néu chit ky(s, €) dugc ky bdi A
trén x, thi

v=ar*modp= a’a *modp=a“modp=y,
do d6 e =h(x||v)=h(x|| y) =e. Ngugc lai, cling d& chiing té ring
néu €' =e thi (s, €) dung la chit ky ctia A trén x.

5.5.Chit ky khong phu dinh dugc va khéng chéi bo dugc

5.5.1. Dit vin dé. Trong cac phan trudc ta da trinh bay
mot vai so d6 chit ky dién t ; trong cac so d6 d6, viéc kiém thit tinh
dung d4n cta chw kyla do ngudi nhan thuc hién. Nhu vay, ca vin
ban cung chit ky c6 thé dugc sao chép va tan phat cho nhiéu ngudi
ma khong dugc phép cta ngudi gii. PE tranh kha nang d6, ngudi
ta dua ra cac so' d6 chir ky khong phu dinh duoc v6i mot yéu cau
la chir ky khong thé dugc kiém th néu khong c6 su hop tac caa
nguoi ky. Su hgp tac d6 dugc thuc hién thong qua mot giao thuc
moi hoi va trd 101 gitta ngudi nhan va ngudi gui (cting 1a ngudi ky),
goi la giao thuc kiém thu. Khi chit ky doi hdi dugc xac nhan bang
mot giao thiic kiém thir thi mot van dé khac lai nay sinh 1a lam thé
nao dé ngdn can ngudi ky choi bé mot chit ky ma anh ta da ky bfZ\ng
cach tuyén bé ring chit ky d6 1a gia mao? Dé dap ting yéu cau do,
can c6 thém mot giao thic choéi bo, thong qua giao thitc nay ngudi
ky c6 thé chitng minh mot chit ky khong phai cia minh ding thuc
[a gid mao. Néu anh ta tit ch6i khong tham gia giao thic d6 thi co
bing chiing dé ching t6 ring anh ta khong chiing minh dugc d6 1a
chtt ky gid mao, tic khong chdi bo dudc chit ky cia minh!

Nhu vay, mot so' dd chiz ky khong phi dinh dugc sé gém ba
phan : mot thuat toan ky, mot giao thitc kiém thit va mot giao thic
chdi bo.

5.5.2. So do6 chit ky Chaum-van Antverpen.

So d6 chit ky khong phu dinh dugc dau tién dugc Chaum va
van Antverpen dé xudt nim 1989. Mot chu thé A chon mot s§
nguyén t6 dang Sophie Germain p =2q +1, trong d6 g cling la s6
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nguyén t6; chon a €Z; la mot phan tit cap g . Goi Gla nhém con
(theo phép nhan) cap ¢ sinh bdi a cta Z;. S0 d6 chir ky Chaum -
van Antverpen cta A gém c6: P =A =G, cap khod K=(K",K") gdbm
c6 khoa bi mat K’ = a va khoa cong khai K" = (p,¢, a, f), trong d6 «
1a mot s6 nguyén duong < p-1, va f= a ® modp.
Thuat todn ky: A ky trén vin ban x e =G véi chit ky
y=5ig, (X)=Xx*modp.

Giao thic kiém thi : V6i van ban x va chit ky yngudi nhan B ciing
ngudi ky A thuc hién giao thic kiém thi sau day:

1. B chon ngau nhién hai s6 €,e, €Z;,tinh c=y* A% modp

va gti ccho A,
2. Atinh d =c¢* ™ modpva giti d cho B.
3. B chdp nhan y la cht ky cia A trén x néu
d=x*a”mod p.
Giao thic ch6i bd: gdm céac budc sau day:
1. B chon ngau nhién hai s6 €€, €Z;,tinh ¢=y* A% modpva

gli ccho A,

2. Atinh d =c¢* ™% modpva glti d cho B,

3. B thu diéu kien d # x*.a®(mod p).

4.B chon tiép hai s¢ f, f,eZ; tinh C=y".f"modpva gui C
cho A,

5. Atinh D=C* ™ modpva glti Dcho B,

6. Bthirdiéukien D% x".a"(mod p).

7. B két luan y la chad ky gida mao, néu

(da™)" =(Da )% (modp).

5.5.3. Tinh hop thtc cua cac giao thic.

Ta sé ching minh hai dinh ly sau day dé ching té tinh hop
thitc cla cac giao thic kiém tha va chéi bd cta so d6 chit ky
Chaum-van Antverpen.

Dinh ly 5.5.1. a)Néu y dung Ia chit ky cua A trén x, tiic y
=x® modp, thi viéc B chdp nhan y Ia chit ky cua A trén x theo giao
thitc kiém thir I3 diing.

b) Néu y #=x*(modp), titc y khong phdi Ia chit ky cua A trén
x, thi viéc B, theo giao thifc kiém thiz, chdp nhan y Ia chit ky cua A
trén x, co thé xdy ra voi xac sudt 1/ g.

Chiing minh. a) Gia st y =x*modp. Khi d6, y* = x(mod p).
(chd y rang tat ca cac s6 mit déu dugc tinh theo modg). Ta ciing c6
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B* =a(mod p).Do do,
d=c* =y g% =xiq® (modp),

va theo giao thitc kiém thi, B chdp nhan yla chit ky cda A trén x,
viéc chdp nhan do6 1a ding.

b)Bay gid gid thit y #x *(mod p). Trudc hét ta chd y rang mbi
16i mai héi ¢ twong tng véi dung g cdp (e, &), vi yva fla cac phan
tit cila nhém nhan G cap g. Khi A nhan dugc cau hdi ¢, A khong c6
cach gi d€ biét 1a B da dung cdp (e, &) nao trong g cap c6 thé do. Ta
chiing minh rang, do y #x*modp), nén trong g cip d6 chi c6 ding
mot cdp thod man déng du thic d = x*a® (modp). Thuc vay, ta co
thé dat c=a',d =0{j,X=ak,y=a' voil, j, K | € Zg ,vi ala ph?in ta
sinh caa G ,va hai déng du thic c=y*g%(modp) va
d = x*a® (mod p) tuong duong vdi hai phuong trinh

i =le +ae,(modq)
J = ke, +e,(modgq).

Tt gid thiét y #x*(modp) suy ra | - ak # 0 (modqg), tic dinh thitc cta
hé phuong trinh noéi trén (v6i cac 4n s6 e, e,) 1a = 0 (modq). Nhu
vay, mdi d € Gla cau tra 15i ding (theo giao thiic kiém thi) chi v6i
mot cip (e, e) trong g cip ¢ thé. Vi vay, néu y #£x (modp) , thi
xac sudt d€ B chap nhan yla chit ky ciia A trén x (theo giao thic) 1a
bang 1/ g. Dinh Iy dugc chitng minh.

D6i véi giao thiic chdi bo, ta co dinh 1y sau day :

Dinh ly 5.5.2. a) Néu y #x *(modp), va cd A B déu tuin
theo giao thiic choi bo, thi (da™*)" =(Da™")* (modp), tiic giao thiic
cho két qua chinh xac.

b) Néu y =x*modp, A va B déu tuan theo glao thuc, va co

d Z x*.a%(mod p).

D # x".a"(mod p).
Khi do, déng dur thic (da™*)" =(Da™ )% (modp) diung vdi xdc suat
1/q, tiic néu y dung Ia chit ky cua A trén x, thi theo giao thiic, B c6
thé két ludn rdng no 14 gid mao (mot cach sai IAm) voi xac sudt 1/g.

Ching minh. a) Gia tht y # x*(mod p), va A,B cung thuc
hién giao thitc ch6i bd. Do y khong la chit ky cta A trén xnén B sé
kiém thtr ding cac bat déng du thic trong cac budc 3 va 6 cta giao
thuc. Vi f=a® (modp), nén ta co

(da™®)" =((y*5%)* a )" (modp)
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a’ef; ﬁeza’lf1 a f, (m od p)
% (modp).

y
y

Tuong tu, ta cing co6
(Do #)* = y**"* (modp).
Nhu vay, déng du thic & diém 7 cta giao thic duge nghiém ding,
va két luan yla chit ky gid mao ctia A trén x1a chinh xéc, khong thé
bac b6 dugc.
b) Bay gid gia thiét y=x*(modp), va A, B cing thuc hién
giao thitc choi bo. Dt x, = d/*a *%'* modp, ta c6
X2 =d¥r g (X2a®2) g =x2 =y (modp).
Theo diém b) trong dinh ly 5.5.1, B c6 thé chdp nhan yla chit ky caa
A trén x; , tic la ¢6 dong du thic
D = x;'a " (modp),
vGi xéac suat 1/g. Nhung dong du thic d6 tuong duong véi dong
du thuc
(da™*)" =(Da")* (modp),
tiic ddng du thiic nay ciing c6 thé xay ra véi xac sudt 1/ g. Pinh Iy
dugc ching minh.
Ta chid y rang trong giao thic chéi bd, cip (e, e,) dudc st
dung d€ tao ra x, v6i x2 #y(modp); con cip (fi, f,) duge ding dé
kiém thir xem ycolachitky cta A trén x, hay khong.

Thi du minh hoa. Chon p =467, ¢=233 (p=2qg +1), a=41a
phan tt sinh cdia mot nhém con G cap 233 cta Z;,,. Chon a =101,
khi d6 ta c6 f=a*modp = 4"mod467 =449.

A c6 cap khoda K=(K,K") v6i K’ =101, va K" = (467, 4, 449).
Gia tht A ky trén van ban x =119 véi chit ky

y=119""mod467 =129.

1)B c6 thé dung giao thic kiém thi dé biét y c6 ding l1a chix
ky cta A trén x hay khong nhu sau: B chon ngdu nhién e=38,
€,=397, va tinh ¢=13; A sé trd 15i lai bang d=9. B thit diéu kién

d=x*.a”mod p,
tac la 9 =119%*.4*"(mod467).
DPéng du thitc d6 ding. B chap nhan 129 ding la chit ky cta A trén
van ban 119.

2) Bay gid ta th thuc hién giao thic chéi bo. Gid tht A gti
vidn ban x =286 v§i chit ky y = 83. B chon ngau nhién e,=45, ¢,=237,
16i tinh ¢ =305 va gti cho A; A trd 16i lai bang d =109. B tht diéu
kién d# x*.a®(mod p), diéu kién d6 dugc thod man vi
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109+£149(=286".4*"mod467). B lai tiép tuc phan sau cta giao thic
béng cach chon ngﬁu nhién f; =125, f, =9, va tinh C=270, g&i cho A,
A trd 15i lai baing D=68. B lai tht diéu kién D% x".a " (mod p), diéu
kién nay ciing dugc thoa man vi 68225(=286'*.4"mod467). Bay gio B
lai tht diéu kién cu6i cing cda giao thic bang cach tinh

(da™®)" =(109.4%7)™ =188 (mod 467)

(Do )% = (68.47°)* =188 (mod 467)
Hai gia tri d6 bang nhau. B c6 thé két luan y khong phai la chit ky
ctia A trén x v6i xac suat sai 1am 1a 1/233!

Thi du nay dugc trinh bay v6i muc dich minh hoa, nén chi
st dung cac s6 nguyén t6 p, g bé cho dé tinh. Trong thuc t& tng
dung, d€ bdo dam tinh an toan, ta phai ding cac s6 p, g rat 16n,
Chzfmg han phai 14 cac s6 c6 biéu dién nhi phan ¢& 512 bit, khi d6 ta
c6 g>2%° ticla 1/ g < 2", mot xac suat rat bé, c6 thé bd qua; va vi
vay, cac yéu cau d6i véi cac giao thiic ki€m th va giao thitc chéi bo
nhu dé cap dén trong phan dit van dé (5.5.1) c6 thé xem la dugc
thoa man.
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CHUONG VI

Cac so do xung danh va
xac nhan danh tinh

6.1. Vin dé xung danh.

Trong chuong trude ta da thay cac ky thuat mat ma co thé
dugc tng dung dé€ xay dung nhiéu gidi phap an toan cho van dé
xac nhan cac thong bao cting v6i ngudi gui trén cadc mang truyén
tin cong cong. Trong chuong nay ta sé xét viéc ung dung ciing cac
ky thuat do6 cho bai toan xay dung céc so d6 xung danh va xac nhan
danh tinh, cting la mot bai todn quan trong va thudng gip trong
moi hoat dong giao luu thong tin, ddc biét giao luvu qua mang. Viéc
xung danh va xac nhan danh tinh cda mot ngudi thudng la can
thiét trong nhitng tinh huéng nhu:

- D€ riit tién tir cdc may rit tién tu dong (ATM), ta cAn xung
danh bang cach dung mot thé rit tién cung véi mot s6 PIN (s6
xung danh ca nhan) cua minh

- P& mua hang hoc thanh todn mot khoan tién qua mang
dién thoai, ta can thong bao s6 thé tin dung (cting ngay hét han)
ctia minh.

-Pé truy nhap vao mot mdy tinh trén mot mang, ta can khai
bao tén ngudi dung cting mat hi¢u (password) cdia minh.

- V...

Trong thuc t€ cudc séng, viéc xung danh theo thoéi quen
thuong khong doi héi tinh an toan, che“?mg han céc s6 PIN, mat khau
thuong khong co gi dé bdo dam la dugc giu kin, nguoi ngoai khong
biét dugc. Tuy nhién, cudc séng cang ngay cang dudc tin hoc hoa,
phan 16n céc giao dich dugc thuc hién trén cdc mang tin hoc, viéc
xem thuong cac yéu cau vé an toan trong cac khau xung danh va
xac nhan danh tinh 1a khong thé tiép tuc dugc; can phai c6 nhiing
giai phap bao ddm tinh an toan cho cac hoat dong do.

Muc tiéu an toan cda viéc xung danh la bao dam sao cho khi
“nghe” mot chu thé A xung danh v6i mot cha thé B, bat ky mot ai

136



khac A ciing khong thé sau d6 mao mhan minh 14 A, k€ ca chinh B
cling khong thé mao xung minh la A sau khi dugc A xung danh véi
minh. Néi cach khac, A muén ching minh dé dugc d6i tac xac
nhan danh tinh cia minh ma khong dé 16 bat ci thong tin nao vé
viéc ching minh danh tinh d6.

Viéc xung danh thudng phai thong qua mot giao thitc hoi-
dap nao d6, qua giao thic d6, dé B c6 thé xac nhan danh tinh cda
A, B dit cho A mot cau hédi; A phai tra 10i, trong trd 16i d6 A phai
chiing t4 cho B biét 1a A c6 s6 httu mot b7 matrieng A méi co, didu
d6 thuyét phuc B tin chic rang nguoi trd 16i ding 1a A va do d6 xac
nhéan danh tinh cta A. Van dé kho & day 1a A phai lam cho B biét 1a
A ¢6 s6 hitu mot b7 mat chi rieng A méi c6, nhung lai khong dudc
16 cho B biét cai b7 mat rieng A mdi c6 do la cai gi. Mat khac, dé
cho viéc “A c6 sd hitu mot b7 métcta rieng A” d6 la dang tin (du la
khong biét) thi can dugc chiing thuc bdi mot bén thi ba nao
d(),cha“?mg han bdi mot co quan dugc uy thac (trusted authority). Tat
nhién co quan dudc uy thac nay ciing khong biét ban than bi mat
cta A, nhung biét va chiing nhan A 1a cht sé httu cia mot yéu to
cong khai ma viéc A st dung no chiing té A c6 cai bi mat noi trén.

Trong tiét ngay sau day ta sé gidi thiéu mot so d6 xung danh
dién hinh dé minh hoa céc ¥ tudng néi trén.

6.2. So d6 xung danh Schnorr.

Trong so d6 xung danh nay c6 su tham gia cia mot co quan
dudc uy thdc ma ta ky hiéu 1a TA. TA sé chon cac tham s6 cho so
d6 xung danh nhu sau:

- mét s6 nguyén t6 16n p sao cho bai toan tinh l6garit rdi rac
theo modp 1a rat kho; va mot udc s6 nguyén t6 gcta p-1 (ngudi ta
khuyén nén chon p> 22 va g>2').

- mot phan ti « €Z, c6 cap g (mot phan tit o nhu vay c6 thé
14y 1a mot luy thita bac (p-1)/ g cta mot phan t& nguyén thuy theo
modp.

- mot tham s6 an toan #sao cho g > 2. C6 thé 1ay #=40.

- TA chon cho minh mét so d6 chir ky gom mot thuat toan
ky(bi mat) sig;, va mot thuat toan kiém thit (cong khai) ver;,.

- mOt ham bam an toan (moét phia va khong va cham manh).
Ta gia thiét 1a moi thong tin déu dugc “tom lugc” bdi ham bam
tru6c khi dugc ky; tuy nhién trong mo ta sau day dé cho don gian
ta s& bd qua cac budc sit dung ham bam.

Cac tham s6 p, g, ¢, thuat toan kiém thtt ver;, va ham bim
déu c6 thé dugc cong b6 cong khai.
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Bay gid, mot chi thé A cAn xung danh sé yéu cdu TA cap
cho minh mot ching chi. Thad tuc cap chitng chi cho A dugc tién
hanh nhu sau:

1.TA xac lap cac thong tin vé danh tinh cia A nhu ho,tén,
ngay sinh, s6 chiing minh hodc ho chiéu, v.v... dudi dang mot day
ky tu ma ta ky hiéu la 7, hay /D(A).

2. A chon bi mat mot s6 ngau nhién a (0< a < g-1), tinh

V=g *mod p

va chuyén s6 vcho TA.
3. TA tao chtt ky s=sig;,(la, V) va cap cho A chiing chi
C(A) = (ID(A), v, s).
Nhu vay, ching chi ma TA cap cho A goém (Ia, V) va chit ky cta TA
trén thong tin (la, V) d6. Cha y rang TA cap ching chi cho A ma
hoan toan khong biét gi vé thong tin bi mat cta A 1a s6 a.

Bay gid, vdi ching chi C(A) d6, A c6 thé xung danh véi bat
ky d6i tac B nao béng cach cung B thuc hién moét giao thiic xac nhan
danh tinh nhu sau:

1. A chon thém mot s6 ngau nhién & (0< k < g-1), tinh

y=a*modp,

va gti cho B cac thong tin C(A) va y.

2. B kiém thit chit ky cta TA trong chiing chi C(A) bdi hé
thitc ver;,(ID(A), v, s) =ding. Kiém thit xong, B chon moét s6 ngau
nhién r (1< r<2‘) va gti r cho A.

3. Atinh y=k+armodgva gti ycho B.

4. B thu diéu kién

y =a’Vv' (modp)
va néu diéu kién d6 duoc thoa man thi xac nhan danh tinh cta A.

Thuc hién giao thuc d6, A sé chung minh dugc danh tinh

ctia minh, vi
'V =a" "V =" a " = ¢ (mod p)
= y(modp),

titc diéu kién ma B can thir 1a ding.

So d6 xung danh cung v4i giao thitc xadc nhan danh tinh nhu
mo ta & trén co cac tinh chat dap tng cac yéu cadu nhu dé ra tit phan
dat van dé § tiét 6.1. Diéu vita ching minh & trén chiing té ring
néu A tuan thu giao thitc thi B xac nhan danh tinh cta A la ding (B
tin rdng A qua thuc c6 s6 httu mot bi mat a, du B ciing khong biét
cai bi mat a d6 la s6 nao).

Bay gid ta xét kha ning mot ngudi O mudn gia danh A dé
giao dich v6i B. Kha ning thtt nhat 1a O tao ra mot ching chi gia
mao vGi danh tinh cta A, mot chiing chi nhu vay c6 dang
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C’(A) =(UD(A), vl1, s7),
trong d6 vl # v. D€ tao ra mot chiing chi nhu vay thi O phai tao ra
dugc s71 1a chit ky ctia TA trén (/D(A), vi1), O khong biét thuat toan
Ky sig;, nén khong thé tao ra chit ky ding ctia TA dudc, va néu 14y
5" 1a mot chit ky gid mao, thi khi thuc hién diém 2 ctia giao thtic xac
nhan danh tinh thé nao B ciing phat hién ra. Kha ning thit hai la O
van dung chiing chi that C(A) ctia A, tu chon mot s6 & va tinh s6 y
tuong ting theo diém 1 cha giao thitc xac nhan danh tinh. Van dé &
day 1a khi B gui dén s6 r, O phai tra 16i lai bdng mot s6 y sao cho
diéu kién y =’V (modp) dugc nghiém ding. Diéu nay xem ra la
rdt kho, it nhat cting kho nhu 1a O biét bi mat vé s6 a cia A vay.
Thuc vay, gié st O c6 kha nang noi trén, khi do6 ta cho hai 1an héi r;
va r, O s& c6 hai tra 10i y; va y,, va ta co

y=avt =ag”v?(mod p),
tir d6 suy ra

a2 =y (modp).

Vi v=a“ tacéd

Y1 — Y= a(r, —r,) (modg).
Vi gla s6 nguyén t6 > 2° va 0< |r, - r; | < 2%, nén ged(zs, - 1, g) =1, va
O c6 thé tinh dugc a = (y, - y,)(r, —r) 'modgq.
Thi du : Lay p=88667, ¢=1031 va £=10. Phan t&t a = 70322 c6 cap g
trong Z;. Gia stt A chon s6 mii bi matla a = 755, khi &6 v = 13136.
A va B ¢6 thé thuc hién giao thuc xac dinh danh tinh nhu sau: A
chon & = 543, va tinh y=70322>*mod88667 =84109 rdi giti  cho B.
Gia st B gtii r =1000 cho A, A trd 15i lai bang y =k +ar modq =
=543+755.1000mod1031 = 851. B tha diéu kién y=a’v" (modp),
trong truong hop nay la:

84109 = 70322%'13136'™ (mod 88667),

do 1a déng du thitc ding. B xac nhan danh tinh caa A.

Bay gid van vdi cac tham so trén, gia thiét O c6 kha ndng tra
16i ding hai cau hdi ,=1000 va ;=19 cta B bang y,=851 va y,=454.
Khi d6 O c6 thé tinh dugc

a=(y,—Y,)(r, - r1)_1 mOdq
= (851-454)(19-1000)" mod1031 = 755,
ding la s6 bi mat caa A.

So d6 xung danh Schnorr, véi giao thic xac nhan danh tinh
nhu dinh nghia & trén, 1a c6 tinh chat ddy du (viéc c6 bi mat a bao
ddm A chiing minh dugc danh tinh ctia minh), va ding ddn ( viéc
gia danh A thanh cong ciing khé nhu biét bi mat caa A); tuy nhién
nhu vira trinh bay trong thi du trén, so d6 d6 chua phai la an foan,
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viéc gia danh 1a khé néu O khong hé biét gi vé so d6 xung danh do,
chtt néu, chezmg han, O da dugc A xung danh v§i it nhat hai lan (tic
hai 1an biét dudc hai cdp s6 (13, y;) va (1, 3»)) thi c6 kha nang O phat
hién dugc bi mat cua A, nhu vay viéc xung danh cta A khong con
an toan nua!

Dé khic phuc diém yéu d6 cta so d6 Schnorr, Okamoto da
dé xuat mot stta d6i lam cho so d6 trd nén an toan, sta d6i nay dua
trén tinh kho ciia mot bai toan dic biet vé tinh 16garit 1di rac. Ta
trinh bay trong tiét sau day so d6 dugc stra déi do.

6.3. So d6 xung danh Okamoto.

Cing nhu d6i vdi s6 d6 Schnorr, so d6 xung danh Okamoto
can c6 mot co quan uy thac TA d€ cdp ching chi cho cic ngudi
tham gia.

TA cho trudc cac s6 nguyén t6 p va g nhu doi voi so do
Schnorr. Sau d6, TA chon hai s6 a,,@, € Z,,cung c6 cap g . Gia tri
c=log, a, (tic gia tri ¢ sao cho af =a,) dudc gitt tuyét mat doi
v6i moi nguoi tham gia, ké cd A; noi cach khac, ta gié thiét réng
viéc tinh ra cla cuc ky khé d6i véi bat ky ai (Chezmg han, A,O, hodc
tham chi lién minh cta A va O,...).

Th tuc cAp chitng chi cho A dudc tién hanh nhu sau:

1. TA xac 1ap céac thong tin vé danh tinh cia A dudi dang
mot day ky tu ma ta ky hiéu la 7, hay /D(A).

2. A chon bi mat hai s6 ngau nhién a;, a; (0< a;, a; < g-1), tinh

v=a, *a,” mod p,

va chuyén s6 vcho TA.
3. TA tao cht ky s=sigy,(la, V) va cap cho A chiing chi
C(A) = (ID(A), v, s).

Bay gid, v6i chiing chi C(A) d6, A c6 thé xung danh véi bat
ky d6i tac B nao béng cach cung B thuc hién moét giao thiic xac nhan
danh tinh nhu sau:

1. A chon thém hai s6 ngau nhién &, &, (0< &, &, < g-1), tinh

7= afmodp,

va gti cho B cac thong tin C(A) va y.

2. B kiém thit chit ky cta TA trong chiing chi C(A) bdi hé
thitc ver;,(ID(A), v, s) =ding. Kiém thit xong, B chon mét s6 ngu
nhién r (1< r<2‘) va gti r cho A.

3. A tinh ¥, =k +a,rmodgqg,

v, =k, +a,rmodgqg,
va gti y,,, cho B.
4. B thu diéu kién
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7y =ao ay V" (modp)
va néu diéu kién d6 dugc thoa man thi xac nhan danh tinh cda A.
Thuc hién giao thuc d6, A sé chung minh dugc danh tinh
ctia minh, vi
alylazyz\/r = all<1+a1ra;2+a2ral—a1ra2—a2r (modp)
=o', (modp)
=y (modp)
titc diéu kién ma B can thu la ding. Nhu vay, do biét cip s6 bi mat
(a1, a2), nén A c6 thé thuc hién thong suét giao thic xac nhan de
chting minh danh tinh cta minh.

Ngudgc lai, mét ngudi khac A, do khong biét cdp s6 bi mat
(a1, @), nén kho co6 kha nang tinh dung dudgc (y1,y2) dé trd 16i B &
budc 3 cla giao thitc, tic 1a khong vugt qua dude su kiém thit cia
giao thitc ¢ mao nhan minh 1a A.

Bay gid gia st c6 mot ngudi O c6 thé thuc hién thong sudt
giao thitc xac nhan dé c6 thé dugc mao nhan 1a A, chéng han it nhat
hai 1an. Diéu d6 c6 nghia 1a O biét dugc hai s6 r # s va hai cdp s6
(Y1,Y2), (22,22) sao cho

y=ao)'aV = e,V (modp).

Dat

b, =(y, - 2)(r—s) " modg,

b, =(y,—2,)(r- S)_lmOdg/
ta sé duoc

V=a,%a,™ (modp),
do do

o, = "a,™ (modp),
tac la

o™ = a7 (modp).

Gia thiét rang O va A lién minh v&i nhau, khi d6 biét dudc ca cac s6
ay, az, by, by. Néu gia thiét (ar, a2) # (b1, bp) thia=bhy, va

(b2- ag)'lmodq ton tai, va 16garit rdi rac c dugc tinh bdi
Cc= |Oga1 a, =(a,—b)(b, - az)ilmOdQ'

Nhu vay, néu O c6 thé thuc hién thong suét giao thitc xac nhan dé
dugc mao nhan 1a A thi khi O va A lién minh véi nhau c6 thé im
dugc kha dé dang logarit r0i rac ¢. Nhung tir dau ta da gia thiéet
viéc tim ra cla cuc ky kho d6i voi bat ky ai (la A, la O, tham chi la
lién minh cta A va O,...), nén cling sé cuc ky kho dé O thuc hién
dugc thong sudt giao thic xac nhan véi muc dich mao xung la A.
Vay la ta da chiing minh dugc tinh an foan cua so d6 xung danh
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Okamoto véi giao thiic xac nhan danh tinh nhu mo ta & trén. Trong
chitng minh d6 con mot s6 chd tinh t& cAn dugc b6 sung thém,
Chéng han nhu vi sao co thé gié thiét (ag, az) # (b, by), thuc ra nguoi
ta da ching minh dugc rang xac suat ctia kha nang (ay, a) = (by, by)
la rat bé, khong dang Ké. Tuy nhién, d€ don gién trinh bay, xin
phép dudc bo qua mot vai chi tiét chitng minh tinh t& do.

6.4. So d6 xung danh Guillou-Quisquater.

So d6 Guillou-Quisquater cing dugc xay dung theo cung
mot cach thic nhu cac so d6 Schnorr va Okamoto ké trén, nhung
bai todan kho ma ta dua vao ¢ day khong phdi la bai toan tinh
l6garit roi rac ma la bai toan RSA.

So d6 cling can c6 su tham gia cla mot co quan uy thac TA
dé cap ching chi cho cac ngudi tham gia. TA chon hai s6 nguyén t&
16n pva g va tinh tich n =pg, git bi mat p ,g va cong khai n. Cac
tham s6 d6 dugc chon sao cho bai toan phan tich n thanh thura s6 la
rat kho. TA cang chon thém mot s6 b la s6 nguyén t6 c6 do 16n
khoang 2" nhu 1a mot tham s6 an toan. S6 & cling dugc xem 1a s6
mil thoda man diéu kién RSA, nghia 1a viéc tinh v =1 modn la d§,
nhung viéc tinh ngugc u tir v1a rat kho, néu khong biét p,g.

Thi tuc cap chitng chi cho mot ngudi tham gia A dugc tién
hanh nhu sau:

1.TA xéac lap cac thong tin vé danh tinh cta A duéi dang mot
day ky tu ma ta ky hiéu la 7, hay /D(A).

2. A chon bi mat mot s6 ngdu nhién z (0< u < n-1), tinh

v=(z")"modn,

va chuyén s6 vcho TA.
3. TA tao chtt ky s=sig;,(la, V) va cap cho A chiing chi
C(A) = (/ID(A), v, s).
Nhu vay, ching chi ma TA cap cho A goém (Ia, V) va chit ky cta TA
trén thong tin (la, v) d6. Chu y réng TA Cé’p chung chi cho A ma c6
thé khong biét gi vé thong tin bi mat ctia A 1a s6 .

Bay gid, v6i chiing chi C(A) d6, A c6 thé xung danh véi bat
ky d6i tac B nao bang cach cung B thuc hién mot giao thic xac nhan
danh tinh nhu sau:

1. A chon thém mot s6 ngau nhién & (0< k < n-1), tinh

y =k” modn,

va gti cho B cac thong tin C(A) va y.

2. B kiém thtt chit ky ctia TA trong ching chi C(A) bdi hé
thitc ver;,(ID(A), v, s) =ding. Kiém thit xong, B chon mot s6 ngau
nhién r (1< r< b-1) va gui r cho A.
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3. A tinh y=k.u"modn va gti ycho B.
4. B thr diéu kién
7 =V"y" (modn)

va néu diéu kién d6 duoc thoa man thi xac nhan danh tinh cda A.

Ciing nhu céac truong hop trude, viec ching minh tinh day
du cta so d6 la rat don gian:

V'y? = (z )" (ka")° (mod n)
=u "k z" (mod n)

=k’ = y(mod n).

Mot ngudi khac A, do khong biét s6 bi mat z, nén khong thé
tinh ding dugc s6 y & budc 3 cta giao thic dé dugc B xac nhan
(nhu 1a A) & budc 4, titc khong thé mao nhan minh 1a A; 6 1a tinh
diing dan cta so doé.

Gia stt 6 mot ngudi O c6 thé thuc hién thong sudt giao thitc
xac nhan dé cé thé duge mao nhan 1a A, chezlng han it nhat hai lan.
Diéu d6 c6 nghia la O biét dugc hai s6 r, # r, va hai s6 Y, Y, sao cho

y =Viyy =v"y;(mod n).
Gia thiét r, > r,, khi d6 ta c6
Vit =(y,/y,)" (mod n).
Do 0< r, -1,< bva bla s6 nguyén t6 nén ged(z; -1, b) =1, c6 thé tinh
dugc dé dang ¢=(r; -1,)'modb, va cd
v = (y, 1'y,)" (modn).
Do ¢=(r; -,)'modbhnén ta co
(5, -n)t=Ib +1
v6i | la mot s6 nguyén duong nao do, vi vay,
vt = (y,/ yl)bt (modn),
hay la
v=(y,/ yl)bt (V_l)lb (modn).
Nang ca hai vé 1én luy thira bac 'mod¢ (n), ta dugc
u” = (Y, /) (v (mod ).
cudi cting, tinh nghich dao cta hai vé theo modn ta dudc
a = (y,/y,)'v'modn.
Nhu vay, O tinh dugc s6 bi mat u trong thdi gian da thic! Theo gia
thiét, diéu d6 khong thé xé?y ra, vi vay, gia thiét vé viec O co thé
thuc hién thong sudt giao thic xac nhan dé duge mao nhan danh
tinh 1a A 1a khong dung; so d6 xung danh dugc chimg minh la an

toan.
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Thi du: Gia st TA chon p =467, g =479, nhu vay n =223693, TA
cting chon thém b/ =503.

Gia stit A chon s6 bi mat z=101576, va tinh

v=(101576")* mod223693
= 89888.
TA tao chit ky s=sig;,(/D(A), v) va cap cho A ching chi
C(A) = (ID(A),v,s).

Gia thiét A mudn xung danh vé6i B, A chon k =187485, va gti
cho B gia tri y =187485"mod223693 =24412. B dung thuat toan
kiém thit ver;, dé thir diéu kién ver;,(/D(A),v,s) = diing, sau d6 gui
dén A cau hdi r = 375. A sé trd 15i lai bang

y=187485.101576"° mod223693
= 93725.
B thit diéu kién y =Vv"y" (modn), trong trudng hgp nay la
24412 = 89888, 93725°"(mod 223693),
déng du thic d6 dung. Vay B xac nhan danh tinh cta A.
Bay gio ta lai gia thiét 1a O biét dugc hai s6 =401, ,=375 va
cac s6 tuong tng y;=103386 va y,=93725. O biét rang
v*1.103386” = v*"°. 93725 (modn).
O sé tinh
t=(r;- r)" mod b = (401-375)"'mod503 =445,
sau d6 tinh dugc
C(-r)t-1 (401-375)445-1
b 503 B
Cuéi cung, O sé tim dugc gia tri bi mat ula
u=(y,!y,)'v' modn
= (103386,/93725)**.89888” mod 223693
=101576,

I 23.

la s6 bi mat cta A.
Chu y: So d6 xung danh Guillou-Quisquater, ciing nhu cac so d6
Schnorr va Okamoto trudc do, déu can c6 ching chi cia TA cho
mdi ngudi tham gia. Ta c6 thé thay ddi chit it d€ biéh so d6 xung
danh d6 thanh mot so d6 xung danh dua vao danh tinh ma khong
can c6 chiing chi nhu sau: So d6 dung mot ham bdm coéng khai 4,
va thay cho viéc cap chiing chi C(A) cho ngudi tham gia A, TA s&
cdp cho A danh tinh /I({A) cting mot s6 u dugc tinh bdi cong thiic
u =(h(II(A))™)* modn .
(a la mot s6 mi bi mat caa TA). S6 u dugc A gitt riéng cho minh.
Khi A can xung danh v§i B, A va B cuing thuc hién mot giao thtc
xac nhan danh tinh sau day:
1. A chon mot s6 ngau nhién &, 0< k< n-1, va tinh
7= k" modn,
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rdi glti /D(A) va y cho B.

2. B tinh v =A(ID(A)); chon mot s6 ngau nhién r (0< r<1) va
gtti rcho A.

3. A tinh y =k« modn va gti ycho B.

4. B tha diéu kien y= v’y (modn) d€ xac nhan danh tinh cta
A.

Khi xung danh theo giao thiic ndi trén v6i B, A chi can biét
gia tri u1a mot gia tri dugc tinh bdi TA (va chi TA tinh dugc gia tri
d6). O khong thé gia mao danh tinh ctia A vi O khong biét gia tri u.

6.5. Giao thic Feige-Fiat-Shamir.

Giao thuc xung danh Feige-Fiat-Shamir ma ta sé gidi thiéu
trong tiét nay thuong dugc xem la mot giao thic dién hinh, trong
d6 mot chi thé tu xung danh bing cach chiing minh 14 minh biét
mot bi mat véi viec dung mot kiéu chiing minh ma ta sé goi la
chung minh khéng 19 tri thuc (zero-knowledge proof), tic la trong
chiing minh d6 khong tiét 16 bat cit mot thong tin dit nhé nao lién
quan dén gia tri bi mat ctia chu thé xung danh. 0 day,thuat ngu “tri
thitc” chi dugc ding vi mot nghia rat han ché dé noi vé viéc biét
mot bi mat cia mot cha thé, ma cai biét nay thuong khi chi 1a biét
mot bit (0 hodc 1, dung hodc sai), khong 10 tri thic la khong tiét 10
cai biét vé mot bit d6. Trong tiét sau ta sé dé cap dén cac “chung
minh khong 10 tri thiac” v6i mot nghia rong hon, khi d6 “tri thic” sé
c6 nghia 1a biét chitng minh ctia mét bai toan, va ching minh
khong 16 tri thic sé ¢6 nghia la thuyét phuc mot déi tac tin er\ng
minh biét cach ching minh cta bai toan do, va ngoai viéc bi thuyét
phuc d6 ra thi d6i tac khong khai thac duge bat cir thong tin gi khac
dé c6 thé 13p lai ching minh d6 ca.

Bay gid ta trd lai v6i viéc trinh bay giao thitic xung danh
Feige-Fiat-Shamir.

O budc chudn bi, trung tim dugc uy thac (TA) cong bd mot
moduyn chung n =pg cho moi ngudi tham gia, sau khi da chon va
gitt bi mat hai s6 nguyén t6 16n pva g, méi s6 nay déu déng du vGi
3 theo mod4. Bai toan phan tich n thanh thita s¢ duge gia thiét la
cuc kho. Mot s6 nguyén n nhu trén la s6 nguyén Blum, véi -1 la
mot gia thang du bac hai theo modn (tic 1a mét bat thing du bac
hai c6 ky hiéu Jacobi bang +1).

Mbi ngudi tham gia thuc hién cac viéc chuan bi nhu sau:

- Chon & s6 nguyén ngﬁu nhién s, s,,...,s5, trong tap {1,....n -1},
va kbit ngau nhién b, b,,..., b, .
-Tinh v, = (-1)"(s’) "mod n v6imoi1<i<k.
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- Mdi cht thé A dang ky voi TA khoa cong khai (vi,..., Vi ; n)
ctia minh, va gitt cho riéng minh kho4 bi mat (s, ,...,s; ).

Hoat dong cua giao thic xung danh sé& gom viéc thuc hién ¢
vong hdi-dap sau day; B sé chap nhan danh tinh cta A néu tat ca ¢
vong d6 déu thanh cong. Gia thiét B c6 khoa cong khai caa A. Mbi
vong gdm cac budc :

(@) A chon s6 nguyén ngau nhién r (1< r < n -1), va mét bit ngau
nhién 5, tinh x= (-1).r’ mod n ; va gti x cho B nhu mot bing ching.

(b) B gtti cho A mot vecto gébm & bit ngau nhién (e,,..., e, ) nhu mot
cdu hoi hay [0i thach do:

(c) A tinh va gtticho B y = r.HI;:ls?j modn, nhu cau #d 0.

(d) Btinh z= yz.Hljzlv?" modn, va thi diéu kién z=+x va z=0.

Chu y rdng trong giao thiic trén day,cac s6 &k va £1a cac tham s6 an
toan nhu sé dugc gidi thich trong mot doan sau.

Thi du : Gid st trung tam TA chon p =683 va ¢ =811, va cong
bd n= pg=553913. Chon cac tham s6 k=3, ¢=1.

Gia st A chon s, =157, s, =43215, s, =4646, va 3 bit b=1, b,=0,
b=1. Tinh ra v,=441845, v;=338402, ,=124423.

Khoa cong khai cta A 1a (441845, 338402, 124423; 553913),
khod bi mat 1a (157, 43215, 4646).

Giao thtic xung danh cta A c6 thé dugc thuc hién nhu sau:

a) A chon r=1279, b=1, tinh dugc x=25898, va gﬁ’i cho B,

b) Braloithach d6 (e, e, €,)=(0,0,1).

) A trd 15i lai bing y=rs, modn = 403104.

d) Btinh z= y?v;modn = 25898 va tht ding z=+x va z=0.

Do d6 B chap nhan danh tinh cta A.

boi v6i giao thic Feige-Fiat-Shamir, ngudi ta ching minh dugc
rang kha ning thanh cong cda viéc mao xung danh tinh c6 xac suat
nhiéu 1dm 1a 2%, do d6 néu chon & va ¢ sao cho kt =20 chazlng han thi
xac sut do la khoang 1 phan triéu, va néu k¢=40 thi xac suat do la
khodng 1 phan triéu triéu, c6 thé coi 1a khong thé x4y ra. Tinh an
toan cda giao thic dua trén do kho cda bai toan khai cin bac hai
theo moéduyn la mét hgp s6 16n kho phan tich thanh thira s6. Giao
thie ciing c6 tinh chét la mot ching minh khong 10 tri thic theo
nghia la nho biét khoa bi mat ma A thuc hién viéc tra 10i trong cac
vong hoi-ddp mot cach troi chay, nhung toan bo cac tra 10i cta A
khong d€ 16 bat ky mot chat bi mat nao dé ngusi khac (k€ ca B) co
thé khai thac nhdm phat hién (khod) bi mat cta A.

6.6. Phép ching minh khong 16 tri thuc.
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(zero-knowledge proof)

Nhu da gi6i thiéu trong phan md dau 6.1, bai toan xung
danh va xac nhan danh tinh dong moét vai tro c6 y nghia to 16n
trong moi hoat dong giao dich ctia xa hoi. € viéc xung danh dugc
an toan, mot yéu cau quan trong la can chéng dugc viéc mao xung
danh tinh ctia ngudi khac trong giao dich. Khi viéc giao dich dugc
dién t& hoa mot cach rong rai, yéu cdu an toan dit ra nhiéu van dé
can dugc gidi quyét bang nhiing giai phap khoa hoc. Nhiing giai
phap don gian va tho so nhu trinh tén tudi, mat hiéu (password),...
khong con an toan, vi kho git dugce bi mat lam cho nguoi khac co6
thé d& dang bit chudc d€ mao xung. Trong cic phan trén ctda
chuong nay, ta da trinh bay moét s6 so d6 xung danh dua vao cac
giao thic héi-dap, ngudi kiém tha dua ra cac cau hoi, va ngudi
xung danh tra 161, dua trén céc tra 10i d6 nguoi kiém thi hodc dua
thém nhting cau hdi méi, hodc chap nhan (hay bac bo) danh tinh
cta ngudi xung danh. Phan 16n cac giao thic hdi-dap trong céc so
dé xung danh d6 déu co it nhiéu tinh chat cia mot ching minh
khong 10 tri thitc, du tri thiic ma ta dé cap dén chi la viéc biét hay
khong biét mot bi mat (cta khoa xung danh). Khai niém chung
minh khong 19 tri thifc ban dau xuat phat tit viéc nghién cttu cac so
dé xung danh, vé sau da dugc md rong cho nhiéu loai bai toan
khac.

Cac bai toan ma ta sé tim kiém cho ching nhtng “chung
minh khong 16 tri thie” thuong la nhiing bai toan quyét dinh, d6 la
nhiing bai toan dudc xac dinh bdi mot tap di liéu = va mot tinh
chat I, va noi dung cta bai toan la xét xem v8i mdi x € T, xco tinh
chét IT hay khong. Mot s6 10p cac bai toan quyét dinh nhu vay da
dugc xét dén khi ta nghién ctu vé do phuc tap tinh toan trong
chuong II. Tham gia vao moét giao thic ching minh gém c6 hai
ngudi: moét la nguoi ching minh (ky hiéu la P-prover) va mot la
ngudi kiém thit (ky hiéu V- verifier). Giao thitc gébm céac cau hoi-
dap gita V va P, thuong la V dwa ra cac cau héi hay thach d6, va V
dua ra cac cau trd 10i. Gid th( P biét chic chdn rdng x c6 tinh chat
I1, P c6 thé dung mot giao thic chiing minh dé thuyét phuc V tin
rang x c6 tinh chat IT, va mot giao thic chiing minh dugc goi 1a
khong 10 tri thitc, néu ngoai viéc thuyét phuc dugc V tin 1a x ¢6 tinh
chat IT ra, P khong d€ 16 bat cd mot thong tin nao ¢ thé gitip ngudi
khéc (k€ ca V) dung d€ chitng minh x ¢6 tinh chat IT. Trude khi dua
ra dugc cac dinh nghia toan hoc vé cic khai niém do, ta hay xét mot
thi du vé mot bai todn quen thudc la bar toan defng cdu graph, vGi
tap du liéu X la tap cac cap graph (G, G,), va ndi dung bai toan la
cau hdi: hai graph G, va G,c6 de%ng cau v6i nhau khong. Trong ly
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thuyét vé do phtc tap tinh todn, bai toan nay c6 mot vai tro dac
biét, vi la mot bai toan chua biét c6 thuat toan nao vdi thoi gian da
thic gidi né hay khong, nhung cling chua c6 ching minh nao
ching t6 no la N'P-day du .

Duéi day la so d6 tuong tac ching minh khong 16 tri thic
ctia bai todn ding c&u graph:

Gia st cho hai graph G, va G, c6 tap dinh {1, 2,...,n1}. Gid st P
biét G, va G, dezmg cdu véi nhau (Chéng han do biét mot hoan vi o
trén tap {1, 2,...,n1} sao cho G, 1a anh cta G, qua hoéan vi do).
So d6 tuong tac ching minh “G, va G, d:—f?mg cdu” gbm m vong hoi-
dép, mbi vong c6 4 budc sau day:

1. P chon mot hoan vi ngdu nhién z cta {1, 2,...,11}, lap graph
H 1a dnh ctia G, qua hoan vi 7, va glti Hcho V.

2. V chon s6 ngdu nhiéni e {1, 2} va gfri no cho P.

3. P tinh mot hoan vi p trén {1, 2,...,11} sao cho / 1a anh cta
Gi qua p (cu thé, néu 7 =1 thi 14y p =7, néu ;=2 thi layp =z.0), rbi
glti p cho V.

4.V tht xem H c6 1a dnh cta G,qua p hay khong.

V sé& chap nhan chitng minh cta P néu V thir ding diéu kién
4 § tat cd m vong héi-dap doé.

Thi du: Ta minh hoa hoat dong cta giao thic tuong tac dé
chung minh su drfmg cdu cta hai graph bang thi du dudi day:

Gia st G, = (V, E) va G, = (V,E,) 1a hai graph v6i tap dinh
V'={1, 2, 3,4} va cac tap canh F, ={12,13,14,34}, £,={12,13,23,24}. Gia
st P biét G, dgmg cau vGi G, quahoanvi o = {413 2}.

2 4 1 2 2 4
«— «—
T (0}
3 1 4 3 1 3
H G, G,

Mot vong cta giao thiic c6 thé xay ra nhu sau:

1. P chon ngau nhién hoan vi 7= {2 4 1 3}. Graph H'sé co tap
canh {12,13,23,24}, 1a anh cta G, qua . P glti H cho V.

2.V chon /=2 va gtii cho P nhu mot cau héi.

3. P thit thay hoan vi p=7.0 ={3 21 4} 4anh xa G, thanh
va do d6 gtti pcho V.

4.V tht ding H 1a anh ctia G, qua hoan vi p. Ta két luan
vong hoi-dap nay da thanh cong.

Toan bo giao thitc gom c6 m = log,n vong.
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Nhu vay, néu G, ding cdu voi G, (hay chinh xac hon, néu A
biét G, dazlng cau vGi G, ) va moi qui dinh dugc ton trong, thi giao
thic thanh cong, va xac suat ctia viéc V chap nhan ching minh do6
1a 1. D6 1a tinh day du cta giao thiic.

Mit khéc, néu G, va G, khong drflng cdu vdi nhau, thi cach
duy nhat &€ P lita V chdp nhan theo giao thic 1a § mdi vong hoi-
dap, P doan trudc ding dugc cau hdi (s6 i) ma V sé duwa ra & budc
2, va do d6 & budc 1, P chon ngau nhién mot hoan vi 7 va gui cho
V graph H la anh cta G qua 7, r6i & budc 3 dé tra 151 cau hai (la s6
i) ctia V, P sé dap lai bdng phép hoan vi p =z . Rd rang la V chap
nhan cau tra 16i d6 1a dung, va vong hédi-dap do thanh cong. Nhu
vay, P da lita dugc V mot vong, va xac sudt thanh cong d6 bang xac
suat P doan trude ding cau hdi ma V sé dua ra, tic 1a khong 16n
hon 1/2. Vay néu G, va G, khong déng cdu v6i nhau thi kha ning
V bi lita ma tin ring G, va G, ding cau 1a c6 xac suat khong qiia 2
= 28" =1/n, mot gia tri khong dang ké c6 thé bd qua vi n rat 16n.
Diéu d6 ciing ndi ring néu P khong biét G, va G, ding cau voi
nhau thi P cang khong thé 1¢i dung giao thiic d6 ma lira V réng P
biét G, va G, dang cau. D6 1a tinh dung ddn ctda giao thic.

Bay gio ta n6i dén tinh khong 1o tri thiic cta giao thitc noi
trén. Ta thay rang thuc hién méi vong hdi-dap cta g1a0 thic, tat ca
nhiing gi ma P dua dén cho V la mot ban sao H dang cau v3iG, va
G,, va mot hoan vi p thuc hién su dang clu tir G, t6i H hoic tx G,
t6i H (nhung khong phai ca hai !). Tt cac thong tin d6 khong da dé
V thiét lap dugc ngay mot phép dang cdu cia G, va G, (ta cha y
hoan vi pma P Chuyé7n cho V la p=r hodc p=r.c, tit d6 khong dé
gi im dugc o). Mot cach truc gidc, diéu do6 ching t0 la giao thic
khong 16 tri thuc. Pé ¢6 mot dinh nghia toan hoc cho khai niém
khong 1o tri thur, ta xét ky hon 14p ludn trén day.

Ta hay xem qua mot ching minh tuong tac nhu trén P va
Vdé lai nhitng thong tin gi. Ngoai thong tin vé hai graph G, va G,,
3 mdi vong héi—dép, P va V da trao d6i cac thong tin vé mot graph
H, mot cau héi 7, va mot trd 10i p. Nhu vay, ta c6 thé dinh nghia
mot ban ghi T cia mot chitng minh tuwong tac 1a

T'=((G,GY); (Hylwpy) ;i (Hpyim ,om))-

Thong tin vé mot chitng minh tuwong tac dugc chita dung day da
trong mot ban ghi 7. Bay gid ta chd ¥ ring mot ban ghi cling c6 thé
dugc tao ra mot cach gia mao. Thuc vay, ta co thé chon ngau nhién
mot s i € {1, 2}, mot hoan vi p, sau d6 tinh H1a anh drflng ciu cla
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G qua p. Thuc hién m lan nhu vay, ta dudc m bo ba (Hip), va
cung véi (G, ,G,) ta sé tao dudc mot ban ghi gia mao, vi d6 khong
phai 1a mot ban ghi trung thuc theo viéc thuc hién thuc mot ching
minh ding theo giao thiic tuong tac, nhung khong c6 cach nao dé
phan biét mot giao thitc hgp thitc v6i mot giao thic gdm cac ban
ghi gid mao. Thuat toan tao ra cac ban ghi gid mao dudc goi 1a mot
moé phong. Bay gid ta da c6 thé dua ra mot dinh nghia cho khéi
niém khong I9 tri thucnhu sau:

Gia st ¢6 mot hé chiing minh tuong tac d6i véi bai toan
quyét dinh I1, va mot mo6 phdng S*, va x1a mot dit lieu cda bai toan
co tra 16i “ding” do6i voi cau hoéi 1. Ky hiéu 7(x) la tap tat ca cac
ban ghi hgp thic c6 thé c6, va F(x) 1a tap hop tat ca cac ban ghi gia
mao c6 thé sinh ra bdi S Gia thiét ring 7(x) =F(x). V6i mbi T 7(x)
ky hiéu p(T) 1a xac suat cua viéc 7 la ban ghi sinh ra tit mot chiing
minh tuong tac, va p, (T) la xac sudt cta viéc 7' 1la mot ban ghi gid
mao sinh ra béi mo6 phong S. Néu p(T) = p, (T) v6imoi T'eT(x),
tic 1a cac phan bo xac sudt trén 7(x) va F(x) la trung nhau, thi ta n6i
rang hé chiing minh tuong tac cta ta 1a khong 16 tri thiic hoan hao
(perfect zero-knowledge) d6i voi V.

DGi v6i bai toan ding cau hai graph va véi so dé ching
minh tuong tac ké trén, ngudi ta chitng minh dugc réng hai phan
b6 xéc sudt trén 7(x) va F(x) trung nhau, do d6, v6i dinh nghia cta
khai niém ljhéng 16 tri thitc hoan hdo, ta c6 thé két luan : Do1 voi
bai toan dang cdu hai graph, co m¢t so do tuong tac chung minh
khong 19 tri thuc hoan hdo.

Bay gio ta gidi thiéu thém dudi day moét so d6 tuong tac
ching minh khong 10 tri thic d6i vdi bai toan thang du bac hai, la
mot bai toan N'P-day du.

Cho mot s6 nguyén n la tich cta hai s6 nguyén t6 16n pva g
dugc gitr bi mat. Gia thiét P biét x la mot thing du bac hai theo
modzn, va z la mot cin bac hai cda né (tic u’= x (modn)).So d6
chiing minh tuong tic gdbm m vong, moi vong gém 4 budc sau day:

1. P chon ngau nhién mot s6 v € Z;, tinh y=v*modn, va gti
ycho V.

2.V chon ngdu nhién mot s6 i €{0, 1} va gti cho P.

! Thong thuong nguoi ta gié thiét 1a nguoi kiém thi V, cing nhu bé mo6 phéng V,
déu la cac thuat toan c6 kha ndng tinh toan trong thoi gian da thic.
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3. Ptinh z= uz‘vmodn, va gti zcho V.

4. V thtr diéu kién z* =x'y (modn) .

Néu qua m vong, V déu thit ding diéu kién trén thi V chap
nhan chiing minh cta P rdng x1a thing du bac hai theo modn.

Giao thic chimg minh tuong tac nay ciing co cac tinh chat
day du, ding din, va la khong 16 tri thic, nhung chua phdi la
khong 16 tri thitc hoan hao. Viéc nghién citu cac so dd tuwong tac
chiing minh khong 16 tri thitc la mot chu dé dugc nhiéu ngudi quan
tAm trong vai thap nién vita qua, va da thu dudc nhiéu két qua ly
thd, trong d6 ly thd nhat c6 18 1a cac két qua lién quan dén cac bai
toan NP-day da. Ngudi ta da ching to rang khong c6 cac chiing
minh khong 19 tri thitc hoan hdo d6i véi cac bai toan N'P-day da;
tuy nhién, néu khong doi hdi chit ché diéu kién “khong 10 tri thic
hoan hdo”, ma chi doi héi mot diéu kién nhe hon chiit it vé “khong
16 tri thic tinh toan” (computational zero-knowledge), thi nguoi ta
ching minh dugc rdng d6i v6i nhiéu bai toan N'P-ddy dd nhu bai
toan thing du bac hai theo modn O trén hay bai toan t6 ba mau mot
graph 1a c6 thé xay dung tuong tng cic so d6 tuong tac ching
minh khong 16 tri thic tinh toan. Roi tir d6, do moi bai toan trong
16p NP déu c6 thé qui dan trong thdi gian da thic vé mot bai toan
/\/P-déiy duq, chz??mg han bai toan t6 ba mau mot graph, nén co thé
ching minh dugc la d6i véi moi bai toan trong lop NPdéu co mot
so0 d6 tuong tac chiing minh khong I tri thuc (tinh toan).

Khai niém khong 19 tri thic tinh toan chi khac khai niém
khong 10 tri thitc hoan hao § mot diém la néu trong dinh nghia cta
“khong 10 tri thicc hoan hao” ta doi hoéi hai phan bd xac suat trén
7(x) va F(x) trung nhau, thi d6i v6i khai niém “khong 10 tri thic
tinh toan”, ta chi doi héi hai phan bd xac suat do la “khong phan
biét duwoc” theo moét nghia tuong tu nhu “khong e-phan biét dugc”
ma ta da xét dén trong muc 4.6.1, chuong IV.
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CHUONG VvII

Van dé phan phdéi khoa
va thoa thuin khoa

7.1. Quan tri khoa trong cac mang truyén tin.

Trong cac chuong trudc, ta da lam quen v6i cac phuong
phép lap mat ma va céac bai toan quan trong khac lién quan dén
viéc truyén tin bdo mat trén cdc mang truyén tin cong cong noi
chung. Ta cing da thdy réng cac hé¢ mat ma khoa cong khai co
nhiéu wu viét hon cac hé mat ma khoa doi xing trong viéc 1am nén
tang cho cac gidi phap an toan thong tin, va dic biét néu ddi voi
cac hé mat ma khoa doi xing viéc thuc hién doi hdi nhiing kénh bi
mat d€ chuyén khoa hodc trao d6i khoa gitta cac d6i tac, thi vé
nguyén tic, d6i v6i cdc hé mat ma khoa cong khai, khong can c6
nhitng kénh bi mat nhu vay, vi cac khoa cong khai c6 thé dugc
truyén hodc trao ddi cho nhau mot cach cong khai qua cac kénh
truyén tin cong cong. Tuy nhién, trén thuc t&, d6 bdo dam cho cac
hoat dong thong tin dugc that st an toan, khong phai bat cit thong
tin nao vé cac khoa cong khai cia mot hé mat ma, cia mot thuat
toan kiém thi chit ky, cia mot giao thitc xac nhan thong bao hay
xac nhan danh tinh, v.v... cling phat cong khai mot cach tran lan
trén mang cong cong, ma dau la cong khai nhung ngudi ta cling
mong muén 1a nhitng ai can biét thi mdi nén biét ma thoi. Do do,
diu 1a dung cac hé c6 khoa cong khai, ngudi ta cling mudn c6
nhiing giao thic thuc hién viéc trao ddi khoa gitta nhitng d6i tac
thuc su c6 nhu cdu giao luu thong tin vdi nhau, ké ca trao d6i khoa
cong khai. Viéc trao d6i khoa gitta cac chu thé trong mot cong dong
nao d6 c6 thé dugc thiet 1ap mot cach tu do gitta bat ci hai ngudi
nao khi c6 nhu ciu trao d6i thong tin, hodc co thé dugc thiet lap
mot cach twong doi lau dai trong mét thoi han nao do trong ca cong
déng v6i su diéu phdi cia mot co quan dugc uy thac (ma ta ky hiéu
la TA-trusted authority). Viéc trao d6i khoa trong trudng hop thi
nhat ta goi don gidn la thod thuin khod, con trong trudng hop thi
hai ta goi la phdn phor khoa , TA 1a noi thuc hién viéc phan phdoi,
cling tic la noi quan tri khoa. Viéc thod thuan khoa noi chung
khong can c6 su tham gia cia mot TA nao va chi co thé xé’y ra khi
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cac hé bdo mat ma ta sit dung la hé c6 khoa cong khai, con viéc
phan phdi khod thi ¢6 thé xay ra d6i véi cac trudng hop st dung
cac hé khoa doi xing cting nhu cac hé ¢6 khoa cong khai. Viéc phan
phdi khoa véi vai trd quan tri khoa cua mot TA la mot viec binh
thudng, da ton tai tir rat lau trude khi 6 cac hé mat ma khoa cong
khai. Ta s& bat dau véi viec gidi thieu mot vai hé phan phdi khoa
nhu vay, roi ti€p sau sé gidi thiéu mot s6 hé phan phoi hodc trao
d6i khoa khi diing cac so d6 an toan va bao mat c6 khoa cong khai.

7.2. Mot sd hé phan ph6i khoa.
7.2.1. So d6 phan phdi khoa Blom.

Gia st ta c6 mot mang gém c6 n ngudi dung, va mdi ngudi
dung d6 déu c6 nhu ciu trao d6i thong tin bi mat v6i moi ngudi
trong mang. Gia st so 6 mat ma dugc stt dung 1a mot so d6 mat
n(n-1)

ma khoa d6i xtng (Chéng han, DES). Toan bo mang can c6
khod khac nhau cho chiing dy cdp ngudi dung khac nhau trong
mang. Mot co quan dudc uy thac TA quan ly chitng ay khod va
phai chuyén cho méi ngudi dung 1 -1 khoa chung véi n -1 ngudi
con lai trong mang, nhu vay TA phai truyén bang nhiing kénh bi
mat tat cd 1a n (n-1) lugt khod dén cho tat ca n ngudi dung.

Blom (1985) dé nghi mot so d6 phan phoi khod, ma sau day
ta goi la so d6 Blom, trong truong hop don gian nhat dugc mo ta
nhu sau:

TA chon mét s6 nguyén t6 p > n, va chon cho méi ngudi
dung A mot s6 r,eZ,.S6 pva cac s6 r, dudc cong bo cong khai.

Sau d6, TA chon ba s6 ngﬁu nhién a,b,c Z,, va lap da thuc

f(x,y)=a+b(x+y)+cxy modp.
Vi méi nguoi dung A, TA tinh g,(x)= f(x,r,)=a,+b,x modp,
trong d6 a, =a+br,mod p, b, =b+cr,mod p. TA chuyén bi mat
cdp sO (a,,b,)cho A; nhu vay, A biét g,(x)=a,+b,x. So véi viéc
TA phai truyén bi mat n (n-1) lugt khod ké trén thi v6i so d6 Blom,
TA chi phai truyén nlugt cac cdp s6 (a,,b,) ma thoi.

Sau khi da thuc hién xong cac cong viéc chudn bi d6, bay gic
néu hai ngudi ding A va B mudn tao khoa chung dé truyén tin
bang mat ma cho nhau, thi khoa chung K’ apdoséla:

KA,B = gA(rB) = gB(rA) =f (rA’ rB),
ma mdi ngudi A va B tinh dugc béng nhung théng tin minh da co.
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Nhu vay, theo so d6 phan phoi nay, TA phan phoi cho moi
ngudi dung mot phan bi mat cta khoa, hai ngudi dung bat ky phoi
hgp phan bi mat cta riéng minh v6i phan cong khai cta ngudi kia
dé ciing tao nén khoa bi mat chung cho hai ngudi. So d6 nay la an
toan theo nghia sau day: Bat ky mot nguoi thit ba C nao (ké ca C Ia
mot nguoi tham gia trong mang) c6 thé phat hién duoc khoa bi mat
riéng cua hai nguoi A va B. Thuc vay, du C c6 1a ngudi tham gia
trong mang di ntta, thi cai ma C biét nhiéu 1dm 1a hai s6 a.,b. do
TA cap cho. Ta chiing minh rang v6i nhitng gi ma C biét thi bat ky
gia tri | € Z,nao cting co thé dugc chdp nhan 1a K, ; . Nhiing gi ma
C biét, ké ca viéc chap nhan | = K, ;, dugc thé hién thanh

a+b(r,+r;)+cr,ry =l
a+brg =ag
b +cr, =b,

Hé thong phuong trinh d6, néu xem a,b,c 1a 4n s8, 6 dinh thc cac
hé s6 & v& phai 1a

1 r,+rg ILl;

1 0 |=(—r)e—1),

01 I

theo gia thiét chon cac s6 r, dinh thitc d6 khac 0, do d6 hé phuong
trinh luon c6 nghiém (a,b,c), tic viec chap nhan | 1a gid tri ctia K,
la hoan toan c6 thé. Bat ky gia tri | € Z,nao cing co thé dugc C
chap nhan la K, ;, diéu d6 déng nghia véi viec C khong biét K, ; 1a
s6 nao!

Tuy nhién, néu c6 hai ngudi tham gia C va D, khac A,B, lién
minh v6i nhau dé phat hién K, ;, thi lai rat dé dang, vi ca C va D
biét

a+br, =a,
b+cr, =b.
a+br, =a,
b+cr, =b,

Bén phuong trinh d6 da dé xac dinh (a,b,c), tir d6 tim dugc K, ; .

Ta c6 thé md rong so d6 Blom néi trén d€ duge mot so &b
Blom téng quat, trong d6 moi khoa chung K, ; cta hai nguoi dung
A va B la bi mat hoan toan d6i vgi bat ky lien minh nao gém &
ngudi ngoai A va B, nhung khong con la bi mat d6i v6i moi lién
minh gém & +1 ngudi tham gia trong mang. Mu6n vay, ta chi can

154



thay da thic f (x,y ) néi trén bang mot da thic d6i xting bac 2k sau
day :

k
fx,y)=>.> a;x'y’ mod p,

k
0 =0

trong do a; eZp,Osi,jSk,ai]. =, vOimoi i, j.

7.2.2. Hé phan phdi khoa Kerberos.

Kerberos la tén cda mot hé dich vu phan phdi (hay cAp phat)
khoa phién (session key) cho titng phién truyén tin bao mat theo
yéu cAu cta ngudi ding trong mot mang truyén tin. Hé mat ma
dugc st dung thudng 1a hé c6 khoa d6i xing, chang han DES.

Dé thuc hién hé nay, trudc hét, co quan dudc uy thac (hay
trung tam diéu phdi) TA can chia sé mot khoa DES bi mat K, v6i
mbi thanh vién A trong mang. Sau d6, m6i 1an A c6 nhu cau truyén
tin bao mat vdi mot thanh vién khac B thi yéu cAdu TA cap mot khoa
phién cho ca A va B. Viéc cap phat d6 sé dugc thuc hién bang mot
giao thic phan phdéi khoa nhu sau:

1. TA chon ngau nhién mot khoa phién K, xac dinh moét tem
thoi gian 77 va mot thoi gian séng L (nhu thé c¢6 nghia la khod
phién K c6 gia tri st dung trong khodng thdi gian tir 7dén 7+17).

2. TA tinh

m, =e,, (K,1D(B), T, L),
m,=e,_(K,ID(A),T,L).
va gui (m;, m,) dén A.
3. A dung ham gidi ma d,, cho m, dé thu dugc K, 7L, ID(B).
Sau d6 tinh
m, =&, (ID(A).T),
va g{fi (m;, m,) cho B.
4. B ding cac ham giai ma dy_cho my, va dy cho m, dé thu
dugc K,7, L,ID(A) va ID(A), T . Néu thit thay hai gid tri cda ID(A)
va cta 7 trung nhau, thi B tinh tiép
m, = ex(T+1)
va glti m, cho A.
5. A ding ham gidi ma dy cho m, va thit xem két qua thu
dugc c6 dung la 7'+1 hay khong.
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Trong giao thitc ké trén, cac ky hiéu ZID(A) va ID(B) 1a chi cho
danh tinh ctia A va cta B, cac thong tin d6 la cong khai.

Hoan thanh giao thic gdm 5 budc ndi trén, TA (cung vGi A
va B) da thuc hién xong viéc cdp phat mot khod phién K cho hai
ngudi ding A va B d€ truyén tin mat ma cho nhau. T4t ca cac viéc
trao doi thong tin ctia giao thicc d6 déu dugc thuc hién trén cac
kénh cong cong, du khoa K van la bi mat, chi A, B (va TA) 1a dugc
biét ma thoi. Ngoai viéc cdp phat khoa, giao thic d6 con thuc hién
dudc viéc xac nhan khoa: B va A déu tin chac dugc rang d6i tac cta
minh da thuc su c6 khoa K do két qua cta viéc thuc hién cac phép
tht & budc 4 va 5; thém nita, cd A va B con biét dugc thdi han c6
hiéu luc cta khoa.

Phéan phoi khoa bi mat theo giao thic Kerberos la c6 do tin
cdy cao, tuy nhién trong thuc t&, viéc sit dung né cting doi hdi ton
nhiéu thoi gian, nén ngay nay ciing chi dudc dung trong nhiing
truong hgp han ché.

7.2.3. Hé phan phéi khoa Diffie-Hellman.

Heé phan phdi khoa Diffie-Hellman khong doi héi TA phai
biét va chuyén bat ky thong tin bi mat nao vé khoa cta cac ngudi
tham gia trong mang d¢€ ho thiét 1ap dudc khoa chung bi mat cho
viéc truyén tin v6i nhau.

Trong mot hé phan phdi khoa Diffie-Hellman, TA chi viéc
chon mot s6 nguyén t6 16n p va mot phan ti nguyén thuy « theo
modp, sao cho bai toan tinh log, trong Z la rat kho. Cac s6 pva «
dugc cong bo cong khai cho moi ngudi tham gia trong mang. Ngoai
ra, TA c6 mot so d6 chir ky véi thuat toan ky (bi mat) sigp, va thuat
toan kiém thit (cong khai) ver;,.

Mot thanh vién bat ky A vGi danh tinh /D(A) tuy y chon mot
sO a,(0<a,<p-2)vatinh b, =« mod p. A git bi mat a, va dang
ky cac thong tin (/I{A),b, ) v6i TA. TA cap cho A ching chi

C(A) = (ID(A), b, , sigia(ID(A),b,)).

Cac chiing chi ctia cac thanh vién trong mang c6 thé dugc
lwu gitt trong mot cd s6 dit lieu cong khai, hodc uy thac cho TA luu
gilt va cung cdp cong khai cho cac thanh vién méi khi can dén.

Khi hai thanh vién A va B trong mang can c6 mot khoa bi
mat chung dé truyén tin bdo mat cho nhau, thi A ding thong tin
cong khai b, 6 trong C(B) két hgp véi s6 bi mat ctia minh 1a a, dé

tao nén khoa
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K, g =bg* mod p = a** mod p.
Khoa chung d6 B cling tao ra dugc tit cac thong tin cong khai b, cta
A va s6 bi mat a, cta minh:

Kag =b mod p = a™* mod p.

Dé bao dam dugc cac thong tin vé& b, va b, 1a chinh xac, A
va B ¢6 thé dung thuat toan ver;, dé kiém tha chi ky xac nhan cda
TA trong cac chiing chi C(B) va C(A) tuong dng.

Do an toan ctia hé phan phoi khoa Diffie-Hellman dugc bao
dam bdi diéu sau day: Biét b, va b, dé tinh K, chinh la bai toan
Diffie-Hellman ma ta da dé cap t6i trong muc 4.1, chuong IV: biét
a®modp va a’modp, tinh «*® mod p. Day la mot bai toan kho
tuong duong bai toan tinh l6garit roi rac hay bai toan pha mat ma
ElGamal.

7.3. Trao d6i khoa va thoa thuan khoa.
7.3.1. Giao thiic trao d6i khoa Diffie-Hellman.

Hé phan phoi khoa Diffie-Hellman néi trong muc trudc co
thé d& dang bién d6i thanh mot giao thitc trao d6i (hay thoa thuan)
khoa truc tiép gitta cac ngudi st dung ma khong can c6 su can
thiép cia mot TA 1am nhiém vu diéu hanh hodc phan phéi khoa.
Mot nhom bat ky ngudi su dung co thé thoad thuan cung dung
chung mot s6 nguyén t6 16n p va mot phan tt nguyén thuy « theo
modp , hai ngudi bat ky trong nhém A va B méi khi mudn truyén
tin bdo mat cho nhau cé thé cung thuc hién giao thuc say day dé
trao ddi khoa:

1. A chon ngau nhién s6 a, (0< a,< p -2), gitt bi mat a,, tinh

b, =™ mod pva gti b, cho B.

2. Tuong tu, B chon ngau nhién s6 a; (0< a5 < p -2), gitr bi mat

ay , tinh b, = a®™ mod pva gti &; cho B.

3. Ava B cung tinh dugc khoa chung
K,g =bg* mod p =D, mod p (= a™* mod p).

Giao thtic trao d6i khoa Diffie-Hellman c6 cac tinh chat sau:
1. Glao thuc la an toan do1 voi viée tdn cong thu dong, nghia la
mot ngudi thi ba, du biét b, va b sé kho ma biét duge K, 5 .
Ta biét rdng bai toan “biét b, va b, im K" chinh la bai toan
Diffie-Hellman, va trong muc 7.2.3 ta c6 néi rang bai toan d6 tuong
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duong voi bai toan pha mat ma ElGamal. Bay gio ta chitng minh
diéu nay. Phép mat ma ElGamal v6i khoa K= (pa,a,f), trong dd
B =a’mod p, cho ta tit mot ban 6 x va mot s6 ngau nhién ke Z
lap dugc mat ma e (X,K)=(y., ¥,),
trong do6 y, =a“mod p, y, = xA“mod p.
Va phép giai ma dugc cho bdi
dy (Y1, Y>) = ¥, (y7) " mod p.

Gid st ta c6 thuat toan A gidi bai toan Diffie-Hellman. Ta sé
dung A dé pha ma FlGamal nhu sau: Cho mat ma (y,,Yy,). Trudc
hét, dung A cho y, =a*mod p va #=a*mod p, ta dugc

AP = o = g mod p,
va sau d6 ta thu dudc ban rd x tit f va y, nhu sau :
x=Y,()" mod p.
Ngudc lai, gia st c6 thuat toan B pha ma ElGamal, tic

B(p.a, By, Y,)=x= )’2()’1&)71 mod p.
Ap dung Bcho f=b,,y, =h,,y, =1, ta dugc
B(p,a,b,bg, ) =(L.(b3*) )" =a™* mod p,
titc 1a gidi dugc bai toan Diffie-Hellman.

2. Giao thiic Ia khéng an toan doi vdoi viéc tin cong chu dong
bang cach danh trdo gita duong, nghia 1a mot ngudi thit ba C c6
thé danh trdo cac thong tin trao de6i gita A va B, Chéng han, C
thay * ma A dinh gti cho B bdi a® ,va thay a® ma B dinh gui cho
A bdi a®, nhu vay, sau khi thuc hién giao thic trao d6i khod, A
da 1ap mot khoa chung a®* v6i C ma van tudng 1a v6i B, dong thoi
B da lap mot khod chung a®* v6i C ma van tudng 1a véi A; C ¢6
thé gidi ma moi thong bio ma A tudng nham 1a minh g dén B,
cling nhu moi thong bdo ma B tudng nham 1a minh gti dén A !

Mot cach khic phuc kiéu tan cong chi dong noi trén 1a lam
sao d€ A va B c6 thé kiém thit 46 xac nhan tinh ding din cta cac
khoa cong khai b, va b; .Pua vao giao thuc trao d6i khoa Diffie-
Hellman thém vai tro diéu ph6i cia mot TA dé dugc mot he phan
phdi khoa Diffie-Hellman nhu & muc 7.2.3 1a mot cach khic phuc
nhu vay. Trong hé phan phdi khoa Diffie-Hellman, su can thié¢p caa
TA la rat yéu, thuc ra TA chi lam mdi mot viéc la cap chiing chi xéc
nhan khod cong khai cho tiing nguoi dung chit khong doi hoi biét
thém bat ¢t mot bi mat nao cta ngudi dung. Tuy nhién, néu chua
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thod man véi vai tro han ché d6 cta TA, thi c6 thé cho TA mot vai
tro xac nhan yéu hon, khong lién quan gi dén khoa, chezmg han nhu
xac nhan thuat toan kiém th chit ky ctia ngudi dung, con ban than
cac thong tin vé khoa (cd bi mat va cong khai) thi do cac ngudi
dung trao déi truc ti€p v6i nhau. Vi cach khic phuc c6 vai tro rat
han ché d6 cta TA, ta dugc giao thic sau day:

7.3.2. Giao thitic trao d6i khoa DH c6 chiing chi xac nhan.
Moéi ngudi dung A c6 mot danh tinh /I(A) va mot so d6 chit
ky vGi thuat toan ky sig, va thuat toan kiém thit ver,. TA ciing ¢
mot vai tro xac nhan, nhung khong phai xac nhan bat ky thong tin
nao lién quan dén viéc tao khod mat ma cta nguoi dung (du la
khoé bi mat hay 1a khoa cong khai), ma chi la xac nhan mét thong
tin it quan hé khac nhu thuéat toan kiém thi chit ky ctia nguoi dung.
Con ban than cac thong tin lién quan dén viéc tao khoa mat ma thi
cac ngudi ding sé trao déi truc ti€p véi nhau. TA ciing c6 mot so
dé chit ky cia minh, gdm mot thuat toan ky sig;, va mot thuat toan
kiém thit (cong khai) ver;,. Ching chi ma TA cdp cho mdi ngudi
dung A sé la
C(A) = (IDXA), very , sigia(IIXA), ver,)).

RO rang trong chiing chi d6 TA khong xac nhan bat ky diéu gi lién
quan dén viéc tao khoa ctia A ca. Viéc trao d6i khoa gitta hai ngudi
dung A va B dugc thuc hién theo giao thuc sau day:

1.A chon ngau nhién s6 a,(0<a, < p-2),tinh b, =a* mod p,
va gtti b, cho B.

2. B chon ngau nhién s6 a,(0<a, < p—2), tinh b, =™ mod p,
tinh tiép K =b3 mod p,

Ys =Sig5(bg. by),

va gti (C(B),b;, y3) cho A.

3. A tinh K=bg* mod p,
dung ver; dé kiém thir Vi, dung ver;, dé kiém thir C(B), sau do tinh

V= 8iga(ba, By),

va gti (C(A), y,) cho B.

4.B dung ver, dé kiém thit y, ,va dung ver;, dé kiém thir C(A).

Néu tat ca cac budc d6 dugc thuc hién va cac phép kiém thi

déu cho két qua ding dén, thi giao thic két thiic, va cd A va B déu
c6 dugc khoa chung K . Do viéc ding céc thuat toan kiém tha nén
A Dbiét chc gid tri b; 1a cta B va B biét chic gia tri b, 1a caa A, loai
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trit kha nang mot nguoi C nao khac danh trdo cac gia tri do gita
duong.

7.3.3. Giao thiic trao d6i khoa Matsumoto-Takashima-
Imai.

Giao thtic trinh bay trong muc trén can ding ba 1an chuyén
tin qua lai dé€ thiét lap mot khoa chung. Céac tic gid Nhat
Matsumoto, Takashima va Imai dé nghi mot cai tién dé chi ding
mot giao thiic gém hai 14n chuyén tin (mot tit A dén B va mot tir B
dén A) d€ thoa thuan khoa nhu sau:

Ta gia thi rang trude khi thuc hién giao thic, TA da ky cap
chiing chi cho médi ngudi dung A theo cach lam & muc 7.2.3:

C(A) = (ID(A),b,, sigen(ID(A),b,)),
va thuat toan kiém tht chit ky ver;, cta TA la cong khai. Trong
giao thuc nay, cac b, khong truc ti€p tao nén cac khoa mat ma cho
truyén tin, ma v6i moi phién truyén tin bao mat, khoa phién (sesion
key) s€ dugc tao ra cho ting phién theo giao thuec.

Giao thtic trao d6i khoa phién MTI gém ba budc (trong d6 c6
hai 14n chuyén tin) nhu sau:

1. A chon ngau nhién s6 r,(0<r, < p-2),tinh s, =a™ mod p,
va gti (C(A), s, ) cho B.

2. B chon ngadu nhién s6 r,(0<r, < p—2),tinh s, =™ mod p,
va gti (C(B),s;) cho A.

3. A tinh K =sg*.by» mod p, v6i gia tri b, thu dugc tie C(B),

B tinh K=s¢.b mod p, v6i gia tri b, thu dugc tx C(A).

rpag+Ig

Hai céch tinh d6 déu cho cung mot gia tri K =% mod p.
Giao thtic nay ciing c6 kha ning gitt bi mat khoa K nhu déi voi
giao thuc Diffie-Hellman trudc su tan cong thu dong. Tuy nhién, vi
khong c6 chiing chi d6i v6i cac gia tri s, , 5, nén van c6 nguy co cta
su tdn cong tich cuc bang viéc danh trdo gitta dudng béi mot C nao
d6 theo kiéu sau day:
C(A)/ arA » C(A)/au\ »

A C(B), a® C C(B), a® B

<
<«

Déang 1& A gi dén B (C(A),s,) thi C danh trdo bang cach nhan
(C(A),s,) va gli dén B (C(A),s,),vdi s, =™ mod p, va nguoc lai,
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dang 18 B gti dén A (C(B), s;) thi C danh trdo bang cach nhan (C(B),
sp) va gii dén A (C(B),s;), v6i s, =a" mod p. Khi d6, A tinh dugc
khoa

KlzarAaBHéaA mod P,
va B tinh duoc khoa

K, =a"%*=% mod p.
Hai gia tri K; va K, nay khac nhau, nén khong giip A va B truyén
tin dugc cho nhau, nhung C khong c6 kha nang tinh dugc gia tri
nao trong hai gia tri d6 (vi khong biét a, va a ), nén khac voi giao
thitc Diffie-Hellman & muc 7.2.3, § day C chi c6 thé pha r6i, cha
khong thé danh cip thong tin dugc.

7.3.4. Giao thitic Girault trao d6i khoa khong chitng chi.

Giao thuc Girault dugc dé xuat ndm 1991. Trong giao thic
nay, ngudi st dung A khong can dung ching chi C(A), ma thay
bang mot khod cong khai tu ching thuc , dudc cap trudec bdi mot
TA. Phuong phap nay st dung két hop cac ddc tinh cta cac bai
toan RSA va logarit roi rac.

Gia thir n1a tic cta hai s6 nguyén t6'16n pva g, n=p.q, pva
g ¢6 dang p =2p+1, ¢ =2¢;+1, trong d6 p, va ¢, cung la cac s6
nguyén t6. Nhém nhan Z! ding cau véi tich Z, xZ,.Cap cao nhat
ctia mot phan ti trong Z; 1a boi chung bé nhat cta p-1 va g-1, tic
la bang 2p,q,. Gid st a la mot phan ta cap 2p,g, ctia Z:. Nhom
cyclic sinh b&i a dugce ky hiéu 1a G, bai toan tinh 16garit rdi rac theo
co s6 « trong G dudc gia thiét la rat kho.

Céc s6 n va ala cong khai. Chi TA biét p,g . TA chon s6 mii
cong khai e, vGi ged(e, ¢ (n1))=1,va gitt bi mat d=e'mod¢ (n).

Moéi ngudi dung A c6 mot danh tinh /I(A), chon ngau nhién
mot s6 a, € G, gitt bi mat a, va tinh b,=a™ modn, réi gii a, , b, cho
TA. TA tht lai diéu kién b,=a™ modn, 1di cap cho A mot khod
coéng khai tur ching thuc p, = (by- ID(A))? modn . Trong khoa cong
khai p, khong c6 thong tin vé a, , nhung TA can biét a, dé thi diéu
kién b,=a* modn .

Giao thitc Girault trao d6i khoa gifta hai ngudi dung A va B
dugc thuc hién bdi cac budc sau day:

1. A chon ngau nhién r,eG, tinh s, =™ modn, va gti cho B

(IDXA),Pa + Sp)-
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2. B chon ngau nhién r; €G, tinh s, =a™ modn, va gai cho A
(IDXB), p., 5).

3. Atinh khoa K =s3(pg+ID(V))* modn,

B tinh khoa K =s2(p;+ ID(A))® modn.
C4 hai gia tri 46 cia K déu bang nhau va bang
K =g "™%** mod n.

Bing céc 1ap luan nhu trong muc trudc, ta d& thay rang mot
nguoi thit ba C kho ma tao ra cac thong tin gid mao dé glii dén A
hodc B, néu tdn cong bing cach danh trao gitta dudng thi c6 thé pha
r6i 46 ngan can A va B tao lap khod chung, nhung khong thé danh
cép thong tin trao ddi gitta A va B.

Con lai mot van dé: Tai sao TA can biét a, va thi diéu kién
by=a™modn trudc khi cap p, cho A? Ta gid tha rang TA khong
biét a, va cap p,= (bs- ID(A))? modn cho A, va thit xem c6 thé xdy
ra chuyén gi?

Mot ngudi thit ba C ¢ thé chon mot gia tri rém a),, va tinh
b, =a®™ modn, réi tinh b, =b, —ID(A)-ID(C),va dua (ID(C),b.)
cho TA. TA sé cap cho C mét “khod cong khai tu ching thuc”

pt = (b, — ID(C))* modn.
Vi b, — ID(C) =b}, — ID(A),nén thuc t& C da dugc cap
p. = pj = (b}, — ID(A))" modn.
Bay gio gia sit A va B thuc hién giao thic trao d6i khoa, va C xen
vao § gitta, nhu vay, A gui dén B (ID(A), p,,a"™ modn),nhung do bi
C danh trdo nén B lai nhan dugc (ID(A), p,,a"™ modn),do d6 B va C
tinh dudc cung mot khoa
K’ =" *"% modn = s3* (pg + ID(B))™* modn,

con A tinh dugc khoa
K = "% ™% mod n.
IDA), pya* IDA), pya®
A ID(B),py, " C ID(B), pp " B

P P
l <«

B va C c6 ciing mot khoa khéac v6i khoa cia A, nhung B van
nght réng minh ¢6 chung khoa véi A. Vi thé, C ¢ thé gidi ma moi
thong bao ma B gti cho A, tic danh cip cac thong tin tit B dén A.
Viéc TA biét a, va tht diéu kién by=a® modn trude khi cap p, cho
Ala dé loai trit khd ndng danh trao nhu vay cta mot ké tan cong C.
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CHU DAN VE SACH THAM KHAO

Sach bao vé Khoa hoc mat ma tuy méi dugc cong khai xuat
ban tit khodng ba thap nién gan day, nhung do nhu cAu nghién citu
va ting dung rat 16n nén da phat trién rat nhanh chéng, trong d6 cé
ca nhiing tai liéu gido khoa do cac trudng Dai hoc xuét ban ciing
nhu cong trinh nghién cttu déng tai trén cac tap chi khoa hoc va céac
tap cong trinh cda cac hoi nghi khoa hoc quéc t& hang nam vé Mat
ma. Do la ngudn tai liéu hét sic phong phu va qui gia cho tat ca
nhing ai quan tdm dén viéc hoc tap va nghién cttu vé khoa hoc mat
ma. Tap gido trinh nay dugc bién soan chi yéu dua vao mot s6
sach chuyén khdo da trd thanh gido khoa cho nhiéu trudng Dai hoc
trén thé gidi, dugc xuat ban trong nhiing ndm gan day:

1. Douglas R. Stinson. Cryptography. Theory and Practice, CRC
Press,1995.

2.A.J. Menezes, P.C. van Oorschot, S.A. Vanstone. Handbook of
Applied Cryptography, CRC Press, 1997.

3.Bruce Schneier. Applied Cryptography. Protocols, Algorithms
and Source Code in C. John Wiley &Son,Inc, 1996.

4. S. Goldwasser, M. Bellare. Lecture Notes on Cryptography. MIT
Laboratory of Computer Science, 2001.

5.].Seberry, J. Pieprzyk. Cryptography. An introduction to
Computer Security. Prentice Hall, 1989.

6.Vitor Shoup. A computational Introduction to Number Theory
and Algebra, New York University, 2003.
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